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NEW QUESTION 1
Refer to the exhibit.

ASA-4-751015 Local:0.0.0.0:0 Remote:0.0.0.0:0 Username:Unknown SA request
rejected by CAC. Reason: IN-NEGOTIATION SA LIMIT REACHED

A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices. Based on the syslog message, which action brings up the VPN
tunnel?

A. Reduce the maximum SA limit on the local Cisco ASA.

B. Increase the maximum in-negotiation SA limit on the local Cisco ASA.
C. Remove the maximum SA limit on the remote Cisco ASA.

D. Correct the crypto access list on both Cisco ASA devices.

Answer: B

NEW QUESTION 2

Which command identifies a Cisco AnyConnect profile that was uploaded to the flash of an 10S router?
A. svc import profile SSL_profile flash:simos-profile.xml

B. anyconnect profile SSL_profile flash:simos-profile.xml

C. crypto vpn anyconnect profile SSL_profile flash:simos-profile.xml

D. webvpn import profile SSL_profile flash:simos-profile.xml

Answer: C

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-1.html

NEW QUESTION 3
Refer to the exhibit.
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Based on the exhibit, why are users unable to access CCNP Webserver bookmark?

A. The URL is being blocked by a WebACL.
B. The ASA cannot resolve the URL.
C. The bookmark has been disabled.
D. The user cannot access the URL.

Answer: C

NEW QUESTION 4

Which feature allows the ASA to handle nonstandard applications and web resources so that they display correctly over a clientless SSL VPN connection?
A. single sign-on

B. Smart Tunnel

C. WebType ACL

D. plug-ins

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90 cli_config/vpn_clientless_ssl.html#29951

NEW QUESTION 5
Which command automatically initiates a smart tunnel when a user logs in to the WebVPN portal page?
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A. auto-upgrade
B. auto-connect
C. auto-start

D. auto-run

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa9l/configuration/vpn/asa_91_vpn_config/webvpn-configure-policy-group.html

NEW QUESTION 6

Which requirement is needed to use local authentication for Cisco AnyConnect Secure Mobility Clients that connect to a FlexVPN server?

A. use of certificates instead of username and password
B. EAP-AnyConnect

C. EAP query-identity

D. AnyConnect profile

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html

NEW QUESTION 7
Refer to the exhibit.

Spokel$
local ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/ 47/0)
remote ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/ 47/0)
#pkts encaps: 200, #pkts encrypt: 200
fpkts decaps: 0, #pkts decrypt: O,
local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 192.168.2.1
inbound esp sas:
spi: 034B32CA36 (1261619766)
outbound esp sas:
spi:0xD601918E (1760427022)

Spoke2#
local ident (addr/mask/prot/port): (192.168.2.1/255.255.255.255/ 47/0)
remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/ 47/0)
#pkts encaps: 210, #pkts encrypt: 210,
#pkts decaps: 200, #pkts decrypt: 200,
local crypto endpt.: 192.168.2.1,
remote crypto endpt.: 192.168.1.1
inbound esp sas:
spi: 03D601918E (1760427022}
outbound esp sas:
spi: 034BS2CA36 (1261619766}

An engineer is troubleshooting a new GRE over IPsec tunnel. The tunnel is established but the engineer cannot ping from spoke 1 to spoke 2. Which type of traffic

is being blocked?

A. ESP packets from spoke2 to spokel
B. ISAKMP packets from spoke2 to spokel
C. ESP packets from spokel to spoke2
D. ISAKMP packets from spokel to spoke2

Answer: A

NEW QUESTION 8

Which command is used to troubleshoot an IPv6 FlexVPN spoke-to-hub connectivity failure?
A. show crypto ikev2 sa

B. show crypto isakmp sa

C. show crypto gkm

D. show crypto identity

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/flexvpn/116413-configure-flexvpn-00.pdf

NEW QUESTION 9
Refer to the exhibit.
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TKEv2: (SESSION ID = 1‘7‘,51 ID = 1) :Processing IKE _AUTH message
TKEv2:IPSec policy validate request sent for profile CloudOne with psh index 1.

IKEv2: (SESSION ID = 17,5A ID = 1):
[IKEv2: (SA ID = 1):[IPsec -> IKEv2] Callback received for the validate proposal - FAILED.

KEvZ-ERROR: (SESS5ION ID = 17,5A ID = 1):: There was no IPSEC policy found for received T3S

KEv2: (SESSION ID = 17,SA ID = 1):Sending TS unacceptable notify

IKEv2: (SESSION ID = 17,5A ID = 1) :Get my authentication method

TKEv2: (SESSION ID = 17,SA ID = 1):My authentication method is 'PSK'

IKEv2: (SESSION ID = 17,SA ID = 1):Get peer's preshared key for 68.72.250.251

TKEv2: (SESSION ID = 17,5A ID = 1):Generate my authentication data

TKEv2: (SESSION ID = 17,SA ID = 1):Use preshared key for id 68.72.250.250, key len 5

TKEv2: (IKEv2 -> Crypto Engine] Generate IKEv2 authentication data
TKEv2: [Crypto Engine -> IKEv2] IKEv2 authentication data generation PASSED

IKEv2: (SESSION ID = 17,5A ID = 1) :Get my authentication method
TKEv2: (SESSION ID = 17,5A ID = 1) :My authentication method is 'PSK'
[KEV2: (SESSION ID = 17,SA ID = 1):Generating IKE_AUTH message
KEv2: (SESSION ID = 17,SA ID = 1):Constructing IDr payload: '€8.72.250.250' of type 'IPv4 address'
En:vz: (SESSION ID = 17,SA ID = 1):Building packet for encryption.
ayload contents:

VID IDr AUTH NOTIFY (TS UNACCEFTABLE)

TKEvZ: (SESSION ID = 17,5A ID = 1) :5ending Packet [To €8.72.250.251:500/From 68.72.250.250:500/VRF 10:£0]
Initiator SPI : 3D527B1DSODBEEF4 - Responder SPI : 8CE93F77F2656636 Message id: 1

TKEV2 II{E_MITH Exchange RESPONSE

Payload contents:

ENCR

Based on the debug output, which type of mismatch is preventing the VPN from coming up?

A. interesting traffic
B. lifetime

C. preshared key
D. PFS

Answer: B

Explanation:
If the responder's policy does not allow it to accept any part of the proposed Traffic Selectors, it responds with a TS_UNACCEPTABLE Notify message.

NEW QUESTION 10
Refer to the exhibit.
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HUB configuration:

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn hub.cisco.com

authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list default default
virtual-template 1

SPOKE 1 configuration:

crypto ikev?2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn spoke.cisco.com
authentication local rsa-sig

authentication remote pre-shared-key cisco

pki trustpoint CA

aaa authorization group cert list defaunlt defaunlt
virtual-template 1

SPOKE 2 configuration:

crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn spoke2.cisco.com
anthentication local pre-shared-key flexvpn
authentication remote rsa-sig
pPki trustpoint CA
aaa authorization group cert list default default
virtunal-template 1

What is a result of this configuration?

A. Spoke 1 fails the authentication because the authentication methods are incorrect.

B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2.

C. Spoke 2 fails the authentication because the remote authentication method is incorrect.
D. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2.

Answer: A

NEW QUESTION 10
Refer to the exhibit.

An SSL client is connecting to an ASA headend. The session fails with the message “Connection attempt has timed out. Please verify Internet connectivity.”

Based on how the packet is processed, which phase is causing the failure?

A. phase 9: rpf-check

B. phase 5: NAT

C. phase 4. ACCESS-LIST
D. phase 3: UN-NAT

Answer: D

NEW QUESTION 15

Which technology works with IPsec stateful failover?
A. GLBR

B. HSRP

C.GRE

D. VRRP

Answer: B
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Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_2/12_2y/12 2yx11/feature/guide/ft_vpnha.html#wpl1122512

NEW QUESTION 18
Which two commands help determine why the NHRP registration process is not being completed even after the IPsec tunnel is up? (Choose two.)

A. show crypto isakmp sa
B. show ip traffic

C. show crypto ipsec sa
D. show ip nhrp traffic

E. show dmvpn detail

Answer: AD

NEW QUESTION 21
A Cisco ASA is configured in active/standby mode. What is needed to ensure that Cisco AnyConnect users can connect after a failover event?

A. AnyConnect images must be uploaded to both failover ASA devices.
B. The vpnsession-db must be cleared manually.

C. Configure a backup server in the XML profile.

D. AnyConnect client must point to the standby IP address.

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa 90 cli_config/ha_active_standby.html

NEW QUESTION 24
Which benefit of FlexVPN is a limitation of DMVPN using IKEv1?

A. GRE encapsulation allows for forwarding of non-IP traffic.
B. IKE implementation can install routes in routing table.

C. NHRP authentication provides enhanced security.

D. Dynamic routing protocols can be configured.

Answer: B

NEW QUESTION 26

Where is split tunneling defined for IKEv2 remote access clients on a Cisco router?
A. IKEv2 authorization policy

B. Group Policy

C. virtual template

D. webvpn context

Answer: B

NEW QUESTION 30

Which feature of GETVPN is a limitation of DMVPN and FlexVPN?
A. sequence numbers that enable scalable replay checking

B. enabled use of ESP or AH

C. design for use over public or private WAN

D. no requirement for an overlay routing protocol

Answer: D

NEW QUESTION 32
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