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NEW QUESTION 1
Which CLI command will display sessions both from client to the proxy and from the proxy to the servers?

A. diagnose wad session list

B. diagnose wad session list | grep hook-pre&&hook-out
C. diagnose wad session list | grep hook=pre&&hook=out
D. diagnose wad session list | grep "hook=pre"&"hook=out"

Answer: A

NEW QUESTION 2
Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC

NEW QUESTION 3
An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list view?

A. Policy lookup will be disabled.
B. By Sequence view will be disabled.
C. Search option will be disabled
D. Interface Pair view will be disabled.

Answer: D

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD47821

NEW QUESTION 4
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

NEW QUESTION 5
What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 6
An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?

A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.
C. Configure different SSL VPN realms.

D. Configure host check .

Answer: D

NEW QUESTION 7

You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk . What is the
default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.

B. No new log is recorded until you manually clear logs from the local disk .

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.

D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.

Answer: C
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NEW QUESTION 8
Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.)

A. The firmware image must be manually uploaded to each FortiGate.

B. Only secondary FortiGate devices are rebooted.

C. Uninterruptable upgrade is enabled by default.

D. Traffic load balancing is temporally disabled while upgrading the firmware.

Answer: CD

NEW QUESTION 9
Refer to the exhibits to view the firewall policy (Exhibit A) and the antivirus profile (Exhibit B).

Edit Policy

Inspection Mode RS Proxy-based

Firewall / Metwork Options

NAT O

IP Pool Configuration Use Qutgoing Interface Address
Use Dynamic IP Pool

Preserve Source Port OB

Protocol Options E08 default v| &
Security Profiles

AntiVirus
Web Filter
DNS Filter

Application Control
IPS

A default v

S,

NN N.

% % RN

SSL Inspection
Decrypted Traffic Mirror (B

-1 deep-inspection -
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Edit AntiVirus Profile

Name

Comments 5can files and block viruses. 2§/255
Detect Viruses Monitor

Feature set FVEESGE Proxy-based

Inspected Protocols

HTTP ©
SMTP @©
POP3 @©
IMAP @©
FTP @
CIFS (B

APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @

Include Mobile Malware Protection O

Virus Qutbreak Prevention €

Use FortiGuard Qutbreak Prevention Database (O

Use External Malware Block List € »

Which statement is correct if a user is unable to receive a block replacement message when downloading an infected file for the first time?

A. The firewall policy performs the full content inspection on the file.

B. The flow-based inspection is used, which resets the last packet to the user.

C. The volume of traffic being inspected is too high for this model of FortiGate.

D. The intrusion prevention security profile needs to be enabled when using flow-based inspection mode.

Answer: B

Explanation:

- "ONLY" If the virus is detected at the "START" of the connection, the IPS engine sends the block replacement message immediately

- When a virus is detected on a TCP session (FIRST TIME), but where "SOME PACKETS" have been already forwarded to the receiver, FortiGate "resets the
connection" and does not send the last piece of the file. Although the receiver got most of the file content, the file has been truncated and therefore, can't be
opened. The IPS engine also caches the URL of the infected file, so that if a "SECOND ATTEMPT" to transmit the file is made, the IPS engine will then send a
block replacement message to the client instead of scanning the file again.

In flow mode, the FortiGate drops the last packet killing the file. But because of that the block replacement message cannot be displayed. If the file is attempted to
download again the block message will be shown.

NEW QUESTION 10
Refer to the exhibit, which contains a session diagnostic output.

Which statement is true about the session diagnostic output?
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A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.
C. The session is a bidirectional UDP connection.
D. The session is a bidirectional TCP connection.

Answer: C

Explanation:

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 10

Which two statements are correct regarding FortiGate HA cluster virtual IP addresses? (Choose two.)
A. Heartbeat interfaces have virtual IP addresses that are manually assigned.

B. A change in the virtual IP address happens when a FortiGate device joins or leaves the cluster.

C. Virtual IP addresses are used to distinguish between cluster members.

D. The primary device in the cluster is always assigned IP address 169.254.0.1.

Answer: BD

NEW QUESTION 15

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 18

A FortiGate is operating in NAT mode and configured with two virtual LAN (VLAN) sub interfaces added to the physical interface. Which statements about the

VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

A. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

B. The two VLAN sub interfaces must have different VLAN IDs.
C. The two VLAN sub interfaces can have the same VLAN ID, only if they belong to different VDOMSs.

D. The two VLAN sub interfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.

Answer: B

Explanation:
FortiGate_Infrastructure_6.0_Study_Guide_v2-Online.pdf > page 147
"Multiple VLANSs can coexist in the same physical interface, provide they have different VLAN ID"

NEW QUESTION 19
Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.)

A. Source defined as Internet Services in the firewall policy.

B. Destination defined as Internet Services in the firewall policy.
C. Highest to lowest priority defined in the firewall policy.

D. Services defined in the firewall policy.

E. Lowest to highest policy ID number.

Answer: ABD

Explanation:

When a packet arrives, how does FortiGate find a matching policy? Each policy has match criteria, which you can define using the following objects:

* Incoming Interface

* Outgoing Interface

» Source: IP address, user, internet services
* Destination: IP address or internet services
* Service: IP protocol and port number

» Schedule: Applies during configured times

NEW QUESTION 23
Refer to the exhibit.
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Add Signatures b4
Type Filter

Action @ Block~

Packet logging LR O Disable

Status © Disable & Default

Rate-based settings m Specify

Exempt IPs 0 Edit IP Exemptions
o Q All
Mame = Severity = Target = 05 = Action = CVE-ID =
FTP Login Failed ] Server Al @ Pass

Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the FTP.Login.Failed signature to the IPS sensor
profile?

A. The signature setting uses a custom rating threshold.

B. The signature setting includes a group of other signatures.

C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.

Answer: D

Explanation:
Action is drop, signature default action is listed only in the signature, it would only match if action was set to
default.

NEW QUESTION 24
Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.)

A. Web filter in flow-based inspection
B. Antivirus in flow-based inspection
C. DNS filter

D. Web application firewall

E. Application control

Answer: ABE

Explanation:
https://docs.fortinet.com/document/fortigate/7.0.0/new-features/739623/dns-filter-handled-by-ips-engine-in-flow

NEW QUESTION 25
In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate policies. Which three statements are true
about consolidated IPv4 and IPv6 policy configuration? (Choose three.)

A. The IP version of the sources and destinations in a firewall policy must be different.

B. The Incoming Interfac

C. Outgoing Interfac

D. Schedule, and Service fields can be shared with both IPv4 and IPv6.

E. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and destinations.
F. The IP version of the sources and destinations in a policy must match.

G. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations.

Answer: BDE

NEW QUESTION 26
Refer to the exhibit.
The exhibit shows the output of a diagnose command.
$ diagnose firewall proute list
list route policy info(vf=root):
1d=2130903041 (0x7£030001) wwl_service=l1(Critical-DIA) vwl mbr seq=l 2 dscp_tag=0xff Oxff
flags=0x0 tos=0x00 tos_mask=0x00 protocecl=0 sport=0-65535 i1£=0 dport=1-€5535 path(2)
o1f=3 (portl) cif=4(port2)
source(l): 10.0.1.0-10.0.1.255
destination wildeard(l): 0.0.0.0/0.0.0.0
internet service(3): GoToMeeting(4294836966,0,0,0, 16354)
Microsoft.Office.365.Portal (4294537474,0,0,0, 414¢6E) Saleaforcs(4294837976,0,0,0, 1e920)
hit count=0 last used=2022-02-23 05:46:43

What does the output reveal about the policy route?
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A. Itis an ISDB route in policy route.

B. It is a regular policy route.

C. Itis an ISDB policy route with an SDWAN rule.
D. It is an SDWAN rule in policy route.

Answer: C

NEW QUESTION 28
Which three statements are true regarding session-based authentication? (Choose three.)

A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.
D. It requires more resources.

E. Itis not recommended if multiple users are behind the source NAT

Answer: ACD

NEW QUESTION 30

Which statement correctly describes NetAPI polling mode for the FSSO collector agent?
A. The collector agent uses a Windows API to query DCs for user logins.

B. NetAPI polling can increase bandwidth usage in large networks.

C. The collector agent must search security event logs.

D. The NetSession Enum function is used to track user logouts.

Answer: D

Explanation:

FortiGate_Infrastructure_7.0 page 270: "NetAPI: polls temporary sessions created on the DC when a user logs in or logs out and calls the NetSessionEnum

function in Windows."

NEW QUESTION 35

Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?

A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.
C. By default, split tunneling is enabled.

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D

NEW QUESTION 36
Refer to the exhibit.

Network Diagram

Local-FortiGate

Router port2

WAN(port1) : .1‘:'-2'0'3- 3.0/24 WAN(portd)
10.200.1.1 5. : 10.200.3.1 I~

Remote-FortiGate

S i

10.200.1.0/24

Local-Client

LAN(port6)
10.0.2.254

10.0.2.10 &\,

Remote-Client
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Central SNAT Policies Local-FortiGate

+ Create New w ]

D From To Source Address  Prolocol Number Destination Address Translated Address

2 * LAN(port3) % WAN(port1) & all B & REMOTE_FORTIGATE (& SNAT-Pool

1 ™ LAN(portd) ™ WAN(portl) &= all 1 = all (@ SNAT.Remote1

3 = | AN(port3) ™ WAN(port1) = all 2 = all @& SNAT-Remote
IP Pool Local-FortiGate

+ Create New~ # m Q

Name External IP Range Type ARP Reply

@ SNAT-Pool 10.200.1.49-10.200.1.49 Overload @ Enabled

@& SNAT-Remote 10.200.1.149-10.200.1.149 Overload @ Enabled

(® SNAT-Remote1 10.200.1.99-10.200.1.99 Overload & Enabled

Protocol Number Table

Protocol Number Table
Protocol Protocol Number
TCP 6
ICMP 1
IGMP 2

The exhibit contains a network diagram, central SNAT policy, and IP pool configuration. The WAN (portl) interface has the IP address 10.200. 1. 1/24.

The LAN (port3) interface has the IP address 10.0. 1.254/24.

A firewall policy is configured to allow to destinations from LAN (port3) to WAN (portl). Central NAT is enabled, so NAT settings from matching Central SNAT

policies will be applied.

Which IP address will be used to source NAT the traffic, if the user on Local-Client (10.0. 1. 10) pings the IP address of Remote-FortiGate (10.200.3. 1)?

A. 10.200. 1. 149
B.10.200.1.1
C. 10.200. 1.49
D. 10.200. 1.99

Answer: D

NEW QUESTION 37
Refer to the exhibit.

Which contains a session diagnostic output. Which statement is true about the session diagnostic output?

A. The session is in SYN_SENT state.

B. The session is in FIN_ACK state.

C. The session is in FTN_WAIT state.

D. The session is in ESTABLISHED state.

Answer: A
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Explanation:
Indicates TCP (proto=6) session in SYN_SENT state (proto=state=2) https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 39
Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs

C. NGFW policy-based mode supports creating applications and web filtering categories directly in afirewall policy
D. NGFW policy-based mode policies support only flow inspection

Answer: CD

NEW QUESTION 44
Which two configuration settings are synchronized when FortiGate devices are in an active-active HA

cluster? (Choose two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS

Answer: CD

NEW QUESTION 46

Refer to the exhibits.

The exhibits show the firewall policies and the objects used in the firewall policies.

The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.

Exhibit A | Exhibit B

E P Range/Subnet i}
= LOCAL_CUENT 100,120,132

= all 0.0.000.0

E roon &
facebook.com

HName 2 Direction = Number of Entries =
Kl Facebook-Web Deastination 26,573
1P Fart Prazocel Stamus
1991.17- 199118 B0 TCF & Enabled
443
£443
1991.17- 195118 443 upP & Enabled
1.9.91.30 443 UDP & Enabled
] From To Source Destination Shedule Service Action NAT
3 = partd = portl = LOCAL_CLIENT = fazebock com 8 always @ uL_upp o ACCEFT % Enabled
i * portl “ pon3 = facebook com = LOCAL_CLIENT ® abways @ uL_uoe o ACCEFT & Erabied
4 = portd * portl = LOCAL_CUENT =al ® ahwavs @ HrTR » ACCEPT & Enabied
@ oNs
@ HTTRS
5 = port3 * portl = LOCAL_CUENT ] Facebook-Web T always Internet Service o ACCEPT & Enabled
2 ® pont3 = portl Ean Ea ® ahways W AL «F ACCEPT © Enabled

| ———————————————————..———..——..—--.......—————————————————————-—_——————-----.---.......——————————...|
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Exhibit A| Exhibit B

Policy Lookup

Incoming Interface
IP Version
Protocol

Source

Source Port
Destination

Destination Port

™ port3

TCP
10.0.1.10

facebook.com

443

Close

Which policy will be highlighted, based on the input criteria?

A. Policy with ID 4.
B. Policy with ID 5.
C. Policies with ID 2 and 3.
D. Policy with ID 4.

Answer: A

NEW QUESTION 49

FortiGate is operating in NAT mode and is configured with two virtual LAN (VLAN) subinterfaces added to the same physical interface.
In this scenario, what are two requirements for the VLAN ID? (Choose two.)

A. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.
B. The two VLAN subinterfaces can have the same VLAN ID, only if they belong to different VDOMSs.

C. The two VLAN subinterfaces must have different VLAN IDs.

D. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

Answer: CD

NEW QUESTION 52

Which statement correctly describes the use of reliable logging on FortiGate?

A. Reliable logging is enabled by default in all configuration scenarios.
B. Reliable logging is required to encrypt the transmission of logs.

C. Reliable logging can be configured only using the CLI.

D. Reliable logging prevents the loss of logs when the local disk is full.

Answer: D

NEW QUESTION 54
Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing

table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator

runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.
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ISP router

77

wanl portl

dmz
172.16.1.254 192.2.9.2 192.2.0.1
Web server
172.16.1.18
Routing table:
Firewall policy: VIP: , “1 f ll] I.';;-.}' il ,r: .
(1) (WebServer-Ext) B
name: Internet-to-DMZ type: static-nat
action: accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintfl: wanl
srcintf: wanl mappedip: 172.16.1.10
dataddr: WebServer-gExt portiorward: disable
dstintf: dmz arp-reply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 58

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes.

All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary tunnel goes down. In
addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.

Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. Configure a higher distance on the static route for the primary tunnel, and a lower distance on the static route for the secondary tunnel.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel.
C. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels.

D. Enable Dead Peer Detection.

Answer: AD

NEW QUESTION 62
What are two functions of ZTNA? (Choose two.)

A. ZTNA manages access through the client only.
B. ZTNA manages access for remote users only.
C. ZTNA provides a security posture check.

D. ZTNA provides role-based access.

Answer: CD

NEW QUESTION 65
Which statement is correct regarding the use of application control for inspecting web applications?

A. Application control can identify child and parent applications, and perform different actions on them.
B. Application control signatures are organized in a nonhierarchical structure.

C. Application control does not require SSL inspection to identify web applications.

D. Application control does not display a replacement message for a blocked web application.

Answer: A

NEW QUESTION 69

A network administrator enabled antivirus and selected an SSL inspection profile on a firewall policy. When downloading an EICAR test file through HTTP,
FortiGate detects the virus and blocks the file. When downloading the same file through HTTPS, FortiGate does not detect the virus and does not block the file,
allowing it to be downloaded.

The administrator confirms that the traffic matches the configured firewall policy.

What are two reasons for the failed virus detection by FortiGate? (Choose two.)

A. The website is exempted from SSL inspection.

B. The EICAR test file exceeds the protocol options oversize limit.

C. The selected SSL inspection profile has certificate inspection enabled.
D. The browser does not trust the FortiGate self-signed CA certificate.
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Answer: AD

NEW QUESTION 74
Refer to the exhibit.

# diagnose test application ipsmonitor

l: Display IPS engine information

2: Toggle IPS engine enable/disable status
3: Display restart log

4: Clear restart log

5: Toggle bypass status

€: Submit attack characteristics now
10: IPS gueue length

11: Clear IPS gueue length

12: IPS L7 socket statistics

13: IPS session list

14: IPS NTurbo statistics

15: IPSA statistics

§7: Start all IPS engines

%8: Stop all IPS engines

9%: Restart all IPS engines and monitor

Examine the intrusion prevention system (IPS) diagnostic command shown in the exhibit.
If option 5 is used with the IPS diagnostic command and the outcome is a decrease in the CPU usage, what is the correct conclusion?

A. The IPS engine is unable to prevent an intrusion attack.
B. The IPS engine is inspecting a high volume of traffic.

C. The IPS engine will continue to run in a normal state.
D. The IPS engine is blocking all traffic.

Answer: B

NEW QUESTION 75

Which three methods are used by the collector agent for AD polling? (Choose three.)
A. FortiGate polling

B. NetAPI

C. Novell API

D. WMI

E. WinSeclLog

Answer: BDE

NEW QUESTION 79

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure NSE4_FGT-7.2 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/NSE4_FGT-7.2/ (0 Q&AS)

Thank You for Trying Our Product

We offer two products:

1st - We have Practice Tests Software with Actual Exam Questions

2nd - Questons and Answersin PDF Format

NSE4 FGT-7.2 Practice Exam Features:

* NSE4_FGT-7.2 Questions and Answers Updated Frequently
* NSE4_FGT-7.2 Practice Questions Verified by Expert Senior Certified Staff
* NSE4_FGT-7.2 Most Redlistic Questions that Guarantee you a Pass on Your FirstTry

* NSE4_FGT-7.2 Practice Test Questions in Multiple Choice Formats and Updatesfor 1 Y ear

100% Actual & Verified — Instant Download, Please Click
Order The NSE4 FGT-7.2 Practice Test Here

Guaranteed success with Our exam guides visit - https://www.certshared.com


https://www.certshared.com/exam/NSE4_FGT-7.2/
http://www.tcpdf.org

