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NEW QUESTION 1
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the vaults shown in the following table.

Name Type
Backup1 Backup vault
Recovery1l | Recovery Services vault

You create a storage account that contains the resources shown in the following table.

Name Type
cont1 Blob container
sharel | File share

To which vault can you back up contl and sharel? To answer, select the appropriate options in the answer area. NOTE: Each correct answer is worth one point.
Answer Area

Recovery1 only
Backup1 or Recovery1
| Cannot be backed up to Backup1 or Recovery1

share1l:  Recovery! only b

Backup1 only

Backup1 or Recovery1
Cannot be backed up to Backup1 or Recovery1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

contl: -

Recovery1 only
Backup1 or Recovery
| Cannot be backed up to Backup1 or Recovery1

sharel: Recoveryl only x.
Backup1 onl

Backup1 or Recovery1
Cannot be backed up to Backup1 or Recovery1

NEW QUESTION 2
HOTSPOT - (Topic 5)
You have an Azure subscription that contains an Azure Storage account named storagel and the users shown in the following table.

You plan to monitor storagel and to configure email notifications for the signals shown in the following table.
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You need to identify the minimum number of alert rules and action groups required for the planned monitoring.
How many alert rules and action groups should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Alert rules: l v

£ WK -

Action groups: ] v

£ M) -

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1:4

As there are 4 distinct set of resource types (Ingress, Egress, Delete storage account, Restore blob ranges), so you need 4 alert rules. In one alert rule you can't
specify different type of resources to monitor. So you need 4 alert rules.

Box2:3

There are 3 distinct set of "Users to notify" as (User 1 and User 3), (Userl only), and (Userl, User2, and User3). You can't set the action group based on existing
group (Groupl and Group?2) as there is no specific group for Userl only. So you need to create 3 action group.

NEW QUESTION 3

DRAG DROP - (Topic 5)

You have an Azure Active Directory (Azure AD) tenant that has the initial domain hame. You have a domain name of contoso.com registered at a third-party
registrar.

You need to ensure that you can create Azure AD users that have names containing a suffix of @contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in
the correct order.

Actions Answer Area

! Configure company brandng.

Add an Azure AD tenant,

| Verify the domain,

Create an Azure DMS zone., @

Add a custom domain name.

©®

Add arecord to the public contoso.com DNS 2one,

A. Mastered
B. Not Mastered

Answer: A
Explanation:

The process is simple:
? Add the custom domain name to your directory
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? Add a DNS entry for the domain name at the domain name registrar
? Verify the custom domain name in Azure AD
References: https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain

NEW QUESTION 4

- (Topic 5)

You have an Azure subscription that contains two virtual machines named VM1 and VM2 You create an Azure load balancer.

You plan to create a load balancing rule that will load balance HTTPS traffic between VM1 and VM2.

Which two additional load balance resources should you create before you can create the load balancing rule? Each correct answer presents part of the solution
MOTL Each correct selection 5 worth one point.

A. a frontend IP address
B. a backend pool

C. a health probe

D. an inbound NAT rule
E. a virtual network

Answer: AC

Explanation:

To create a load balancing rule that will load balance HTTPS traffic between VM1 and VM2, you need to create two additional load balance resources: a frontend

IP address and a health probe.

A frontend IP address is the IP address that the clients use to access the load balancer. It can be either public or private, depending on the type of load balancer. A
address is required for any load balancing rulel.

oA H:Fobe is used to monitor the health and availability of the backend instances. It can be either TCP, HTTP, or HTTPS, depending on the protocol of the

load balancing rule. A health probe is required for any load balancing rulel.

A backend pool is a group of backend instances that receive the traffic from the load balancer. You already have a backend pool that contains VM1 and VM2, so

you don’t need to create another one.

An inbound NAT rule is used to forward traffic from a specific port on the frontend IP address to a specific port on a backend instance. It's not required for a load

balancing rule, but it can be used to access individual instances for troubleshooting or maintenance purposesl.

A virtual network is a logical isolation of Azure resources within a region. It's not a load balance resource, but it's required for creating an internal load balancer or

connecting virtual machines to a load balancer2.

NEW QUESTION 5
- (Topic 5)
You have two Azure virtual machines named VM1 and VM2 that run Windows Server. The virtual machines are in a subnet named
Subnetl. Subnetl is in a virtual network named VNetl. You need to prevent VM1 from accessing VM2 on port 3389.
What should you do?

A. Create a network security group (NSG) that has an outbound security rule to deny destination port 3389 and apply the NSG to the network interface of VM1.
B. Create a network security group (NSG) that has an inbound security rule to deny source port 3389 and apply the NSG to Subnetl.

C. Create a network security group (NSG) that has an outbound security rule to deny source port 3389 and apply the NSG to Subnetl.

D. Configure Azure Bastion in VNetl.

Answer: A
NEW QUESTION 6

HOTSPOT - (Topic 5)
You manage two Azure subscriptions named Subscription 1 and Subscription2. Subscription! has following virtual networks:

Name Address space | Region
VNET1 10.10.10.0/24 West Europe
VINETZ2 172.16.0.0/16 West US

The virtual networks contain the following subnets:

Name Address range In virtual network
Subnet11 | 10.10.10.0/24 VNET1
Subnet21 | 172.16.0.0/18 VNET2
Subnet22 | 172.16.128.0/18 VNET?2

Subscnption2 contains the following virtual network:
- Name: VNETA

» Address space: 10.10.128.0/17

* Region: Canada Central

VNETA contains the following subnets:

Name Address range
SubnetA1 | 10.10.130.0/24
SubnetA2 | 10.10.131.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No

A Site-to-5Site connection can be established between VINET1 and VINETZ

VMET1 and VNETZ can be peered

VMNET1 and VNETA can be peered.

Answer:
Answer Area

Statements Yes No

A Site-to-Site connection can be established between VNETT and VINETZ I '

VMET1 and VNETZ can be peered

VNET1 and VNETA can be peered. [

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 7
HOTSPOT - (Topic 5)

You have an Azure Active Directory (Azure AD) tenant named adatum.com. Adatum.com contains the groups in the following table.

Name Group type | Membership type Membership rule
Groupl Security Dynamic user [user.city —-startsWith "m")
Craisi Microsoft i e (user.department -notIn

P Office 365 ¥ ["HR"] )
Group3 E;;LTSES Assigned Not applicable
You create two user accounts that are configured as shown in the following table.

Name City Depariment Office 365 license assigned
Usert Montreal Human resources Yes
User2 Melbourne Marketing Mo

To which groups do Userl and User2 belong? To answer. select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: v

Groupl only

Group2 only

Group3 only

Groupl and Group2 only
Groupl and Group3 only
Group2 and Group3 only
Groupl, Group2, and Group3

User2: v

Groupl only

Group2 only

Group3 only

Groupl and Group2 only
Groupl and Group3 only
Group2 and Group3 only
Groupl, Group2, and Group3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: Group 1 only First rule applies
Box 2: Groupl and Group2 only Both membership rules apply.
References: https://docs.microsoft.com/en-us/sccm/core/clients/manage/collections/create- collections

NEW QUESTION 8
HOTSPOT - (Topic 5)
You deploy an Azure Kubernetes Service (AKS) cluster that has the network profile shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct
selection is worth one point.

Answer:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1 : Containers will get the IP address from the virtual network subnet CIDr which is 10.244.0.0/16
Box 2 : Services in the AKS cluster will be assigned an IP address in the service CIDR which is 10.0.0.0/16

NEW QUESTION 9
HOTSPOT - (Topic 5)
You have an Azure subscription named Subl that contains the Azure resources shown in the following table.

Name Type

RG1 Resource group

storagel | Storage account
VNET1 | Virtual network

You assign an Azure policy that has the following settings:
? Scope: Subl

? Exclusions: Sub1/RG1/VNET1

? Policy definition: Append a tag and its value to resources
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? Policy enforcement: Enabled

? Tag name: Tag4

? Tag value: value4

You assign tags to the resources as shown in the following table.

Resource Tag
Subl Tagl:subscription
RG1 Tag2:1T

storagel Tag3:valuel

VNET1 Tag3:valuel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

RG1 has the Tag2 : IT tag assigned only O O

Storagel has the Tagl:subscription, Tag2:IT, Tag3:valuel,
and Tag4:valued tags assigned.

O
O

VNET1 has the Tag2:IT and Tag3:value2 tags assigned only

O
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
? RG1 has the Tag2: IT tag assigned only. No, this is not correct. According to the tables, RG1 has two tags assigned: Tag2: IT and Tag3: value2. The Azure
policy does not affect RG1, because it is excluded from the scope of the policy. Therefore, RG1 does not have the Tag4: value4 tag appended by the policy.
? Storagel has the Tagl: subscription, Tag2: IT, Tag3: valuel, and Tag4: value4 tags assigned. Yes, this is correct. According to the tables, Storagel has three
tags assigned: Tagl: subscription, Tag2: IT, and Tag3: valuel. The Azure policy affects Storagel, because it is within the scope of the policy and not excluded.
Therefore, Storagel has the Tag4: value4 tag appended by the policy.
? VNET1 has the Tag2: IT and Tag3: value2 tags assigned only. Yes, this is correct.

According to the tables, VNET1 has two tags assigned: Tag2: IT and Tag3: value2. The Azure policy does not affect VNET1, because it
is excluded from the scope of the policy. Therefore, VNET1 does not have the Tag4: value4 tag appended by the policy.

NEW QUESTION 10

- (Topic 5)

You have an Azure virtual machine named VML1.

You use Azure Backup to create a backup of VM1 named Backupl. After creating Backupl, you perform the following changes to VM1.:

? Modify the size of VM1.

? Copy a file named Budget.xls to a folder named Data.

? Reset the password for the built-in administrator account.

? Add a data disk to VM1.

An administrator uses the Replace existing option to restore VM1 from Backupl. You need to ensure that all the changes to VM1 are restored.
Which change should you perform again?

A. Modify the size of VM1.

B. Add a data disk.

C. Reset the password for the built-in administrator account.
D. Copy Budget.xls to Data.

Answer: D

Explanation:

The scenario mentioned in the question, we are using the replace option. So in this case we would lose the existing data written to the disk after the backup was
taken. The file was copied to the disk after the backup was taken. Hence, we would need to copy the file once again.

References:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms#replace- existing-disks

NEW QUESTION 10

HOTSPOT - (Topic 5)

You have an Azure subscription named Subl.

You plan to deploy a multi-tiered application that will contain the tiers shown in the following table.
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Tier Accessible from the Number of virtual
Internet machines
Front-end web server | Yes 10
Business logic No 100
Microsoft SQL Server | No 5
database

You need to recommend a networking solution to meet the following requirements:

 Ensure that communication between the web servers and the business logic tier spreads equally across the virtual machines.

* Protect the web servers from SQL injection attacks.

Which Azure resource should you recommend for each requirement? To answer, select the appropriate options in the answer area. NOTE: Each correct selection
is worth one point.

Answer Aren

Ensure that communication beteeen the web servers and the

business logic tier spreads equally across the virtual machines: l T '-I
an application gateway that uses the Standard ther
an application gateway that uses the WAF ter
3 network securnily group (NSG)
a public load balancer

Protect the web servers from S0L injection attacks { an applicathon gatewsy that uses the WAF tier il F
an apphcation gateway that uses the Standard tier
an application gateway that uses the WAF tier
an unvtermal koad balancer
2 network security group (N5G)
|a public load balancer
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: an internal load balancer

Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines that reside inside a cloud service or a virtual network with a regional
scope.

Box 2: an application gateway that uses the WAF tier

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications from common exploits and
vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly known vulnerabilities. Application gateway which uses WAF
tier.

NEW QUESTION 13

- (Topic 5)

You have an Azure App Services web app named Appl. You plan to deploy Appl by using Web Deploy.

You need to ensure that the developers of Appl can use their Azure Active Directory (Azure AD) credentials to deploy content to Appl. The solution must use the
principle of least privilege.

What should you do?

A. Configure app-level credentials for FTPS.

B. Assign The Website Contributor role to the developers.
C. Assign the Owner role to the developers.

D. Configure user-level credentials for FTPS.

Answer: B
Explanation:

"To secure app deployment from a local computer, Azure App Service supports two types of credentials for local Git deployment and FTP/S deployment. These
credentials are not the same as your Azure subscription credentials." https://learn.microsoft.com/en- us/azure/app-service/deploy-configure-credentials?tabs=cli

NEW QUESTION 16

- (Topic 5)
You have the Azure virtual networks shown in the following table.
Name Address space Subnet Resource group Azure
region
VNet1 10.11.0.0/16 10.11.0.0/17 West US
VNet2 10.11.0.0/17 10.11.0.0/25 West US
VNet3 10.10.0.0/22 10.10.1.0/24 East US
VNet4 192.168.16.0/22 | 192.168.16.0/24 | North Europe

To which virtual networks can you establish a peering connection from VNet1?

A. VNet2, VNet3, and VNet4
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B. VNet2only

C. VNet3 and VNet4 only
D. VNet2 and VNet3 only

Answer: C

NEW QUESTION 17

- (Topic 5)

You create an Azure Storage account.
You plan to add 10 blob containers to the storage account.
For one of the containers, you need to use a different key to encrypt data at rest. What should you do before you create the container?

A. Modify the minimum TLS version.

B. Create an encryption scope.

C. Generate a shared access signature (SAS).
D. Rotate the access keys.

Answer: B

Explanation:

https://learn.microsoft.com/en-us/azure/storage/blobs/encryption-scope-overview#how-encryption-scopes-work

NEW QUESTION 21

- (Topic 5)

You have an Azure subscription.
You have 100 Azure virtual machines.

You need to quickly identify underutilized virtual machines that can have their service tier changed to a less expensive offering.

Which blade should you use?

A. Metrics

B. Customer insights

C. Monitor
D. Advisor

Answer: D

Explanation:

The Advisor dashboard displays personalized recommendations for all your subscriptions. You can apply filters to display recommendations for specific
subscriptions and resource types. The recommendations are divided into five categories:
Reliability (formerly called High Availability): To ensure and improve the continuity of your business-critical applications. For more information, see Advisor
Reliability recommendations.
Security: To detect threats and vulnerabilities that might lead to security breaches. For more information, see Advisor Security recommendations.

Performance: To improve the speed of your applications. For more information, see Advisor Performance recommendations.

Cost: To optimize and reduce your overall Azure spending. For more information, see Advisor Cost recommendations.
Operational Excellence: To help you achieve process and workflow efficiency, resource manageability and deployment best practices. . For more information, see
Advisor Operational Excellence recommendations.

NEW QUESTION 23
DRAG DROP - (Topic 5)
You have a windows 11 device named Devicel and an Azure subscription that contains the resources shown in the following table.

. Name Description

f VNET? Virtual network

| VM Virtual machine that runs Windows Server 2022 and does NOT
have a pubhc IP address

, Connected to VNET

L Bastionl | Azure Bastion Basic SKU host connected to WVNET

.

Device 1 has Azure PowerShell and Azure Command-Line Interface (CLI) installed. From Devicel, you need to establish a Remote Desktop connection to VML1.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions

Answer Arca

From Azure CLI on Devicel, run az network bastion rdp.

From Bastion1, enable Kerberos authenticaton.

From VM1, enable just-in-time (IT) VM access, @
From Bastion1, select Native Client Support. @

On Device ], run sstsc.exe.

Upgrade Bastion1 to the Standard SKLL

A. Mastered

B. Not Mastered
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Answer: A

Explanation:
https://learn.microsoft.com/en-us/azure/bastion/connect-native-client-windows

NEW QUESTION 25

HOTSPOT - (Topic 4)

You need to ensure that Userl can create initiative definitions, and User4 can assign initiatives to RG2. The solution must meet the technical requirements.
Which role should you assign to each user? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Userl: v
Contributor for RG1

Contributor for Sub1

Security Admin for RG1

Resource Policy Contributor for Sub1

User4: v
Contributor for RG2

Contributor for Sub1

Security Admin for Sub1l

Resource Policy Contributor for RG2

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Userl: v
Contributor for RG1
Contributor for Sub1
Security AdminforRG1
. Resource Policy Contributor for Sub1 |
User4: \ 4
Contributor for RG2
Contributor for Sub1
Security Admin forSubl
[Resource Policy Contributor for RG2 |

NEW QUESTION 26
- (Topic 4)
You need to add VM1 and VM2 to the backend poo! of LB1. What should you do first?

A. Create a new NSG and associate the NSG to VNET1/Subnetl.
B. Connect VM2 to VNET1/Subnetl.

C. Redeploy VM1 and VM2 to the same availability zone.

D. Redeploy VM1 and VM2 to the same availability set.

Answer: B
NEW QUESTION 27
- (Topic 4)

You need to identify which storage account to use for the flow logging of IP traffic from VM5. The solution must meet the retention
requirements.
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Which storage account should you identify?

A. storage4
B. storagel
C. storage?2
D. storage3

Answer: D

NEW QUESTION 30
- (Topic 4)
You need to ensure that you can grant Group4 Azure RBAC read-only permissions to all the A2ure file shares. What should you do?

A. On storagel and storage4, change the Account kind type to StorageV2 (general purpose v2).
B. Recreate storage2 and set Hierarchical namespace to Enabled.

C. On storage2, enable identity-based access for the file shares.

D. Create a shared access signature (SAS) for storagel, storage2, and storage4.

Answer: A

NEW QUESTION 35
- (Topic 3)

You need to move the blueprint files to Azure. What should you do?

A. Generate a shared access signature (SAS). Map a drive, and then copy the files by using File Explorer.
B. Use the Azure Import/Export service.

C. Generate an access ke

D. Map a drive, and then copy the files by using File Explorer.

E. Use Azure Storage Explorer to copy the files.

Answer: D

Explanation:

Azure Storage Explorer is a free tool from Microsoft that allows you to work with Azure Storage data on Windows, macOS, and Linux. You can use it to upload and
download data from Azure blob storage.

Scenario:

Planned Changes include: move the existing product blueprint files to Azure Blob storage. Technical Requirements include: Copy the blueprint files to Azure over
the Internet.

References: https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science- process/move-data-to-azure-blob-using-azure-storage-explorer

NEW QUESTION 36

HOTSPOT - (Topic 3)

You need to identify the storage requirements for Contoso.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No
Contoso requires a storage account that supports ¢ ®
Blob storage.
Contoso requires a storage account that supports . C

Azure Table storage.
Contoso requires a storage account that supports
Azure File Storage. C C

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statement 1: Yes

Contoso is moving the existing product blueprint files to Azure Blob storage which will ensure that the blueprint files are stored in the archive storage tier.

Use unmanaged standard storage for the hard disks of the virtual machines. We use Page Blobs for these.

Statement 2: No

Azure Table storage stores large amounts of structured data. The service is a NoSQL datastore which accepts authenticated calls from inside and outside the
Azure cloud. Azure tables are ideal for storing structured, non-relational data. Common uses of Table storage include:

* 1. Storing TBs of structured data capable of serving web scale applications

* 2. Storing datasets that don't require complex joins, foreign keys, or stored procedures and can be denormalized for fast access

* 3. Quickly querying data using a clustered index

* 4, Accessing data using the OData protocol and LINQ queries with WCF Data Service.NET Libraries Statement 3: No

File Storage can be used if your business use case needs to deal mostly with standard File extensions like *.docx, *.png and *.bak then you should probably go
with this storage option.

NEW QUESTION 39
DRAG DROP - (Topic 2)
You need to prepare the environment to ensure that the web administrators can deploy the web apps as quickly as possible.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actions Answer Area

From the Templates service, select the template, and
then share the template to the web administrators,

Create aresource group, and then deploy a web app
to e resource group.

From the Automaton script blade of the resource
group, cick the Parameters tab,

Froup, cick Deploy.

©®

From the Automation script blade of the resource @

From the Automation Accounts service, add
an aJtomation account

From the Automation script blade of the resource
group, cick add to library.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Web administrators will deploy Azure web apps for the marketing department.

* 2. Each web app will be added to a separate resource group.

* 3. The initial configuration of the web apps will be identical.

* 4. The web administrators have permission to deploy web apps to resource groups.

Steps:

1 --> Create a resource group, and then deploy a web app to the resource group.

2 --> From the Automation script blade of the resource group , click Add to Library.

3 --> From the Templates service, select the template, and then share the template to the web administrators .
References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal

NEW QUESTION 42
HOTSPOT - (Topic 2)
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You are evaluating the connectivity between the virtual machines after the planned implementation of the Azure networking
infrastructure.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
The virtual machines on Subnet1 will be able to connectto ®
the virtual machines on Subnet3.
The virtual machines on ClientSubnet will be able to connect O
to the Internet.
The virtual machines on Subnet3 and Subnet4 willbe able © @)

to connect to the Internet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Once the VNets are peered, all resources on one VNet can communicate with resources on the other peered VNets. You plan to enable peering between Paris-

VNet and AllOffices- VNet. Therefore VMs on Subnetl, which is on Paris-VNet and VMs on Subnet3, which is on AllOffices-VNet will be able to connect to each
other.

All Azure resources connected to a VNet have outbound connectivity to the Internet by default. Therefore VMs on ClientSubnet, which is on ClientResources-VNet
will have

access to the Internet; and VMs on Subnet3 and Subnet4, which are on AllOffices-VNet will have access to the Internet.

NEW QUESTION 47
- (Topic 2)
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You need to resolve the licensing issue before you attempt to assign the license again. What should you do?

A. From the Groups blade, invite the user accounts to a new group.
B. From the Profile blade, modify the usage location.
C. From the Directory role blade, modify the directory role.

Answer: B

Explanation:
Scenario: Licensing Issue

* 1. You attempt to assign a license in Azure to several users and receive the following error message: "Licenses not assigned. License agreement failed for one
user."

* 2. You verify that the Azure subscription has the available licenses. Solution:

License cannot be assigned to a user without a usage location specified.

Some Microsoft services aren't available in all locations because of local laws and regulations. Before you can assign a license to a user, you must specify the
Usage location property for the user. You can specify the location under the User > Profile > Settings section in the Azure portal.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-groups-resolve-problems

NEW QUESTION 48

HOTSPOT - (Topic 2)

You are evaluating the name resolution for the virtual machines after the planned implementation of the Azure networking infrastructure.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No
The virtual machines on Subnet1 will be able to resolve the hosts
in the humongousinsurance local zone.

The virtual machines on ClientSubnet will be able to register the hostname records
in the humongousinsurance.local zone

The wirtual machines on Subnet4 will be able to register the hostname records
in the humongousinsurance local zone.
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Answer:
Statements Yes MNo

The virtual machines on Subnet1 will be able to resolve the hosts !
in the humongousinsurance local zone. - -

The virtual machines on ClientSubnet will be able to register the hostname recnrds;_.- 3 1
in the humongousinsurance.local zone i

The wirtual machines on Subnet4 will be able to register the hostname records F
in the humongousinsurance local zone. "

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statement 1: Yes

All client computers in the Paris office will be joined to an Azure AD domain.

A virtual network named Paris-VNet that will contain two subnets named Subnetl and Subnet2.

Microsoft Windows Server Active Directory domains, can resolve DNS names between virtual networks. Automatic registration of virtual machines from a virtual
network that's linked to a private zone with auto-registration enabled. Forward DNS resolution is supported across virtual networks that are linked to the private
zone.

Statement 2: Yes

A virtual network named ClientResources-VNet that will contain one subnet named ClientSubnet You plan to create a private DNS zone named
humongousinsurance.local and set the registration network to the ClientResources-VNet virtual network.

As this is a registration network so this will work.

Statement 3: No
Only VMs in the registration network, here the ClientResources-VNet, will be able to register hostname records. Since Subnet4 not connected to Client Resources

Network thus not able to register its hostname with humongoinsurance.local
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NEW QUESTION 53
HOTSPOT - (Topic 1)
You need to implement Rolel.

Which command should you run before you create Rolel? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Areca

Find-RoleCapability
Get-AzureADDirectoryRole
Get-AzureRmRoleAssignment

Get-AzureRmREoleDefinimon

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://docs.microsoft.com/en-us/azure/role-based-access-control/tutorial-custom-role- powershell

- Name

"Reader™

ConvertFrom-Json
ConvertFrom-5tnng
ConvertTo-Json
ConvertTo-Xml

Get-AzRoleDefinition -Name "Reader" | ConvertTo-Json https://docs.microsoft.com/en-us/powershell/module/az.resources/get- azroledefinition?view=azps-5.9.0

https://docs.microsoft.com/en-us/azure/role-based-access-control/tutorial-custom-role- powershell
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.utility/convertto- json?view=powershell-7.1
https://docs.microsoft.com/en-us/powershell/module/azuread/get- azureaddirectoryrole?view=azureadps-2.0

NEW QUESTION 56
- (Topic 2)

You need to prepare the environment to meet the authentication requirements.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Allow inbound TCP port 8080 to the domain controllers in the Miami office.
B. Add http://autogon.microsoftazuread-sso.com to the intranet zone of each client computer in the Miami
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C. Join the client computers in the Miami office to Azure AD.

D. Install the Active Directory Federation Services (AD FS) role on a domain controller in the Miami office.
E. Install Azure AD Connect on a server in the Miami office and enable Pass-through Authentication.

Answer: BE

Explanation:

office.

B: You can gradually roll out Seamless SSO to your users. You start by adding the following Azure AD URL to all or selected users' Intranet zone settings by using
Group Policy in Active Directory: https://autologon.microsoftazuread-sso.com
E: Seamless SSO works with any method of cloud authentication - Password Hash Synchronization or Pass-through Authentication, and can be enabled via Azure

AD Connect.
References:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick- start

NEW QUESTION 60
HOTSPOT - (Topic 1)

You need to meet the connection requirements for the New York office.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

From the Azure portal:

In the New York office:

Create an ExpressRoute circuit only.

Create a virtual network gateway only.

Create a virtual network gateway and a local network gateway.
Create an ExpressRoute circuit and an on-premises data gateway.
Create a virtual network gateway and an on-premises data gateway.

Deploy ExpressRoute

Deploy a DirectACCEss Sarver
Implement a Web Application Proxy,
Configure a site-to-site VPN connection

Answer:

Answer Area

From the Azure portal:

In the New York office:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create an ExpressRoute circuit only.

i e e g - Mo o W e e e e

Create an ExpressRoute circult and an on-premises data gateway.

Create a virtual network g.:!t&'-'i'..l:ll and an on-prémises data QaTEWay.

Deploy ExpressRoute

Deploy a DirectACCEss Sarver

implement 3 Web Appbcation Proxy. . _ |
Configure a site-to-site VPN connection.

Box 1: Create a virtual network gateway and a local network gateway.
Azure VPN gateway. The VPN gateway service enables you to connect the VNet to the on- premises network through a VPN appliance. For more information, see

Connect an on- premises network to a Microsoft Azure virtual network. The VPN gateway includes the following elements:

? Virtual network gateway. A resource that provides a virtual VPN appliance for the
VNet. It is responsible for routing traffic from the on-premises network to the VNet.
? Local network gateway. An abstraction of the on-premises VPN appliance.
Network traffic from the cloud application to the on-premises network is routed

through this gateway.
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? Connection. The connection has properties that specify the connection type (IPSec) and the key shared with the on-premises VPN appliance to encrypt traffic.
? Gateway subnet. The virtual network gateway is held in its own subnet, which is subject to various requirements, described in the Recommendations section

below.

Box 2: Configure a site-to-site VPN connection

On-premises network . Gateway subnet

VPN

Gateway

ALELE

A diagram of a computer network
Description automatically generated

Gatew ay

& ¢ &

Management subnet

—HE &

Jum pbox

Virtual network

P

Scenario: Connect the New York office to VNetl over the Internet by using an encrypted connection.

NEW QUESTION 65
HOTSPOT - (Topic 1)

You implement the planned changes for NSG1 and NSG2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca
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From VM2 you can establish a Remote Desktop session ta VM3

Statements

From Vi, you can establish a Remote Desktop session 1o W2

From VM2, you can ping VM3,

From VM2 you can establish a Remote Desktop session ta VM3
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NEW QUESTION 66

- (Topic 1)

You discover that VM3 does NOT meet the technical requirements. You need to verify whether the issue relates to the NSGs.
What should you use?

A. Diagram in VNetl

B. the security recommendations in Azure Advisor

C. Diagnostic settings in Azure Monitor

D. Diagnose and solve problems in Traffic Manager Profiles
E. IP flow verify in Azure Network Watcher

Answer: E

Explanation:

Scenario: Litware must meet technical requirements including:

Ensure that VM3 can establish outbound connections over TCP port 8080 to the applications servers in the Montreal office.

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and
remote port. If the packet is denied by a security group, the name of the rule that denied the packet is returned. While any source or destination IP can be chosen,
IP flow verify helps

administrators quickly diagnose connectivity issues from or to the internet and from or to the on-premises
environment.
References:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify- overview

NEW QUESTION 70

DRAG DROP - (Topic 5)

You need to create containerl and sharel.

Which storage accounts should you use for each resource? To answer, select the appropriate options in t he answer area.
NOTE: Each correct selection is worth one point.

container1: v
storage2 only

storage?2 and storage3 only

storage1, storage2, and storage3 only
storage?2, storage3, and storage4 only
storage1, storage2, storage3, and storage4

share1: v

storage2 only

storage4 only

storage2 and storage4 only

storage1, storage2, and storage4 only
storage1, storage2, storage3, and storage4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers https://docs.microsoft.com/en-us/azure/storage/common/storage-account-

overview

NEW QUESTION 73
HOTSPOT - (Topic 5)
You have an Azure Active Directory tenant named Contoso.com that includes following users:

Name Role
Userl Cloud device administrator
User2 User administrator

Contoso.com includes following Windows 10 devices:

Name Join type

Devicel Azure AD registered
Device2 Azure AD joined
You create following security groups in Contoso.com:
Name Join type Owner
Groupl Assigned Userl
Group2 Dynamic Device User2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Userl can add Device2 to Group1l

User2 can add Devicel to Group1l

O O O
O O O

User2 can add Device2 to Group2

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes
Userl is a Cloud Device Administrator. Device2 is Azure AD joined.

REruPrAdasibe GRsigredvia iRy BerdURRY iSithevveehed G'Q4Bd group.

Azure AD joined or hybrid Azure AD joined devices utilize an organizational account in Azure AD
Box 2: No

User2 is a User Administrator. Devicel is Azure AD registered.

Groupl has the assigned join type, and the owner is Userl.

Note: Azure AD registered devices utilize an account managed by the end user, this account is either a Microsoft account or another locally managed credential.
Box 3: Yes

User2 is a User Administrator. Device2 is Azure AD joined.

Group2 has the Dynamic Device join type, and the owner is User2.

References:

https://docs.microsoft.com/en-us/azure/active-directory/devices/overview

NEW QUESTION 76

- (Topic 5)

You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. VNetl is in a resource group named RG1.
Subscriptionl has a user named Userl. Userl has the following roles;

* Reader

* Security Admin

 Security Reader

You need to ensure that Userl can assign the Reader role for VNetl to other users. What should you do?

Assign Userl the Contributor role for VNet1.
A: Remove User from the Security Reader and Reader roles tot Subscriptionl.
C. Assign Userl the Network Contributor role for VNet1.
D. Assign Userl the User Access Administrator role for VNetl
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Answer: D

Explanation:

https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory- admin-
roles#:~:text=The%20User%20Access%20Administrator%20role%20enables%20the%20u
ser%20to%20grant,Azure%20subscriptions%20and%20management%20groups.

NEW QUESTION 79

- (Topic 5)

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an app named Appl that is installed on two Azure virtual machines named VM1 and VM2. Connections to Appl are managed by using an Azure Load

Balancer.

The effective network security configurations for VM2 are shown in the following exhibit.
@ "u'h"ll 2::|“ N etworking

A Fesdback

w2887 21

IP eanfiguration

ipconfigl (Primary] W

@ Metwork

Wirtual rpbvweork/subnet Vet

Interface; w2 BAT 21

NI Public 1P

ke Troublethool VM connechon issue

NIC Fravate P 10.2.9.4

Inbound port rules  Dutbound port miles Application security groups Lisad bakancing
W Metwork security group VM2 nsg fattached to network interlace: ym2237 1)
impacts D subnete 1 nataodic intedaces

Priority Marmo Poat Profocol Lorce Drestimation
100 & Al 131.107.100.50 443 TCP 131, 507.7D0.50 VirtualMetwork
200 Block AR Onhed 443 443 TCP Airvy Ay
65000 AlleatretlaBound A Aty VirtuaiNetwork VirtualMNetwork
BEO0 AllgwAsurelosdBalanceinbound A Any ApueeloadBalencer  Ary
EEL00 Gy HimBoiing ATy Ay Ay Ay

ACCelerated networiing Enabled

Action

2 Allow
ﬂ :‘.l'-'r
O Allow
O Allgw

2 Dany

You discover that connections 10 Appl from 131.107.100.50 over TCP port 443 fail. You verity that the Load Balancer rules are configured correctly.

You need to ensure that connections to Appl can be established successfully from 131.107.100.50 over TCP port 443.
Solution: You create an inbound security rule that allows any traffic from the Azureload Balancer source and has a priority of 150.

Does this meet

A. Mastered

the goal?

B. Not Mastered

Answer: A

NEW QUESTION 80
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Location

VNet1 | West Europe

VNet2 | Southeast Asia

VNetd | South Central US

The subscription contains the subnets shown in the following table.

 Name | Virtual network | Service endpoint |
Subnet! | VNet1 None |
Subnet2 | VNet2 Microsoft.Storage
Subnetd | VNet3 Microsoft Storage
Subnetd | VNet3 None

The subscription contains the storage accounts shown in the following table.

Name Location Kind
storagel | West Europe StorageV?2
storagel | South Central US | BlobStorage
storage3d | Southeast Asia StorageV?

You create a service endpoint policy named policyl in the South Central US Azure region to allow connectivity to all the storage accounts in the subscription.
Fow each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area
Statements Yex Mo
Palicy? can be applied to Subaetd
inly storage 1 and storaged can be scoessed rom Vet
v a * | C
Answer:
Answer Area
Statements Vex Mo
- -
Cy 1 can be appii O by |
L
rage | and storaged ca } 4 m Ve ik
v a * | C
A. Mastered

B. Not Mastered
Answer: A

Explanation:

? Policyl can be applied to Subnet3. = YES

? Only storagel and storage2 can be accessed from VNet2. = NO

? Only storage?2 can be accessed from VNet3. = Yes

? According to the Microsoft documentation, a service endpoint policy can be applied to any subnet in a virtual network that has a service endpoint enabled for the
same service as the policy. In your scenario, Subnet3 has a service endpoint enabled for Microsoft.Storage, which is the same service as policyl. Therefore,
policyl can be applied to Subnet3.

? According to the Microsoft documentation, when you configure network rules for a

storage account, you can limit access to your storage account to requests that come from specified IP addresses, IP ranges, subnets in an Azure virtual network,
or resource instances of some Azure services. In your scenario, storagel and storage2 have network rules that allow access from Subnetl and Subnet2
respectively. However, this does not mean that only these subnets can access the storage accounts. Other subnets or resources that have the same IP range or
resource ID as Subnetl or Subnet2 can also access the storage accounts. For example, Subnet4 in VNet2 has the same IP range as Subnetl in VNetl, so it can
also access storagel. Similarly, Subnet5 in VNet3 has the same IP range as Subnet2 in VNetl, so it can also access storage2. Therefore, only storagel and
storage?2 cannot be accessed from VNet2.

? According to the Microsoft documentation, when you create a private endpoint for

a storage account, you assign a private IP address from your virtual network to the storage account. This enables secure traffic between your virtual network and
the storage account over a private link. In your scenario, you have created a private endpoint for storage2 in Subnet6 of VNet3. This means that only Subnet6 can
access storage?2 over the private link. However, this does not mean that only Subnet6 can access storage2 at all. Other subnets or resources that have the same
IP range or resource ID as Subnet6 can also access storage2 over the public endpoint of the storage account. For example, Subnet7 in VNet4 has the same IP
range as Subnet6 in VNet3, so it can also access storage2 over the public endpoint. Therefore, only storage2 cannot be accessed from VNet3.

NEW QUESTION 81
HOTSPOT - (Topic 5)
You have an Azure App Service plan named ASP1. CPU usage for ASP1 is shown in the following exhibit.

ST ——

LEkRiN | o

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Answer Area

The sverage CPU percentage is caloulated [answer cholog] per day [ Q"_'J b |

once
four fimes
S0 Times
24 times
ASP1 must be [answer cholce] 1o optimize CPU wsage. | i bl
scaled up S

fcaled Chovam

scatad o4l

A. Mastered
B. Not Mastered

Answer: A

Explanation:
? The average CPU percentage is calculated 24 times per day. This is because the

exhibit shows the CPU percentage for ASP1 in a 24-hour period, with one data point for each hour. Therefore, the average CPU
percentage is calculated once per hour, or 24 times per day1.
? ASP1 must be scaled out to optimize CPU usage. This is because the exhibit
shows that the CPU percentage for ASP1 is consistently above 80%, which indicates that the app service plan is under high load and needs more instances to
handle the traffic. Scaling out means adding more instances to an app service plan, which can improve the performance and availability of the apps hosted on it2.
Scaling up means changing the pricing tier of an app service plan, which can increase the resources available for each instance, but not necessarily reduce the
CPU usage3.

NEW QUESTION 83

- (Topic 5)

You have an Azure subscription that contains a storage account. The account stores website data.

You need to ensure that inbound user traffic uses the Microsoft point-of-presence (POP) closest to the user's location.
What should you configure?

A. load balancing

B. private endpoints
C. Azure Firewall rules
D. Routing preference

Answer: D

Explanation:
Routing preference is a feature that allows you to configure how network traffic is routed to your storage account from clients over the internet. By default, traffic
from the internet is routed to the public endpoint of your storage account over the Microsoft global network, which is optimized for low-latency path selection and
high reliability. Both inbound and outbound traffic are routed through the point of presence (POP) that is closest to the client. This ensures that traffic to and from
your storage account traverses over the Microsoft global network for the bulk of its path, maximizing network performance. You can also change the routing
preference to use internet routing, which minimizes the traversal of your traffic over the Microsoft global network, handing it off to the transit ISP at the earliest
opportunity. This lowers networking costs, but may compromise network performance. Therefore, to ensure that inbound user traffic uses the Microsoft POP
closest to the user’s location, you should configure routing preference to use the Microsoft global network as the default routing option for your storage account.
References:
? Network routing preference for Azure Storage

? Configure network routing preference for Azure Storage

NEW QUESTION 85
DRAG DROP - (Topic 5)

You have an Azure Linux virtual machine that is protected by Azure Backup. One week ago, two files were deleted from the virtual
machine.
You need to reses clients connect n on-premises computer as quickly as possible.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Mount a VHD

Copy the files by using File Explorer

Download and run a scnpt

Select a restore point. @
Copy the hiles by using AZCopy @
From the Azure portal, click Restore WM from the vauit

From the Azure portal. cdick File Recovery from the vault

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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To restore files or folders from the recovery point, go to the virtual machine and choose the desired recovery point.
Step 0. In the virtual machine's menu, click Backup to open the Backup dashboard. Step 1. In the Backup dashboard menu, click File Recovery.
Step 2. From the Select recovery point drop-down menu, select the recovery point that holds the files you want. By default, the latest recovery point is already
selected.
Step 3: To download the software used to copy files from the recovery point, click Download Executable (for Windows Azure VM) or Download Script (for Linux
Azure VM, a python script is generated).
Step 4: Copy the files by using AzCopy
AzCopy is a command-line utility designed for copying data to/from Microsoft Azure Blob, File, and Table storage, using simple commands designed for optimal
performance. You can copy data between a file system and a storage account, or between storage accounts.
References:
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy

NEW QUESTION 89

- (Topic 5)

You have an Azure subscription named Subscriptionl that is used be several departments at your company. Subscriptionl contains the resources in the following
table:

Name Type

Storagel Storage account
RG1 Resource group
Containerl Blob container

Sharel File share

Another administrator deploys a virtual machine named VM1 and an Azure Storage account named Storage?2 by using a single Azure Resource Manager template.
You need to view the template used for the deployment.
From which blade can you view the template that was used for the deployment?

A. RG1

B. VM1

C. Storagel
D. Containerl

Answer: A

Explanation:
* 1. View template from deployment history
Go to the resource group for your new resource group. Notice that the portal shows the result of the last deployment. Select this link.

o s

Saarch (Ctri+/) o= 4dd EEZ Columns [l Delete () Refresh =3 Move

Essentials ~

(] Overview

Subscriptio
Microsoft Azure Consumption

namae [changa)

bt Actnaty log

Subscription ID
[ ]
s Access control (LAM)

* 2. You see a history of deployments for the group. In your case, the portal probably lists only one deployment. Select this deployment.

© o v

o s i e 5
|:‘:*J.'l n for gepioyments oy name...

DEPLOYMENT NAME  STATUS

Microsoft.WebSiteSQLDatabased1...] € Succeeded

The portal displays a summary of the deployment. The summary includes the status of the deployment and its operations and the values that you provided for
parameters. To see the template that you used for the deployment, select View template.

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-export-template
NEW QUESTION 94
HOTSPOT - (Topic 5)

You have an Azure subscription. The subscription contains a storage account named storagel that has the lifecycle management rules shown in the following
table.
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Name | Blob prefix If base blobs were last Then
modified more than (days
ago)
Rule1 | containeri/ 3 days Move to archive storage
Rule2 | Not applicable | 5 days Move to cool storage
Rule3 | containerl/ 10 days Delete the blob
Ruled | container2/ 15 days Move to archive storage

On June 1, you store two blobs in storagel as shown in the following table.

Name Location Access tier
File1 container Hot

FileZ containers Hot

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
On June 6, File1 will be stored in the Cool access tier
On June 7, File2 will be stored in the Cool access tier,
On June 16, File2 will be stored in the Archive access tier,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes No

On June 6, File1 will be stored in the Cool access tier I

On June 7, File2 will be stored in the Cool access tier. |

On June 16, File2 will be stored in the Archive access tier.

NEW QUESTION 97

- (Topic 5)

You have an Azure subscription that contains a web app named webappl. You need to add a custom domain hamed www.contoso.com to webappl. What should
you do first?

A. Upload a certificate.

B. Add a connection string.
C. Stop webappl.

D. Create a DNS record.

Answer: D

Explanation:

You can use either a CNAME record or an A record to map a custom DNS name to App Service. You should use CNAME records for all custom DNS names
except root domains (for example, contoso.com). For root domains, use A records. Reference: https://docs.microsoft.com/en-us/Azure/app-service/app-service-
web-tutorial-custom- domain

NEW QUESTION 100
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You manage a virtual network named VNetl that is hosted in the West US Azure region.
VNetl hosts two virtual machines named VM1 and VM2 that run Windows Server.
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You need to inspect all the network traffic from VM1 to VM2 for a period of three hours. Solution: From Azure Network Watcher, you create a connection monitor.
Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-packet-capture-overview

NEW QUESTION 101
HOTSPOT - (Topic 5)

“id®: "b988327Th=Tdae=4d00=-8925=-1ccldifdcibed”™,
“properties”: |
“*roleNama”: “Rolel”,;
"descriptionT: ¥
“assignableScopes:™ |
“,.l’:;uhs:r.'ri.pt iona/ceS9ladBd=99f2=42 fd=94S9b=58afd7ef6abi”
1.
“permissions®: |
{

"actions®: |
“Microsoft.Resources/subscription/resourceGroups/rescurces/read”,
“Microzsoft.Resources/subscription/resourceGroups/read”,
*Microsoft.Rescurcehealth/*",
"Microsoft.Authorization/*/read”,
*Microsoft.Compute/*/read”,

“Microsoft.Support/*"¥,

"Microsoft. . Authorization/*/read”,
*Microsoft.Network/virtualNetworks/read”,
“Microsoft.Resourcea/deploymentas/*~,
"*Microsoft.Resources/subscription/resourceGroups/read”,
"Microsoft.Storage/atoragedccounts/read” ;
*Microsoft.Compute/virtualMachines/start/action”,
“Microsoft.Compute/virtualMachines/powerOff/action”,
"Microsoft.Compute/virtualMachines/deallocate/faction”™,
"Microsoft.Compute/virtualMachines/restart/action”™,
“"Microsoft.Compute/virtualMachines/*",
"Microsoft.Compute/dizsksa/*",
“Microsoft.Compute/availabilitySets/*",
*Microsoft.Network/virtualNetworks/subnets/joinfaction®,
"Microsoft.Network/virtualNetworks/subnets/rcead”™,
"Microsoft. . Network/virtualNetworks/subnets/virtualMachines/read”,;
"Microsoft . Network/networkinterfacea/+*",
“"Microsoft.Compute/snapshots/*"

]

"notAction”: |
*Microsoft.Authorization/*/Delaeta”,
“Microsoft.Authorization/*/Write”,
“"Microsoft.Authorizationf/elevatelccaess/Action™

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
Uisers that are assigned Rolel can assign Rolel to users.
Users that are assigned Role can deploy new virtual machines
Lisers that ane assigned Fole! can set a static IP address on & virtual machine
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: N

Because doesn't have:

Microsoft.Authorization/*/Write - Create roles, role assignments, policy assignments, policy definitions and policy set definitions
Box 2; Yes

Has been assigned;

Microsoft.Compute/virtualMachines/* - Perform all virtual machine actions including create, update, delete, start, restart, and power off virtual machines. Execute
scripts on virtual machines.

Box 3: Y

Has been assigned;

Microsoft.Network/networkinterfaces/* - Create and manage network interfaces
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See;
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

NEW QUESTION 105

HOTSPOT - (Topic 5)

You have an Azure subscription that contains an Azure Directory (Azure AD) tenant named contoso.com. The tenant is synced to the on-premises Active Directory
domain. The domain contains the users shown in the following table.

Name Role

SecAdminl Security administrator

BillAdmin1 Billing administrator

Userl Reports reader

You enable self-service password reset (SSPR) for all users and configure SSPR to have the following authentication methods:
? Number of methods required to reset: 2

? Methods available to users: Mobile phone, Security questions

? Number of questions required to register: 3

? Number of questions required to reset: 3

You select the following security questions:

? What is your favorite food?

? In what city was your first job?

? What was the name of your first pet?

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

it Lica
Statements Yes Mo
e A i awrr fihe | ] wry i Fopr i e et P et
oL T PR it
BrilAgmin ] raat areveer the folowing pusthoe @ he wants 10 nesst By patsvsie
W CREE [
Liner 1 s ahdveey The Iolowing Gussln f Fee wileils 00 reer! el Galivaid 8
Wt waes thee narne of your Brst pesi
Answer:
Arvanee ilica
Statements Yes Mo
~ =
SnCAren sy he followar] Question i P vaeniy B0 et fo acoaced bty
AL et FN "
o |
BilASmn ] Fat el the lolowing Gusthon @ he wants 10 resst B palinsia L
.
Cdil R foww
Liner T must answer i iolowireg quesicn if b wnis B0 resel B paieatd | |
Wbt et thed ruseme OF your Brst pei o
A. Mastered

B. Not Mastered
Answer: A

Explanation:
No, No, Yes
https://learn.microsoft.com/en-us/azure/active-directory/authentication/concept- authentication-security-questions

NEW QUESTION 110
- (Topic 5)
You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You have a CSV file that contains the names and email addresses of 500 external users. You need to create a guest user account in contoso.com for each of the
500 external users.
Solution: You create a Power Shell script that runs the New-MgUser cmdlet for each user.
Does this meet the goal?

A. Yes
B. NO

Answer: B
Explanation:

The New-MgUser cmdlet is part of the Microsoft Graph PowerShell SDK, which is a module that allows you to interact with the Microsoft Graph API. The Microsoft
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Graph APl is a service that provides access to data and insights across Microsoft 365, such as users, groups, mail, calendar, contacts, files, and morel.

The New-MgUser cmdlet can be used to create new users in your Azure AD tenant, but it has some limitations and requirements. For example, you need to have
the Global Administrator or User Administrator role in your tenant, you need to authenticate with the Microsoft Graph API using a certificate or a client secret, and
you need to specify the required parameters for the new user, such as userPrincipalName, accountEnabled, displayName, mailNickname, and passwordProfile2.
However, the New-MgUser cmdlet does not support creating guest user accounts in your Azure AD tenant. Guest user accounts are accounts that belong to
external users from other organizations or domains. Guest user accounts have limited access and permissions in your tenant, and they are typically used for
collaboration or sharing purposes3.

To create guest user accounts in your Azure AD tenant, you need to use a different cmdlet: New-AzureADMSiInvitation. This cmdlet is part of the Azure AD
PowerShell module, which is a module that allows you to manage your Azure AD resources and objects. The New- AzureADMSiInvitation cmdlet can be used to
create and send an invitation email to an external user, which contains a link to join your Azure AD tenant as a guest user. You can also specify some optional
parameters for the invitation, such as the invited user display name, message info, redirect URL, or send invitation message.

Therefore, to meet the goal of creating guest user accounts for 500 external users from a CSV file, you need to use a PowerShell script that runs the New-
AzureADMSiInvitation cmdlet for each user, not the New-MgUser cmdlet.

NEW QUESTION 115
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the resources shown in the following table:

l Name | Type | Resourcegroup | Tag
RGH Resource group Not applicable None

- - .—_— - - * — e = — . - - .
VNETI Virtual network RG6 Department: D1 J

e

You assign a policy to RG6 as shown in the following table:

Section Setting Value
Scope Scope Subscriptionl/RG6
Exclusions None
Basics Policy definition Apply tag and its default value
Assignment name Apply tag and its default value
Parameters | Tag name Label
Tag value Valuel

To RG6, you apply the tag: RGroup: RG6.
You deploy a virtual network named VNET2 to RG6.

Which tags apply to VNET1 and VNET2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VNET1: v

None

Department: D1 only

Department: D1, and RGroup: RGE only
Department: D1, and Label: Value1 only
Department:. D1, RGroup: RG6, and Label: Value1

VNET2: v
MNone
RGroup: RGE only

Label: Value1 only
RGroup: RG6E, and Label: Value1

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies

NEW QUESTION 117
- (Topic 5)
You have an Azure subscription that contains the storage accounts shown in the following table.
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Name Kind Performance Replication Access tier
Storagel Storage (general Premium Geo-redundant None
purpose vl) storage (GRS)
Storage2 StorageV2 (general | Standard Locally-redundant | Cool
purpose v2) storage (LRS)
Storage3 StorageV 2 (general | Premium Read-access geo- Hot
purpose v2) redundant storage
(RA-GRS)
Storaged BlobStorage Standard Locally-redundant Hot
storage (LRS)

You need to identify which storage account can be converted to zone-redundant storage (ZRS) replication by requesting a live migration from Azure support.
What should you identify?

A. Storagel
B. Storage2
C. Storage3
D. Storage4

Answer: B

Explanation:
https://learn.microsoft.com/en-us/azure/storage/common/redundancy- migration?tabs=portal

NEW QUESTION 120
- (Topic 5)
You have an Azure subscription that has the public IP addresses shown in the following table.

Name | IP version SKU Tier IP address assignment
P vl Standard | Regional | Stat

P2 4 Standard | Global Static

P3 Pvd Bask Regional | Dynamic

P4 Pvd Basi Regional | Static

PS5 IPvb standard | Regional | Stati

You plan to deploy an instance of Azure Firewall Premium named FW1. Which IP addresses can you use?

A. IP2 Only

B. IP1 and IP2 only

C. IP1, IP2, and IP5 only

D. IP1, IP2, IP4, and IP5 only

Answer: B

Explanation:
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/public-ip-addresses#at- a-glance
Azure Firewall
- Dynamic IPv4: No
- Static IPv4: Yes
Dynamic IPv6: No
= Static IPv6: No
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/configure-public-ip- firewall
Azure Firewall is a cloud-based network security service that protects your Azure Virtual Network resources. Azure Firewall requires at least one public static IP
address to be configured. This IP or set of IPs are used as the external connection point to the firewall. Azure Firewall supports standard SKU public IP addresses.
Basic SKU public IP address and public IP prefixes aren't supported.

NEW QUESTION 124
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the resources shown in the following table

Name Type
ManagementGroup1 Management group
RG1 Resource group
cBbel cd-T655-466-b3ea-aBee101d8f75 | Subscription ID
Tag] Tag

In Azure Cloud Shell, you need to create a virtual machine by using an Azure Resource Manager (ARM) template.
How should you complete the command? To answer, select the appropriate options in the answer area,
NOTE: Each correct selection is worth one point.
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satdminPassword = RFead-Host =Promphk “Enter the administrator password® =AsSecureString
1Y Ihd
New-ATVim «Tag Tagl "
INew-ArResource -Resource(ouphiame RGL
Mew-ArTemplateSpes GroupName ManagementGroupl '
Wew-ArResourceGroupDeployment -Subscription Sckbelcd-T655-9066-hiea-akee 10148175
Templatelrl “https://rauw. glithubusercontent.confAzurefarure~quickatart-topplatea/maater/101-vm-aimpla-windowa/asuredoploy. jacn®™ *
adminPsername LocalAdminiatrater -adaminPassword SadminPasaword -dnalabelPrefix ContosoWVMl
A. Mastered

B. Not Mastered
Answer: A

Explanation:

NEW QUESTION 129

HOTSPOT - (Topic 5)

You have an Azure Storage account named storagel that uses Azure Blob storage and Azure File storage.

You need to use AzCopy to copy data to the blob storage and file storage in storagel. Which authentication method should you use for each type of storage? To
answer, select

the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Blob storage: i v

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Active Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access Keys, and shared access signatures (SAS)

File storage: B 4

Azure Active Directory (Azure AD) only

Shared access signatures (SAS) only

Access keys and shared access signatures (SAS) only

Azure Active Directory (Azure AD) and shared access signatures (SAS) only

Azure Active Directory (Azure AD), access keys, and shared access signatures (SAS)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

You can provide authorization credentials by using Azure Active Directory (AD), or by using a Shared Access Signature (SAS) token.
Box 1:

Both Azure Active Directory (AD) and Shared Access Signature (SAS) token are supported for Blob storage.

Box 2:

Only Shared Access Signature (SAS) token is supported for File storage.

NEW QUESTION 130
HOTSPOT - (Topic 5)
You have an Azure subscription. The subscription contains virtual machines that run Windows Server 2016 and are configured as shown in the following table.

Name | Virtual network DNS suffix configured in Windows

Server
VM1 | VNET2 Contoso.com
VM2 | VNET2 None :
VM3 VNET2 Adatum.com '

You create a public Azure DNS zone named adatum.com and a private Azure DNS zone named conioso.com.
You create a virtual network link for contoso.com as shown in the following exhibit.
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lirk1 L]

Link mame

i 1

Link state

Complsted

Prowvis o 1] state
Succeaded

virtual network detasls
Virtual network

E

subscriptions,A3 721433 -2ded-4361 - hSef - 5b 188l d8 Ta0, resounteGroupy/RG2 fprov

virtual network

Configuration

Enable auto registration (I

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Angwver Area

Statemients Yes Ma
When VM starts, a record for VM1 is added 1o the contoso.com DNS zone,
When VM2 starts, a record for VM2 is added 1o the contoso.com DINS zone

When VM3 starts, a record for VM3 s added to the adatum.com DiNG zone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
All three VMs are in VNET2. Auto registration is enabled for private Azure DNS zone nhamed contoso.com, which is linked to VNET2. So, VM1, VM2 and VM3 will
auto-register their host records to contoso.com.
None of the VM will auto-register to the public Azure DNS zone named adatum.com. You cannot register private IPs on the internet
(adatum.com)
Box 1: Yes
Auto registration is enabled for private Azure DNS zone named contoso.com.
Box 2: Yes
Auto registration is enabled for private Azure DNS zone named contoso.com.
Box 3: No
None of the VM will auto-register to the public Azure DNS zone named adatum.com

NEW QUESTION 133

DRAG DROP - (Topic 5)

You have an Azure subscription named Sub1 that contains two users named Userl and User2.

You need to assign role-based access control (RBAC) roles to Userl and User2. The users must be able to perform the following tasks in Subl:

» Userl must view the data in any storage account.

» User2 must assign users the Contributor role for storage accounts. The solution must use the principle of least privilege.

Which RBAC role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not
at all.

IBAC roies Answer Arca

Chamer Userl:

Contributor

User2:
Reader and Data Access

Storage Account Contributor

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? Userl: You should assign the Reader and Data Access role to Userl. This role grants read access to Azure resources and data,
including the data in any storage accountl. This role is suitable for Userl’s task of viewing the data in any storage account, and it follows the principle of least
privilege by not granting any write or delete permissions.

? User2: You should assign the Storage Account Contributor role to User2. This role
grants full access to manage storage accounts and their data, including the ability to assign roles in Azure RBAC2. This role is suitable for User2’s task of
assigning users the Contributor role for storage accounts, and it follows the principle of least privilege by not granting access to other types of resources.
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NEW QUESTION 138

HOTSPOT - (Topic 5)

You have an Azure Storage account named storagel that stores images.

You need to create a new storage account and replicate the images in storagel to the new account by using object replication.
How should you configure the new account? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
RCCOUNT TP ‘ - |

Anwwer Arca
StorageV2 or FileStorage ondy b
StorageV2 or BlobSiorage anly
StorageVs, BlobStorage, or FileStorage

Object type to create in the new Scoount: | : {t} - I
Container
File share
Table
Chusus

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 142
HOTSPOT - (Topic 5)
You have an Azure AD tenant that is linked to the subscriptions shown in the following table.

Name lnhrugomont group Parent management group
Sub1 Tenant Root Group Not applicable
SubZ MG Tenant Root Group
Sub3 MG2 Tenant Root Group

You have the resource groups shown In the following table.

Name | Subscription Description

RG1 Sub1 Contains a storage account named storagel
RG2 Sub2 Contains a web app named App1

RG3 Sub3 Contains a virtual machine named VM1

You assign roles to users as shown in the following table.

User Role Scope
Userl | Contnbutor MG2
User2 | Storage Account Contributor | storage!
User3 | User Access Administrator Tenant Root Group

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
Liser1 can resize VM1
User2 can create & new storage account in RGT,
User3 can assign Userl the Owner role for RG3
A. Mastered

B. Not Mastered
Answer: A

Explanation:

? Userl can resize VM. Yes, this is correct. According to the tables, Userl is assigned the Contributor role at the subscription level for Subl1. The Contributor role
grants full access to manage all resources in the subscription, including the ability to resize virtual machinesl. Therefore, Userl can resize VM1, which is a
resource in RG1 under Subl.

? User2 can create a hew storage account in RG1. No, this is not correct. According to the tables, User2 is assigned the Reader role at the resource group level for
RGL1. The Reader role grants read-only access to view existing resources in the resource group, but not to create, update, or delete any resources2. Therefore,
User2 cannot create a new storage account in RG1.

? User3 can assign Userl the Owner role for RG3. No, this is not correct. According to the tables, User3 is assigned the Storage Account Contributor role at the
resource group level for RG3. The Storage Account Contributor role grants full access to manage storage accounts and their data in the resource group, but not

to assign roles to other users3. To assign roles to other users, User3 would need a role that has Microsoft.Authorization/roleAssignments/write permissions, such
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as User Access Administrator or Owner4. Therefore, User3 cannot assign Userl the Owner role for RG3.

NEW QUESTION 147
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Subnet | Subnet-associated network | Peered with
security group (N5G)
VMet1 Subnetl | NSG1 Viet2
Whiet? Subnet? | N5GZ Vet

The subscription contains the virtual machines shown in the following table.

Name | Connected to
VM1 Subnet 1

VMZ SubnetZ
The subscription contains the Azure App Service web apps shown in the following table.
Mame Description
WebApp1 | Uses the Premium pricing tier and has virtual network integration with
ViNet1
WebApp2 | Uses the Isolated pricing tier and is deployed to Subnet2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Ares
Statements Yes. Ne
WebApp! can communicate with Y2
NSGT controls inbound traffic to Webipp)
VWebApp? can communicate with YW
A. Mastered

B. Not Mastered
Answer: A

Explanation:
? WebAppl can communicate with VM2. No, this is not correct. According to the tables, WebAppl is integrated with VNet1, which has a peering connection with

o o _ VNet2. Therefore, WebAppl cannot communicate with VM2
VN6t firveyrviMiY Ratiyiieis, which is not peered with VNetl or

? NSG1 controls inbound traffic to WebApp1l. No, this is not correct. According to the tables, NSGL1 is associated with Subnetl in VNetl, which is integrated with
WebAppl. However, network security groups only control outbound traffic from App Service apps to virtual networks, not inbound traffic to App Service apps from
virtual networks2. Therefore, NSG1 does not control inbound traffic to WebApp1.

? WebApp2 can communicate with VM1. Yes, this is correct. According to the tables, WebApp2 is integrated with VNet3, which has a peering connection with
VNet2. VM1 is in Subnet? in VNet2, which has a network security group named NSG2 that allows inbound traffic from any source on port 803. Therefore,
WebApp2 can communicate with VM1 on port 80 across peered virtual networks.

NEW QUESTION 148

- (Topic 5)

You have a Recovery Service vault that you use to test backups. The test backups contain two protected virtual machines.
You need to delete the Recovery Services vault. What should you do first?

A. From the Recovery Service vault, stop the backup of each backup item.
B. From the Recovery Service vault, delete the backup data.

C. Modify the disaster recovery properties of each virtual machine.

D. Modify the locks of each virtual machine.

Answer: A

Explanation:

You can't delete a Recovery Services vault if it is registered to a server and holds backup data. If you try to delete a vault, but can't, the vault is still configured to
receive backup data.

Remove vault dependencies and delete vault

In the vault dashboard menu, scroll down to the Protected Items section, and click Backup Items. In this menu, you can stop and delete Azure File Servers, SQL
Servers in Azure VM, and Azure virtual machines.

References: https://docs.microsoft.com/en-us/azure/backup/backup-azure-delete-vault

NEW QUESTION 149
- (Topic 5)
You deploy Azure virtual machines to three Azure regions.
Each region contains a virtual network. Each virtual network contains multiple subnets peered in a full mesh topology.
Each subnet contains a network security group (NSG) that has defined rules.
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A user reports that he cannot use port 33000 to connect from a virtual machine in one region to a virtual machine in another region.
Which two options can you use to diagnose the issue? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Azure Virtual Network Manager
B. IP flow verify

C. Azure Monitor Network Insights
D. Connection troubleshoot

E. elective security rules

Answer: BD

Explanation:

https://learn.microsoft.com/en-us/azure/network-watcher/network-watcher-ip- flow-verify-overview

IP flow verify checks if a packet is allowed or denied to or from a virtual machine. The information consists of direction, protocol, local IP, remote IP, local port, and
a remote port. If the packet is denied by a security group, the name of the rule that denied the packet is returned. While any source or destination IP can be
chosen, IP flow verify helps administrators quickly diagnose connectivity issues from or to the internet and from or to the on-premises environment.

NEW QUESTION 154

HOTSPOT - (Topic 5)

You have two Azure App Service apps named Appl and App2. Each app has a production deployment slot and a test deployment slot. The Backup Configuration
settings for the production slots are shown in the following table.

]App Backup Every | Start backup schedule from | Retention (Days) | Keep at least one backup

App1 | 1 Days January b, 2021 0 Yes
App2 | 1 Days January 6, 2021 30 Yes
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Answer Area
Statements Yes Ne
On January 15, 2021, App1 will have only one backup in storage.
Un Februany &, 2021, you can access the backup of the App2 test siot from January 13
2021
On January 15, 2021, you can restore the App2 production skot backup from Janiarny & to
A. Mastered

B. Not Mastered
Answer: A

Explanation:

? On January 15, 2021, Appl will have only one backup in storage. Yes, this is correct. According to the table, Appl has a backup every 1 day, starting from
January 6, 2021, with a retention of 0 days. This means that each backup will be deleted after 0 days, or as soon as the next backup is created. Therefore, on
January 15, 2021, Appl will have only one backup in storage, which is the one created on that dayl.

? On February 6, 2021, you can access the backup of the App2 test slot from

January 15, 2021. No, this is not correct. According to the table, App2 has a backup every 1 day, starting from January 6, 2021, with a retention of 30 days. This
means that each backup will be deleted after 30 days, or when the storage limit is reached. However, the table also shows that App2 has a setting of “Keep at
least one backup” set to Yes. This means that the oldest backup will be retained even if it exceeds the retention period or the storage limit2. Therefore, on
February 6, 2021, you can access the backup of the App2 test slot from January 6, 2021, but not from January 15, 2021.

? On January 15, 2021, you can restore the App2 production slot backup from January 6 to the App2 test slot. Yes, this is correct. According to the web search
results, you can restore a backup by overwriting an existing app or by restoring to a new app or slot3. You can also restore a backup from a different slot or app as
long as they are in the same subscription and region4. Therefore, on January 15, 2021, you can restore the App2 production slot backup from January 6 to the
App2 test slot.

NEW QUESTION 158

- (Topic 5)

You have an Azure DNS zone named adatum.com. You need to delegate a subdomain named research.adatum.com to a different DNS server in Azure. What
should you do?

A. Create an PTR record named research in the adatum.com zone.
B. Create an NS record named research in the adatum.com zone.
C. Modify the SOA record of adatum.com.

D. Create an A record named *. research in the adatum.com zone

Answer: B
Explanation:

https://docs.microsoft.com/en-us/azure/dns/delegate-subdomain

NEW QUESTION 162

- (Topic 5)

You develop the following Azure Resource Manager (ARM) template to create a resource group and deploy an Azure Storage account to the resource group.
Which cmdlet should you run to deploy the template?
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A. New-AzTenantDeployment

B. New-AzResourceGroupDeploy»ent
C. New-AzResource

D. New-AzOeployment

Answer: B

Explanation:

The New-AzResourceGroupDeployment cmdlet deploys an Azure Resource Manager template to a resource group. You can use this cmdlet to create a new
resource group or update an existing one with the resources defined in the template. The template can be a local file or a URI. Then, References: [New-
AzResourceGroupDeployment]

NEW QUESTION 165

- (Topic 5)

You plan to move a distributed on-premises app named Appl to an Azure subscription. After the planned move, Appl will be hosted on several Azure virtual
machines.

You need to ensure that Appl always runs on at least eight virtual machines during planned Azure maintenance.

What should you create?

one virtual machine scale set that has 10 virtual machines instances
A: one Availability Set that has three fault domains and one update domain
C. one Availability Set that has 10 update domains and one fault domain
D. one virtual machine scale set that has 12 virtual machines instances

Answer: A

Explanation:
A virtual machine scale set is a group of identical virtual machines that are centrally managed, configured, and updatedl. A virtual machine scale set can
automatically increase or decrease the number of virtual machine instances in response to demand or a defined schedule2. A virtual machine scale set also
provides high availability and fault tolerance by distributing the virtual machine instances across multiple fault domains and update domains3.
A fault domain is a logical group of underlying hardware that share a common power source and network switch. A fault domain can fail due to hardware or
software failures, power outages, or network interruptions4. A virtual machine scale set can have up to five fault domains in a region.
An update domain is a logical group of underlying hardware that can undergo maintenance or be rebooted at the same time. An update domain can be affected by
planned events, such as OS updates, application updates, or configuration changes4. A virtual machine scale set can have up to 20 update domains in a region.
By creating a virtual machine scale set that has 10 virtual machine instances, you can ensure that Appl always runs on at least eight virtual machines during
planned Azure maintenance. This is because the default configuration of a virtual machine scale set is to have five fault domains and five update domains. This
means that at any given time, only one fault domain or one update domain can be unavailable due to maintenance or failure. Therefore, at least eight out of 10
virtual machine instances will be available to run Appl. An availability set is another option for providing high availability and fault tolerance for your virtual
machines. An availability set is a logical grouping of two or more virtual machines that are deployed across multiple fault domains and update domains. However,
an availability set does not provide automatic scaling of resources or load balancing of traffic. You need to manually create and manage the number of virtual
machine instances in an availability set.
Therefore, a virtual machine scale set is a better option than an availability set for your scenario. To create a virtual machine scale set, you can follow these steps:
? Sign in to the Azure portal.
? Select Create a resource > Compute > Virtual machine scale set.
? On the Basics tab, enter a name for your scale set, select your subscription and resource group, select Windows Server 2019 as the image type, and enter a
username and password for the administrator account.
? On the Instance details tab, select the region where you want to deploy your scale set, select the size of the virtual machine instances, and enter 10 as the initial
instance count.

? On the Scaling tab, configure the scaling policy for your scale set based on metrics or schedule.
? On the Load balancing tab, configure the load balancer for your scale set to
distribute traffic across the instances.
? On the Management tab, configure the diagnostics settings, automatic OS upgrades, extensions, and backup options for your scale set.
? On the Advanced tab, configure the availability zone, proximity placement group, accelerated networking, host group, and custom script extension options for
your scale set.
? On the Tags tab, optionally add tags to your scale set resources.
? On the Review + create tab, review your settings and select Create.

NEW QUESTION 169
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the resource groups shown in the following table.

Name | Lock name | Lock type
RG1 None None
RG2 Lock Delete

RG1 contains the resources shown in the following table.

Name Type Lock name | Lock type
storage1 | Storage account Lock1 Delete
VNET1 Virtual network Lock2 Read-only
IP1 Public IP address None None

RG2 contains the resources shown in the following table.
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Name Type Lock name | Lock type
storage?2 | Storage account Lock1 Delete
VNET2 | Virtual network Lock2 Read-only
P2 Public IP address None None

You need to identify which resources you can move from RG1 to RG2, and which resources you can move from RG2 to RG1. Which resources should you
identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Resources that you can move from RG1 te RGZ | |P1, WNET1, and storagel | ™
MNone
1P only
IP1 and storagel only
IP1 and VMNET 1 only

IP1, VNET, and storagel

Resources that you can move from RG2 1o RG1: | IP2, VNET2, and storage? =
MNone
P2 only
P2 and storaged only
P2 and VMET2 only

IP2, VNETZ2, and storage?

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 171

- (Topic 5)

You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image.

You need to ensure that when the scale set virtual machines are provisioned, they have web server components installed.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE Each correct selection is worth one point.

A. Modify the extensionProfile section of the Azure Resource Manager template.
B. Create a new virtual machine scale set in the Azure portal.

C. Create an Azure policy.

D. Create an automation account.

E. Upload a configuration script.

Answer: AB

Explanation:
To automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter image and has web server components installed, you
need to perform the following actions:
? Modify the extensionProfile section of the Azure Resource Manager template. This section defines the extensions that are applied to the scale set virtual
machines after they are provisioned. You can use the Custom Script Extension to run PowerShell scripts that install and configure the web server components. For
more information, see Deploy an application to an Azure Virtual Machine Scale Setl.

commands to install and configure the web server

ddierd sopiawatiupRaPin s B ithe £aurigEelbss iRt B3t eantip$dhBsitory, and then reference it in the extensionProfile section of the template. For an

example of a configuration script, see Tutorial: Install applications in Virtual Machine Scale Sets with Azure PowerShell2.

NEW QUESTION 172
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual machines shown in the following table.

Name Operating system Connects to
VM1 Windows Server 2019 Subnetl
VM2 Windows Server 2019 Subnet2

VM1 and VM2 use public IP addresses. From Windows Server 2019 on VM1 and VM2, you allow inbound Remote Desktop connections.
Subnetl and Subnet2 are in a virtual network named VNETL1.

The subscription contains two network security groups (NSGs) named NSG1 and NSG2. NSG1 uses only the default rules.
NSG2 uses the default rules and the following custom incoming rule;

* Priority: 100

* Name: Rulel

* Port: 3389

* Protocol: TCP

» Source: Any

* Destination: Any

« Action: Allow
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NSG1 is associated to Subnet! NSG2 is associated to the network interface of VM2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

From the internet, you can connect to VM1 by using Remote Desktop

From the internet, you ¢an connact to VM2 by using Remote Desktop

From VM1, you can connect to VM2 by wusing Remote Deskiop.

Answer:
Answer Area

Statements Yes Mo

From the internet, you can connect to Vi1 by using Remote Desktop.
From the intermet, you can connect 1o VM2 by using Remote Desktop.

From ¥M1, you can connect to VM2 by using Remote Desktop.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No: VM1 has default rules which denies any port open for inbound rules Yes: VM2 has custom rule allowing RDP port
Yes: VM1 and VM2 are in the same Vnet. by default, communication are allowed

NEW QUESTION 175

- (Topic 5)

You have a Microsoft 365 tenant and an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to grant three users named Userl, User2, and User3 access to a temporary Microsoft SharePoint document library named Library1.
You need to create groups for the users. The solution must ensure that the groups are deleted automatically after 180 days.

Which two groups should you create? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. a Security group that uses the Assigned membership type

B. an Office 365 group that uses the Assigned membership type

C. an Office 365 group that uses the Dynamic User membership type
D. a Security group that uses the Dynamic User membership type

E. a Security group that uses the Dynamic Device membership type

Answer: BC

Explanation:

You can set expiration policy only for Office 365 groups in Azure Active Directory (Azure AD).

Note: With the increase in usage of Office 365 Groups, administrators and users need a way to clean up unused groups. Expiration policies can help remove
inactive groups from the system and make things cleaner.

When a group expires, all of its associated services (the mailbox, Planner, SharePoint site, etc.) are also deleted.

You can set up a rule for dynamic membership on security groups or Office 365 groups.

NEW QUESTION 177
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGs) in the subscription.
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: From the Resource providers blade, you unregister the Microsoft.ClassicNetwork provider.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No, this does not meet the goal. Unregistering the Microsoft.ClassicNetwork provider does not affect the creation of network security groups (NSGs) in the
subscription. The Microsoft.ClassicNetwork provider is used for managing classic deployment model resources, such as virtual networks, network interfaces, and
public IP addressesl. However, NSGs are only supported for Resource Manager deployment model resources2. Therefore, unregistering the
Microsoft.ClassicNetwork provider will not automatically block TCP port 8080 between the virtual networks.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that
Azure performs when evaluating your resources3. You can use a policy definition to specify the required properties and values for NSGs, such as the direction,
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protocol, source, destination, and port of the security rule. You can then assign the policy definition to the subscription scope, so that it applies to all the resource
groups and virtual networks in the subscription.

NEW QUESTION 180
HOTSPOT - (Topic 5)
You have the Azure resources shown on the following exhibit.

XX )

Tenant Root Group MG1 Sub1

&%) e

You plan to track resource usage and prevent the deletion of resources.
To which resources can you apply locks and tags? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Locks: v

RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1

Tags: A 4
RG1 and VM1 only

Subl and RG1 only

Subl, RG1, and VM1 only

MG1, Subl, RG1, and VM1 only

Tenant Root Group, MG1, Subl, RG1, and VM1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Subl, RG1, and VM1 only

You can lock a subscription, resource group, or resource to prevent other users in your organization from accidentally deleting or modifying critical resources.
Box 2: Subl, RG1, and VM1 only

You apply tags to your Azure resources, resource groups, and subscriptions.

NEW QUESTION 185

HOTSPOT - (Topic 5)

You have an Azure subscription named Subscription1. Subscription1 contains a virtual machine named VM1.
You install and configure a web server and a DNS server on VM1.

VM1 has the effective network security rules shown in the following exhibit.

@ Network Interface: vm 1441 EMectve wocunty rules Topaiogy
VTSl PeEtwEric Ut VNET 1/detault NIC Public 19 52.160.123.200 MIC Prvate IP: 1000.6.4 Acceleratid networking: Disabled
Inbound port rules  Duthound port rules Application security groups Load balancing
W Metwork secunty group VM 1 -nizg [attached to network mterface; v 1441)
irpacts 0 subnets, 1 network interfaces
Priceity MHame Port Profocol  Soasrce Destination Action
100 Hude S0-80 APy vy ikrry O Dy
00 k. RDP 1189 P Arvy ey 6 Allow
400 Ruks i 50-500 Ay Ay By & Allow
65000 AlcrevinetinBound Arny Ay Wi LAt ok Virmusidetwork & Alow
B500 Aflcrairuerel oadil slanceinBound Ay Ay AzureloadBalancer  Any 0 Allow
5500 DenvARnEcund Ay Ae Ay Ay & Dew
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Angwar Area

internet users [answer cheberl. | o connet to only the web server on WM - |
can Connec] To cndy the DRSS sereer on VR

can conned 10 ondy ihe welh server on Y1
caih Cannaet] 10 T vils dlviet andd the DMNS seivad o Vi1
canot connect 1o the wob servr and the DNS cerver on V1T

I you delete Rulbs?, Intermnet uters [a chobee]. Lian rrmnert i the peb seiver snd the DB terwer om 4kl Y -
can Sonnact fo ondy The DNS ereer on VR

can comnec] f0 cndy Th wels servee on Wikl

can connect 1o B web seoven and the DN sesver on Vi
caimnot confect to the web derver and the DINS sarver on VMY

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A number between 100 and 4096. Rules are processed in priority order, with lower numbers processed before higher numbers, because lower numbers have
higher priority. Once traffic matches a rule, processing stops. As a result, any rules that exist with lower priorities (higher numbers) that have the same attributes as
rules with higher priorities are not processed. https://docs.microsoft.com/en-us/azure/virtual-network/network-security- groups-overview

NEW QUESTION 187
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the storage accounts shown in the following exhibit.

Storage accounts =
Default Directory

+ Add 153 Manage view ~ () Refresh <4 Exportto CSV } Assign ta ele (7 Feedback

s : :
| Filter Dy name |  Subscription == all Resource group == all X Location == all X Y& Add filter

Showang 110 4 of 4 reconds

[] name * Type T Kind T Resource group ™ Localion T
D = contosol01  Storage account StorageV2  RG1 EastUS
D = contoso102 Storage account Storage RG1 EastUS
[[] = contosot03 Storageaccount  BlobStorage RGH EastUS
|:| = contosoi0d Storege account  FileStorage RG1 East US
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.
You can create a premium file share in v
contoso101only
contoso104 only

contoso101 or contoso104 only
contoso101, contoso102, or contoso104 only
contoso101, contoso102, contoso103, or contoso104

You can use the Archive access tier in v
contoso101only

contoso101 or contoso103 only

contoso101, contoso102, and contoso103 only
contoso101, contoso102, and contoso104 only
contoso101, contoso102, contoso103, and contoso104

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: contoso104 only
Premium file shares are hosted in a special purpose storage account kind, called a FileStorage account.
Box 2: contoso0101, contoso102, and contos103 only

NEW QUESTION 189
- (Topic 5)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
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stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains 10 virtual networks. The virtual networks are hosted in separate resource groups.
Another administrator plans to create several network security groups (NSGSs) in the subscription.
You need to ensure that when an NSG is created, it automatically blocks TCP port 8080 between the virtual networks.
Solution: You create a resource lock, and then you assign the lock to the subscription.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No, this does not meet the goal. Creating a resource lock and assigning it to the subscription is not enough to ensure that when an NSG is created, it automatically
blocks TCP port 8080 between the virtual networks. This is because a resource lock does not affect the configuration or functionality of a resource, but only
prevents it from being deleted or modified1. A resource lock does not apply any security rules to an NSG or a virtual network.

To meet the goal, you need to create a custom policy definition that enforces a default security rule for NSGs. A policy definition is a set of rules and actions that
Azure performs when evaluating your resources2. You can use a policy definition to specify the required properties and values for NSGs, such as the direction,
protocol, source, destination, and port of the security rule. You can then assign the policy definition to the subscription scope, so that it applies to all the resource
groups and virtual networks in the subscription.

NEW QUESTION 192

HOTSPOT - (Topic 5)

You have an Azure Kubernetes Service (AKS) cluster named AKS1 and a computer named Computerl that runs Windows 10. Computerl that has the Azure CLI
installed.

You need to install the kubectl client on Computerl.

Which command should you run? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

v W Install-cl

|

az aks
docker /package
msiexec.exe -name
Install-Module pull

A. Mastered
B. Not Mastered

Answer: A
Explanation:

To install kubectl locally, use the az aks install-cli command: az aks install-cli

NEW QUESTION 196
HOTSPOT - (Topic 5)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Peered with DNS server
VNET1 VNET2 Default (Azure-provided)
VNETZ2 VNET1 10.10.0.4

You have the virtual machines shown in the following table.

Name | IP address | Network interface | Connects to

Server1| 10.10.04 NIC1 VNET1/Subnet1
Server2| 172.16.04 | NIC2 VNET1/Subnet2
Server3| 192.168.0.4 | NIC3 VNET2/Subnet2

You have the virtual network interfaces shown in the following table.
Name DNS server

NICT Inherit from virtual network

NIC2 10.10.04

NIC3 Inherit from virtual network

Serverl is a DNS server that contains the resources shown in the following table.
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Name Type Value
contoso.com Primary DNS zone Not applicable
Host1.contoso.com | A record 131.10/.10.15

You have an Azure private DNS zone named cantose com that has a virual network ik to VNET2 and the records shown in the following table.
Name Type Value
Host1 | A record 131.107.200.20
Host2 | A record 131.107.50.50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Server2 resolves host2.contoso.com to 131.107.50.50. O 1O
Server?2 resolves host1.contoso.com to 131.107.10.15. O O
Server3 resolves host2.contoso.com to 131.107.50.50. G|l O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 198
- (Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to ensure that an Azure Active Directory (Azure AD) user named Adminl is assigned the required role to enable Traffic Analytics for an Azure
subscription.
Solution: You assign the Owner role at the subscription level to Adminl. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The Owner role is a very high-level role that grants full access to manage all resources in the scope, including the ability to assign roles to other users. This role
does not follow the principle of least privilege, which means that you should only grant the minimum level of access required to accomplish the goal.

To enable Traffic Analytics for an Azure subscription, you need to have a role that grants you the following permissions at the subscription level:

? Microsoft.Network/applicationGateways/read

? Microsoft.Network/connections/read

? Microsoft.Network/loadBalancers/read

? Microsoft.Network/localNetworkGateways/read

? Microsoft.Network/networklInterfaces/read

? Microsoft.Network/networkSecurityGroups/read

? Microsoft.Network/publiclPAddresses/read

? Microsoft.Network/routeTables/read

? Microsoft.Network/virtualNetworkGateways/read

? Microsoft.Network/virtualNetworks/read

? Microsoft.Operationallnsights/workspaces/*

Some of the built-in roles that have these permissions are Owner, Contributor, or Network Contributorl. However, these roles also grant other permissions that
may not be necessary or desirable for enabling Traffic Analytics. Therefore, the best practice is to use the principle of least privilege and create a custom role that
only has the required permissions for enabling Traffic Analytics2.

Therefore, to meet the goal of ensuring that an Azure AD user named Adminl is assigned the required role to enable Traffic Analytics for an Azure subscription,
you should create a custom role with the required permissions and assign it to Adminl at the subscription level.

NEW QUESTION 201

- (Topic 5)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You have a CSV file that contains the names and email addresses of 500 external users. You need to create a quest user account in contoso.com for each of the
500 external users.

Solution: from Azure AD in the Azure portal, you use the Bulk create user operation. Does this meet the goal?

A. Yes
B. No
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Answer: B

Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite?source=recommendations
information and invitation preferences

- UB%&%%’?HE@ HSEIS Ao pkeRpre a comma-separated value (.csv) file with the user

- Verify the users were added to the directory

NEW QUESTION 202

- (Topic 5)

You have an Azure subscription that contains the virtual machines shown in the following table.
javascript:void(0)

Name Public IP SKU Connected to Status
VM1 None | VNET1/Subnet1 | Stopped (deallocated)
VM2 Basic | VNET1/5ubnet2 Running

You deploy a load balancer that has the following configurations:

* Name: LB1

* Type internal

» SKU: Standard

* Virtual network VNET1

You need to ensure that you can add VM1 and VM2 to the backend pool of LB1.

Solution: You create a Basic SKU public IP address, associate the address to the network interface of VM1, and then start VML1.
Does this meet the goal?

A. Yes

No
B.

Answer: B

Explanation:

You can only attach virtual machines that are in the same location and on the same virtual network as the LB. Virtual machines must have a standard SKU public
IP or no public IP.

The LB needs to be a standard SKU to accept individual VMs outside an availability set or vmss. VMs do not need to have public IPs but if they do have them they
have to be standard SKU. Vms can only be from a single network. When they don’t have a public IP they are assigned an ephemeral IP.

Also, when adding them to a backend pool, it doesn’t matter in which status are the VMs. Note: Load balancer and the public IP address SKU must match when
you use them with public IP addresses.

NEW QUESTION 203
- (Topic 5)
You have an app named Appl that runs on two Azure virtual machines named VM1 and VM2.
You plan to implement an Azure Availability Set for Appl. The solution must ensure that Appl is available during planned maintenance of the hardware hosting
VM1 and VM2.
What should you include in the Availability Set?

A. one update domain
B. two update domains
C. one fault domain

D. two fault domains

Answer: B

NEW QUESTION 204

- (Topic 5)

You plan to deploy three Azure virtual machines named VM1, VM2, and VM3. The virtual machines will host a web app named App1l.
You need to ensure that at least two virtual machines are available if a single Azure datacenter becomes unavailable.

What should you deploy?

A. all three virtual machines in a single Availability Zone
B. all virtual machines in a single Availability Set

C. each virtual machine in a separate Availability Zone
D. each virtual machine in a separate Availability Set

Answer: C

Explanation:

An Availability Zone in an Azure region is a combination of a fault domain and an update domain. For example, if you create three or more VMs across three
zones in an Azure region, your VMs are effectively distributed across three fault domains and three update domains. The Azure platform recognizes this
distribution across update domains to make sure that VMs in different zones are not updated at the same time.

Reference link

https://learn.microsoft.com/en-us/training/modules/configure-virtual-machine-availability/5-review-availability-zones

NEW QUESTION 205

- (Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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You have an app named Appl that is installed on two Azure virtual machines named VM1 and VM2. Connections to Appl are managed by using an Azure Load

Balancer.
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The effective network security configurations for VM2 are shown in the following exhibit.
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You discover that connections to Appl from 131.107.100.50 over TCP port 443 fail. You verify that the Load Balancer rules are configured correctly.

You need to ensure that connections to Appl can be established successfully from 131.107.100.50 over TCP port 443.
Solution: You create an inbound security rule that denies all traffic from the 131.107.100.50 source and has a cost of 64999.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 209
HOTSPOT - (Topic 5)
You have an Azure subscription.

You need to deploy a virtual machine by using an Azure Resource Manager (ARM) template.

How should you complete the template? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

“$schema®™:

A. Mastered

"type”: "Microszoft.Compute/virtualMachines™,

“dependson™

i

[

reference
resourceld
Urmnon

|

“"properties™:

r
L

w | {‘Microsoft.Network/networkInterfaces,",

“storageProfile™: {

“"publisher™:

“offer™ :

“werzion™ :

B. Not Mastered

Answer: A

Explanation:

- dependsON: resourecelD
- storageProfile: ImageReference Reference :

https://learn.microsoft.com/en-us/azure/azure-resource-manager/templates/resource-dependency#dependson
https://learn.microsoft.com/en-us/javascript/api/@azure/arm-compute/storageprofile ?view=azure-node-latest

NEW QUESTION 211
HOTSPOT - (Topic 5)
You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. You add the users in the following table.

Array

Image
ImageReference

vhd

sku™
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Tlatezt”™

"WindowsServer"™,

i TZl9-Datacenter”

"MicrosofthWindowsServer™,

“https://schema. management.azure.com/schemas,/2015-21-01/deploymentTemplate. jsona™,

fagEqL :I]-
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User Role
User1 Owner
User2 Security Admin
User3 Network Contributor

Which user can perform each configuration? To answer select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Add a subnet to VNet1: Userl and User3 only -
Userl only
Usera only
Userd and User3 only
Userl, Userd, and Liser3

Assign a user the Reader role to VNet1:  User1 only -
User2 only
User3 only

Userl and User2 only
User2 and User3 only
Userl, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Userl - The Owner Role lets you manage everything, including access to resources.
User3 - The Network Contributor role lets you manage networks, including creating subnets.
User2 - The Security Admin role can view security policies, view security states, edit security policies, view alerts and recommendations, dismiss alerts and
recommendations.

NEW QUESTION 215

HOTSPOT - (Topic 5)

You plan to use Azure Network Watcher to perform the following tasks:

? Taskl: Identify a security rule that prevents a network packet from reaching an Azure virtual machine

? Task2: Validate outbound connectivity from an Azure virtual machine to an

external host

Which feature should you use for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Task1: v
IP flow verify

Next hop

Packet capture

Security group view

Traffic Analytics

Task2: ‘ v

Connection troubleshoot
IP flow verify

Next hop

NSG flow logs

Traffic Analytics

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Task 1: IP flow verify

The IP flow verify capability enables you to specify a source and destination IPv4 address, port, protocol (TCP or UDP), and traffic direction (inbound or outbound).
IP flow verify then tests the communication and informs you if the connection succeeds or fails. If the connection fails, IP flow verify tells you which security rule
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allowed or denied the communication, so that you can resolve the problem.

Task 2: Connection troubleshoot

The connection troubleshoot capability enables you to test a connection between a VM and another VM, an FQDN, a URI, or an IPv4 address. The test returns
similar information returned when using the connection monitor capability, but tests the connection at a point in time, rather than monitoring it over time.

NEW QUESTION 220
HOTSPOT - (Topic 5)

You have an Azure subscription that contains an Azure Storage account named storageaccountl.
You export storageaccountl as an Azure Resource Manager template. The template contains the following sections.

r
L
"type": "Microsoft.Storage/storageAccounts”,
apiversion”: "2019-06-017,
"name"”: "storageaccountl”,
"location”: "eastus”,
Il-d_.._ [l _r
& o b L
“name”: "Standard_LRS",
“tier": "Standard”

nd "Storagev2",
“properties”: {

- 1 ™ o 1 & r

(2l ] ™5 1:_5 l,.
"bypass”: "AzureServices”,
"virtuslNetworkRules™: [],
“"ipRules™: []

4
“supportsHttpsTrafficOnly”: true,
“encryption”: {
"services": {
“file": {
keyType™: "Account"”,
enabled”™: true
}s
“blob™: {
"keyType": "Account",
“enabled”: true
1
}s
"keySource”: "Microsoft.Storage”
}s
“accessTier”: "Hot"

e

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

A server that has a public IP address of 131.107.103.10 can access storageacoount?.

Individual blobs in storageaccount can be set to use the archive tier.

Global administrators in Azure AD can access a file share hosted in storageaccount! by
using their Azure AD credentials.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

Statements Yes Mo

=
A server that has a public IP address of 131.107.103.10 can access storageacoount 1. y 31
Individual blobs in storageaccount can be set to use the archive tier.

Global administrators in Azure AD can access a file share hosted in storageaccount by ! [
using their Azure AD credentials.,

NEW QUESTION 224

HOTSPOT - (Topic 5)

You have a hybrid deployment of Azure AD that contains the users shown in the following
table.

Name User type On-premises sync enabled
User1 Member No
User2 Member Yes
User3 Guest No

You need to modify the JobTitle and UsagelLocation attributes for the users.

For which users can you modify the attributes from Azure AD? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

JobTitle: User! and User3 only w
User] only
User1 and UserZ only

User1 and User3 only

Userl, User2, and User3

Usagelocation: Userl, Userd and Userd ™
User! onby
Uiser1 and User? only
User] and User3 only

Liser1, User?, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1:Userl and User3 only
You must use Windows Server Active Directory to update the identity, contact info, or job info for users whose source of authority is Windows Server Active
Directory.
Box 2: Userl, User2, and User3
Usage location is an Azure property that can only be modified from Azure AD (for all users
including Windows Server AD users synced via Azure AD Connect).

NEW QUESTION 225
HOTSPOT - (Topic 5)
You plan to deploy the following Azure Resource Manager (ARM) template.
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"$rchema™: "https://schens . managesent . azore . com) s chemas /301501 -01 /deployment Template. jsoni™,
"contentVersion”:"1.0.0.07,
“parancters”:{),
“wariables™:|
"wnetId®: [ resourceld( "Nicrosoft . Network/virtualWetworks /", "WMNET1')]",
"1blgd": " [rescurceld( "Microsoft .Network/loadBalancers/", "LB1"}]",
"sku™ :"Standard”,
“netname™: " APPL"

“resources” |

\

“apiVersion™:"2017-08-81",
"type™ : “Microsoft .Netuwork/losdBal ancers™,
"name™ ;"LB1",
"lotation™ :"Eastus”,
"aku":{

“nane™: " [variables( sku") ]~
|
"properties™:|

“frontend[Plonf jgurations™ |

g

i

“name” : "[variables( ‘netname )17,

)
B

“loadBalanc ingRules”:
o L'""".“f 'Iﬁ?u-.‘r [

“frontendIPConfiguration”:(
"{d":"[concat(varisbles( 1bld" ), " /frontendIPConfigurations/ ", wvarlables('netnane’}}]"”
ie
“bac kendaddressPool ™ : |
“id":"[concat(variables("1blId ), °/backendAddressPools/”  varisbles( 'netnamse"), *“-Servers”)]"”

!l

- Ll

probe” : {
*ld*:"[concat(varisbles( 1bld"), */forobes/probe’)]”

1

¥

“backendPort™ : 8080,

“protocol”: “Tep®,

*froatendPort™ 80,

“enablef loatingIP":false,
"idleTimecut InMinutes”: 4,
*loadblstributlon™: " Source [PProtocol”

i
ls
"probes” ;[
{
"name” : “probe”,
"properties”: |
“protocol™:"Tep”®,
“port” 5080,
“interval InSeconds™: 15,
"mumberOfProbes”™: 2

}
For each of the following statements, select Yes . Otherwise, select No. NOTE: Each correct selection is worth one point.
Statements Yes MNa

LE1 will be connected to a subnet named VNET1/netname.
LB1 can be deployed only to the resource group that contains VMET1.

The value of the sku vanable can be provided as a parameter when the template is deployed

Answer:
Statements Yes [ [-]

LE1 will be connected to a subnet named YVNET 1/netname.
LE1 can be deployed only to the resource group that contains VNET1. ) I g "
The value of the sk variable can be provided as a parameter when the template is deployed
A. Mastered
B. Not Mastered
Answer: A
Explanation:
? LB1 will be connected to a subnet named LB1 in VNETL1. Yes, this is correct. The template specifies that the load balancer resource named LB1 has a property
called frontendIPConfigurations, which defines the subnet where the load balancer is located. The value of this property is a reference to the resource ID of the
subnet named LB1 in VNET1. You can see this reference in line 38 of the templatel.

? LB1 can be deployed only to the resource group that contains VNET1. No, this is
not correct. The template does not specify a resource group for the load balancer resource, which means it can be deployed to any resource group in the same
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subscription as VNET1. However, if you want to deploy the load balancer to a specific resource group, you can add a property called resourceGroup to the

reference of the subnet in line 382.

? The value of the sku variable can be provided as a parameter when the template is
deployed. No, this is not correct. The template defines the sku variable as a constant value of “Standard” in line 9. This means that the value cannot be changed
or overridden by a parameter when the template is deployed. If you want to make the sku value configurable, you need to change the variable definition to a

parameter definition, and use the parameter reference instead of the variable reference in line 363.

NEW QUESTION 230
HOTSPOT - (Topic 5)
You have the role assignment file shown in the following exhibit.

*RoleAssignmentId™: "a3l10B585-0a5d-45712-91a3-aasd2dT3999",
cope: “Jaubzcriptions/fb960108-{cdec-499b-8860-d9c31d312601",

BlaplayMName™:

1 I RiMame" 2

"EoleDafinitionMama™ :

“Usearl”,;

“Userlfcontoso.onmlicrosorlt

s COom™

*Ownor”,

“"RolaAssignmentId™: “ababd7é3-1bea9-4dbd-9fcd-aeelccilatla”™,
Scope”: “Sfsubscriptis
“DisplayName™: “User?”,

"SigninName™: “User?Bcontoso.onmicrosoft.com”™,

“aala D

afindE LonNama™

“"RolefzsignmentId”: "al71lc023-40a3-4bTf-8680=-11080L40270c5",
Microsoft.Compute/virtualMachinas,/VYM1"™,
Displaykame®: “User3”,

SignInName*™ :

or 3fcontoso.onmicrosof b, com®™,

“*REaleDafinitionMama™: ™0Owner®,

}l

{
“RoleAzasignmentId®: “chbi%eTda=-Tédd=-4888=-93b5-8afb2bbTa0b4"~,
“Scope”: “Saubscriptions/fb%60108=-fodc-499b-006e-d9c3 1431261 [/ raa:
“Displaybame”: “Userd®™;
“SignInMame*: “UserdBcontosco.onmicrosoft.com®™,
"*REoleDefinitionMama”: “Contributor®,

|

|

Use the drop-down menus to select the answer choice that completes

na/fb960108-focde-499b-8086a-A9c31d3M261 1/ ras:

Scope”: “faubscriptions/fb9&0108-fode-499b-006a-dBci1d3rZ26L L froa

ureaiGroups/RG2Y,

ourcaGroups/RG1//providers/f

wrceGroups/RGIY,

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worm one point.
Answer Arca

[Answer cholce] assigned the Owner role for VM1,

[Answer cholce] can create a virtual machine in RG1,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

[Answer cholce] assigned the Owner role for VM1,

-
User3 and Userd are
User] and Users are
User], Users, and Userd are
User], Userd, Userd, and Liserd are

| |
Liser1 and Liserd
Userl, Userd, and User3
User1, User2, and Userd
User, User3, and Userd
User1, User2, User3, and Userd

Usera and Userd are

[Answer cholce] can create a virtual machine in RG1,
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User], Userd, and Userd are
User], User2, User3, and Liserd are

| v |
Lserl and Userd _ _

| User), User2 and User3 I

(JeerT, User2, and Userd —

User1, Userd, and Userd
User1, User2, User3, and Userd
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NEW QUESTION 234
HOTSPOT - (Topic 5)

You have an Azure subscription that contains the Azure virtual machines shown in the following table.

Name Operating system Subnet Virtual network
VM1 Windows Server 2019 Subnetl VNET1
VM2 Windows Server 2019 Subnet2 VNET1
VM3 Red Hat Enterprise Linux 7.7 | Subnet3 VNET1

You configure the network interfaces of the virtual machines to use the settings shown in the following table

Name DNS server
VM1 None
VM2 192.168.10.15
VM3 192.168.10.15

From the settings of VNETL, you configure the DNS servers shown in the following exhibit.

DNS servers

O Default (Azure-provided)
(®) Custom

193.77.13410 ***

Add DNS sel | ***

The virtual machines can successfully connect to the DNS server that has an IP address of 192.168.10.15 and the DNS server that has an IP address of

193.77.134.10.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

VM1 connects to 193.77.134.10 for DNS queries.
VM2 connects to 193.77.134.10 for DNS queries.

VM3 connects to 192.168.10.15 for DNS queries.

Answer:

VM1 connects to 193.77.134.10 for DNS queries.
VM2 connects to 193.77.134.10 for DNS queries.

VM3 connects to 192.168.10.15 for DNS queries.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Yes

You can specify DNS server IP addresses in the VNet settings. The setting is applied as the default DNS server(s) for all VMs in the VNet.

Box 2: No

You can set DNS servers per VM or cloud service to override the default network settings.

Box 3: Yes
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You can set DNS servers per VM or cloud service to override the default network settings.

NEW QUESTION 239

HOTSPOT - (Topic 5)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains the servers shown in the
following table.

Name IP address Role
DC1 192.168.2.1/16 | Domain controller
DNS server
Server1 | 192.168.2.50/16 | Member server

You plan to migrate contoso.com to Azure.

You create an Azure virtual network named VNET1 that has the following settings:

» Address space: 10.0.0.0/16

* Subnet:

o Name: Subnetl o IPv4: 10.0.1.0/24

You need to move DC1 to VNETL1. The solution must ensure that the member servers in contoso.com can resolve AD DS DNS names.
How should you configure DC1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

IP address: | Use 10.0.1.3 ']
Obtain an [P address automatically

Use 10.0.2.1
Use 192.168.2.1

Name resolution:  Create an Azure Private DNS zone named contoso.com. =
Configure VNET1 to use a custom DNS server.
Configure VNET1 to use the default Azure-provided DNS server

Create an Azure Private DNS zone named contoso.com.

Create an Azure public DNS zone named contoso.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? IP address: You should use 10.0.1.3 as the IP address for DC1. This is because DC1 needs to have a static IP address within the subnet range of VNET1, which
is 10.0.1.0/241. You cannot use 10.0.2.1 or 192.168.2.1, as they are outside of the subnet range of VNETL1. You also cannot obtain an IP address automatically,
as this may cause DC1 to lose its IP address and break the DNS resolution for the domain members2.

? Name Resolution: You should configure VNET1 to use a custom DNS server that

points to the IP address of DC1, which is 10.0.1.33. This is because DC1 is the domain controller and DNS server for contoso.com, and it needs to resolve the AD
DS DNS names for the domain members that are in Azure or on-premises. You cannot use the default Azure-provided DNS server, as it does not support AD DS
DNS names. You also do not need to create an Azure Private DNS zone or an Azure public DNS zone named contoso.com, as these are not required for AD DS
DNS resolution.

NEW QUESTION 242

- (Topic 5)

You have an Azure subscription that contains a user named Userl.

You need to ensure that Userl can deploy virtual machines and manage virtual networks. The solution must use the principle of least privilege.
Which role-based access control (RBAC) role should you assign to User1?

A. Owner

B. Virtual Machine Administrator Login
Contributor

B: Virtual Machine Contributor

Answer: D

Explanation:

To ensure that Userl can deploy virtual machines and manage virtual networks, you need to assign an RBAC role that grants the necessary permissions to
perform these tasks. The solution must also use the principle of least privilege, which means that you should only grant the minimum level of access required to
accomplish the goal.

Based on these requirements, the best RBAC role to assign to Userl is D. Virtual Machine Contributor. This role allows Userl to create and manage virtual
machines, disks, snapshots, and network interfaces. It also allows Userl to connect virtual machines to existing virtual networks and subnets. However, it does not
allow Userl to create or delete virtual networks or subnets, or to access the virtual machines themselves. This role follows the principle of least privilege by limiting
Userl’s access to only the resources and actions that are relevant to deploying virtual machines and managing virtual networks1.

NEW QUESTION 243
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- (Topic 5)
You have an Azure App Service app named Appl that contains two running instances. You havean autoscale rule configured as shown in the following exhibit

For the instance limits stale condition setting, you set Maximum to 5. During a 30-minute period. Appl uses 60 percent of the available memory.
What is the maximum number of instances tor Appl during the 30-minute pefiod:

00w
aabh wWN

Answer: C

Explanation:

The exhibit shows that you have an autoscale rule configured for your App Service app named Appl. The rule is based on the memory percentage metric, which
measures the average amount of memory used by all the instances of your app. The rule has the following settings:

? Scale out action: Add 1 instance when the memory percentage is greater than or

equal to 80% for a duration of 10 minutes.

? Scale in action: Remove 1 instance when the memory percentage is less than or equal to 60% for a duration of 10 minutes.

? Instance limits: The minimum number of instances is 2, and the maximum number of instances is 5.

According to the question, during a 30-minute period, Appl uses 60% of the available memory. This means that the scale in action is triggered, but not the scale
out action. Therefore, one instance is removed from Appl every 10 minutes, until the minimum number of instances is reached.

Since Appl initially has two running instances, after the first 10 minutes, one instance is removed and Appl has one instance left. However, since the minimum
number of instances is set to 2, another instance is added back to Appl to meet the minimum requirement. Therefore, after the first 10 minutes, Appl still has two
instances.

After the second 10 minutes, the same process repeats. One instance is removed due to the scale in action, and another instance is added back due to the
minimum requirement. Therefore, after the second 10 minutes, App1 still has two instances.

After the third 10 minutes, there is no change in the number of instances, because Appl already has the minimum number of instances. Therefore, after the third
10 minutes, App1l still has two instances.

Therefore, during the 30-minute period, Appl never has more than two instances running at any given time. However, since one instance is removed and added
back every 10 minutes, there are four different instances that are used by App1 during the period. Hence, the maximum number of instances for Appl during the
period is four.
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NEW QUESTION 247
HOTSPOT - (Topic 5)

the users shown in the following table. The groups are configured as shown in the following table.

e RG1 | Access control (IAM)

Role atsignments Rl ey i

-
Ao Age I (1 Mumber of role asigaments far this subseription
¢ N
Typa 1 AN By

Satting . REr

[ ST Typee Hole Sope
O Secunty M
r

. j T T

Tt 5% FArT g Rr At

Al Seope - AN Eopa Gt By - Rbla

Coneiition

You have an Azure subscription that contains

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Answer:
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

You can assign User2 the Owner role for RG1

You can assign User3 the Owner role for RG1

You can assign User3 the Owner role for RG1

RG1

Statements

You can assign User2 the Owner role for RG1

You can assign User3 the Owner role for RG1

You can assign User3 the Owner role for RG1

RG1

by adding Group2 as a member of Group?

by adding Group3 as a member of Group!

by assigning the Owner role to Group3 for

by adding Group2 as a member of Group?

by adding Group3 as a member of Group!

by assigning the Owner role to Group3 for

Yes

https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept#how-are- role-assignable-groups-protected
"Group nesting isn't supported. A group can't be added as a member of a role-assignable group.”

For the second question:

Ne

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/how-to-manage- groups#add-or-remove-a-group-from-another-group

"We currently don't support:

Adding Microsoft 365 groups to Security groups or other Microsoft 365 groups. "
For the third question, although it appears truncated in the screenshot (ending with “for...") there is a reference about Microsoft 365 groups support for roles
assignment here: https://learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept#how-role- assignments-to-groups-work
"To assign a role to a group, you must create a new security or Microsoft 365 group with the is AssignableToRole property set to true. "

NEW QUESTION 249
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