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NEW QUESTION 1
- (Topic 1)
Your organization wants an economical solution to store data such as files, graphical images, and videos and to access and share them securely.
Which Google Cloud product or service should your organization use?

A. Cloud Storage
B. Cloud SQL
C. Cloud Spanner
D. BigQuery

Answer: A

Explanation: 
 - Google Storage is GCP's version of AWS Simple Storage Service (S3) and an S3 bucket would be equivalent to a Google Storage bucket across the two clouds

NEW QUESTION 2
- (Topic 1)
Your company has multiple internal applications used by your employees. You also have to give access to certain vendors and contractors. What is a good option
for you to adopt?

A. Keep the credentials separate for each application to reduce the blast radius in case of any issues.
B. Use an external identity provider that is famous and popular like Facebook or Twitter; that way, even your vendors and contractors will have an account there.
C. Allow all users, especially contractors and vendors, to bring their own identities, like those at gmail.com.
D. Use an IDaaS (Identity as a Service) product that can centrally manage authenti-cation and authorization for the applications.

Answer: D

Explanation: 

IDaaS - identity providers managed by the company give better control over security and privacy. Security/access can be set granularly, while also being
centralized. You don't have to manage multiple credentials.

NEW QUESTION 3
- (Topic 1)
Your organization meant to purchase a 3-year Committed Use Discount, but accidentally purchased a 1-year Committed Use Discount instead. What should your
organization do?

A. Contact your financial institution.
B. Contact Trust and Safety.C Contact Cloud Billing Support.
C. Contact Technical Support.

Answer: C

Explanation: 
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https://cloud.google.com/compute/docs/instances/signing-up-committed-use-discounts

NEW QUESTION 4
- (Topic 1)
Your organization needs to ensure that the Google Cloud resources of each of your departments are segregated from one another. Each department has several
environments of its own: development, testing, and production. Which strategy should your organization choose?

A. Create a project per department, and create a folder per environment in each project.
B. Create a folder per department, and create a project per environment in each folder.
C. Create a Cloud Identity domain per department, and create a project per environment in each domain.
D. Create a Cloud Identity domain per environment, and create a project per department in each domain.

Answer: B

Explanation: 

Reference link- https://cloud.google.com/resource-manager/docs/creating-managing- folders
Reference link- https://stackoverflow.com/questions/59460623/how-to-create-a-folder-a-project-under-it-with-deployment-manager-google-cloud

NEW QUESTION 5
- (Topic 1)
Which of the following options is/are correct about Preemptible VMs?

A. Preemptible VMs don't have fixed pricing.
B. Both A & B
C. None of the Above.
D. You can not use Preemptible VMs at fault-tolerant workloads such as high-performance computing, big data and analytics, continuous integration/continuous
delivery (CI/CD), rendering/transcoding, and testing.

Answer: C

Explanation: 
 Preemptible VMs:
Predictable and low cost
Preemptible VMs are up to 80% cheaper than regular instances. Pricing is fixed so you will always get low cost and financial predictability, without worrying about
variable market pricing.
Expand your batch processing
Supplement your regular VMs with lower-cost, preemptible instances to finish your compute-intensive work faster, saving you time and money. Throw preemptible
VMs at fault-tolerant workloads such as high performance computing, big data and analytics, continuous integration/continuous delivery (CI/CD),
rendering/transcoding, and testing.
Get more from your containers
Containers are naturally stateless and fault tolerant, making them a great fit for preemptible VMs! You save on your containerized workloads today with these
affordable compute instances. Take advantage of Google Kubernetes Engine for your containerized workloads and Managed Instance Groups to painlessly and
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seamlessly recover from preemptions.
Enable it instantly
Simply add --preemptible to the gcloud command line and you're off to the races. There's no bidding to code for, and with per-second billing, just shut down your
VMs as soon as you're done.

NEW QUESTION 6
- (Topic 1)
Your organization wants to migrate its data management solutions to Google Cloud because it needs to dynamically scale up or down and to run transactional
SQL queries against historical data at scale. Which Google Cloud product or service should your organization use?

A. BigQuery
B. Cloud Bigtable
C. Pub/Sub
D. Cloud Spanner

Answer: D

Explanation: 

Reference: https://cloud.google.com/terms/services
Cloud Spanner is a fully-managed, mission-critical relational database service. It is designed to provide a scalable online transaction processing (OLTP) database
with high availability and strong consistency at global scale

NEW QUESTION 7
- (Topic 1)
A company with its own private data center has called you in for help with their disaster recovery planning. News of multiple ransomware attacks has made them
very anxious. They want to make they are well prepared for such an eventuality. Which of these would be good recommendations?

A. It is better to have redundancy; so, set up another private data center nearby so that you can quickly go over in case of an emergency.
B. It is better to have redundancy; use one or many of the Google Cloud datacenters as a backup location.
C. The one data center is enough, as long as the data is encrypted; attackers won't be able to read the data.
D. The one data center is enough as long as you regularly back up data and save it in another place in the same DC.

Answer: B

Explanation: 

A single data center is vulnerable. So any option involving that is not good. Reference Link:- https://www.coresite.com/blog/data-center-redundancy

NEW QUESTION 8
- (Topic 1)
Your organization recently migrated its compute workloads to Google Cloud. You want these workloads in Google Cloud to privately and securely access your
large volume of on- premises data, and you also want to minimize latency.
What should your organization do?

A. Use Storage Transfer Service to securely make your data available to Google Cloud
B. Create a VPC between your on-premises data center and your Google resources
C. Peer your on-premises data center to Google’s Edge Network
D. Use Transfer Appliance to securely make your data available to Google Cloud

Answer: C

Explanation: 
Graphical user interface, text, application, Word, email

Description automatically generated https://cloud.google.com/network-connectivity/docs/direct-peering

NEW QUESTION 9
- (Topic 1)
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Your organization runs many workloads in different Google Cloud projects, each linked to the same billing account. Each project's workload costs can vary from
month to month, but the overall combined cost of all projects is relatively stable. Your organization needs to
optimize its cost.
What should your organization do?

A. Purchase a commitment per project for each project’s usual minimum
B. Create a billing account per project, and link each project to a different billing account
C. Turn on committed use discount sharing, and create a commitment for the combined usage
D. Move all workloads from all different projects into one single consolidated project

Answer: C

Explanation: 
Turn on committed use discount sharing, and create a commitment for the combined usage
Sharing your committed use discounts across all your projects reduces the overhead of managing discounts on a per-project basis, and maximizes your savings by
pooling all your discounts across your projects' resource usage. If you have multiple projects that share the same Cloud Billing account, you can enable committed
use discount sharing so all of your projects within that Cloud Billing account share all of your committed use discount contracts. Your sustained use discounts are
also pooled at the same time. That is, sustained use discounts are calculated using the total resources across these projects, rather than just the resources within
a single project.

Reference link- https://cloud.google.com/compute/docs/instances/signing-up-committed-use-discounts#sharing_committed_use_discounts_across_projects

NEW QUESTION 10
- (Topic 1)
Your organization wants to optimize its use of Google Cloud’s discounts on virtual machine-based workloads. You plan to use 200 CPUs constantly for the next 3
years, and you forecast that spikes of up to 300 CPUs will occur approximately 30% of the time. What should you choose?

A. 1-year committed use discount for 200 CPUs
B. 3-year committed use discount for 300 CPUs
C. 3-year committed use discount for 200 CPUs
D. Regular pay-as-you-go pricing

Answer: C

Explanation: 
 you can get a 57% discount by agreeing to commit to a 3-year contract. Any usage over the commitment will just be billed at the standard rate. Since they only
need 300 CPUs 30% of the time, will pick answer C so that we are not paying usage off 300 CPUs all of the time. This gives us a discount of 57% for 200 CPU's,
huge cost savings.

NEW QUESTION 10
- (Topic 1)
Your organization needs to process large amounts of data from an online application that operates continuously. You do not want to be required to provision
infrastructure or create server clusters. What should your organization choose?

A. Compute Engine with BigQuery
B. Dataproc
C. Google Kubernetes Engine with Cloud Bigtable
D. Dataflow

Answer: D

Explanation: 
 You do not want to be required to provision infrastructure or create server clusters. Because Unified stream and batch data processing that's serverless, fast, and
cost-effective.
Reference link- https://cloud.google.com/dataflow

NEW QUESTION 11
- (Topic 1)
The government has ordered an audit of your company's data. You have hired an external company to conduct the audit. They need to be able to review the data
stored in your Cloud Storage buckets across eight projects. How would you grant them access?

A. Give the auditors an Owner role on the eight buckets so that they have proper access.
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B. Give them Storage Object Viewer access to the buckets in those eight projects.
C. They might need access to all projects as the audit progresses; so give them access to all Storage buckets so that you don't have to do it repeatedly later on.
D. They might need access to all projects as the audit progresses; so give them the Editor role on all Storage buckets so that you don't have to do it repeatedly
later on.

Answer: B

Explanation: 
 Apply the Principle of Least Privilege and only provide read permissions on only the required buckets. No more, no less
https://cloud.google.com/storage/docs/access-control/iam-roles

NEW QUESTION 12
- (Topic 1)
A video game organization has invested in cloud technology to generate insights from user behaviors. They want to ensure recommendations of games are
aligned to players' interests. What may have prompted this business decision?

A. Customers expect faster time to market for games.
B. Employees expect source code changes to be deployed faster.
C. Customers expect a personalized experience.
D. Employees expect more predictable data management spending.

Answer: C

Explanation: 
 Because in the cloud era, users expect more personalization and customization.

NEW QUESTION 16
- (Topic 1)
Your team has developed a machine learning model for your customer. The test results indicate very strong predictive capability. The model is then deployed in
production. Evaluation of the predictions in production show that they are off by a pronounced margin. What is the issue and how can you solve for it?

A. The model is under fitte
B. Train with less data.
C. The model is over fitte
D. Add more features to the model to fix it.
E. The model is fine since the test results are goo
F. Fix the production of incoming data.
G. The model is overfitte
H. Train with more data.

Answer: D

Explanation: 
 If our ML model does well on the training set than on the production set, then we're likely over fitting. Training with more data would be one solution.

NEW QUESTION 17
- (Topic 3)
How can a streaming service meet global compliance requirements using the cloud?

A. By automatically encrypting personally identifiable information
B. By obtaining a business license to operate in a new market
C. By allowing users to disable two-factor authentication
D. By adhering only to data polices of the country in which the head office is registered

Answer: A

NEW QUESTION 20
- (Topic 3)
An organization wants to build autoscaling web applications without having to manage application infrastructure
Which Google Cloud product should they use?

A. App Engine
B. AutoML
C. Anthos
D. Apigee

Answer: A

Explanation: 
 Per Google docs, App Engine, allows for "freeing up your developers with zero server management and zero configuration deployments".
https://cloud.google.com/appengine

NEW QUESTION 24
- (Topic 3)
How is service availability measured in the context of cloud technology?

A. Number of available regions
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B. Percentage of uptime
C. Speed of response time
D. Number of downtime incidents

Answer: B

NEW QUESTION 27
- (Topic 3)
An organization wants to leverage tooling and automation as part of its new DevOps philosophy.
Which operational challenge will this resolve?

A. Repetitive manual tasks that hinder workflows
B. Time-consuming supervision of creative tasks
C. Distribution and supply-chain issues
D. Defective technical equipment that limits innovation

Answer: A

NEW QUESTION 30
- (Topic 3)
An organization needs to categorize text-based customer reviews on their website using a pre-trained machine learning model.
Which Google Cloud product or service should the organization use?

A. Cloud Natural Language API
B. Dialogflow
C. Recommendations AI
D. TensorFlow

Answer: A

Explanation: 
https://cloud.google.com/natural-language
Use entity analysis to find and label fields within a document—including emails, chat, and social media—and then sentiment analysis to understand customer
opinions to find actionable product and UX insights.

NEW QUESTION 31
- (Topic 3)
An organization wants to use BigQuery data analytics to understand their website performance, but wants to move only some data into the cloud.
Which environment should the organization use?

A. Private cloud
B. On-premises
C. Multi-cloud
D. Hybrid cloud

Answer: D

Explanation: 
 The assumption should be made that there is still a private network involved. Hybrid clouds always include a private cloud and are typically managed as one
entity. Multi-clouds always include more than one public cloud service, which often perform different functions.

NEW QUESTION 32
- (Topic 3)
An organization relies on online seasonal sales for the majority of their annual revenue. Why should the organization use App Engine for their customer app?

A. Automatically adjusts physical inventory in real time
B. Autoscales during peaks in demand
C. Runs maintenance during seasonal sales
D. Recommends the right products to customers

Answer: B

NEW QUESTION 37
- (Topic 3)
An organization wants to search hundreds of scanned documents for key information like dates, names, and other specific words.
Why should the organization use application programming interfaces (APIs)?

A. To replace the scanned documents with an online survey
B. To ingest data in real time and encrypt unmatched words
C. To create digital versions of the documents and locate key information
D. To transform the documents into unstructured data.

Answer: D

Explanation: 
 The text from the PDF/scanned documents/images gets converted into JSON (unstructured file) which will be further used for search.
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NEW QUESTION 42
- (Topic 3)
A global organization is developing an application to manage payments and online bank accounts in multiple regions. Each transaction must be handled
consistently in their database, and they anticipate almost unlimited growth in the amount of data stored.
Which Google Cloud product should the organization choose?

A. Cloud SQL
B. Cloud Spanner
C. Cloud Storage
D. BigQuery

Answer: B

NEW QUESTION 44
- (Topic 3)
An organization is struggling to meet user demand for change and wants to modernize their legacy applications by moving the applications to the cloud
Why would this help the organization satisfy user expectations'?

A. Toil automation helps make automatic updates
B. Updates can be pushed out more quickly to repair bugs
C. Customer data can be used to offer tailored content
D. DevOps requires that industry trends be measured and tracked

Answer: B

Explanation: 
 Moving legacy applications to the cloud can help organizations satisfy user expectations by enabling them to push out updates more quickly to repair bugs.

NEW QUESTION 46
- (Topic 3)
An organization wants to upskill their IT staff. How can they do this in a transformational way?

A. Prioritize training current employees instead of hiring new recruits with cloud experience.
B. Prioritize giving privileged access to third-party partners and contractors to fill IT knowledge gaps.
C. Create a culture of self-motivated, isolated learning with official training materials.
D. Create a culture of continuous peer-to-peer learning with official training materials.

Answer: D

NEW QUESTION 49
- (Topic 3)
An organization wants to use Apigee to manage all their application programming interfaces (APIs).
What will Apigee enable the organization to do?

A. Increase application privacy
B. Measure and track API performance Most Voted
C. Analyze application development speed
D. Market and sell APIs

Answer: B

Explanation: 
 Apigee's API Monitoring enables you to track your APIs to make sure they are up and running correctly. API Monitoring provides near real-time insights into API
traffic and performance, to help you quickly diagnose and solve issues as they arise.
Apigee works with APIs not necessarily applications. It allows organizations to gain actionable insights across the entire API value chain and monetize API
products and maximize the business value of digital assets. https://cloud.google.com/apigee#section-11

NEW QUESTION 52
- (Topic 3)
An organization has created an application that can diagnose different medical conditions when users submit images of their affected body parts.
Which Google Cloud product or service did the organization use?

A. App Engine
B. Machine learning
C. Cloud Logging
D. Cloud Profiler

Answer: B

NEW QUESTION 53
- (Topic 3)
An organization is searching for an open-source machine learning platform to build and deploy their own custom machine learning applications using TPUs.
Which Google Cloud product or service should the organization use?

A. TensorFlow
B. BigQuery ML
C. Vision API
D. AutoML Vision
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Answer: A

Explanation: 
https://en.wikipedia.org/wiki/TensorFlow TensorFlow is a free and open-source software library for machine learning and artificial intelligence. Developer Google
Brain Team

NEW QUESTION 55
- (Topic 3)
A retail organization has moved all of their inventory data to a relational database in the cloud.
What functionality does a relational database offer?

A. It analyzes unstructured data which can then be accessed in multiple regions
B. It stores transactional data which can then be accessed electronically
C. It stores large amounts of raw data in its original format
D. It rapidly analyzes large and multi-dimensional datasets

Answer: B

Explanation: 
 A relational database offers the functionality of storing transactional data, which can then be accessed electronically. Relational databases store structured data
that can be organized in tables with defined relationships between them. This makes them well- suited for transactional data, such as inventory data, that needs to
be accessed and updated frequently.

NEW QUESTION 56
- (Topic 3)
Which technology allows organizations to run multiple computer operating systems on a single piece of physical hardware?

A. Hypervisor
B. Containers
C. Serverless computing
D. Open source

Answer: A

NEW QUESTION 58
- (Topic 3)
An organization meets their service level objective (SLO) of 99 999% ("five nines") How much downtime do their end users experience per year?

A. 5 minutes
B. 500 minutes
C. 5 hours
D. 5 days

Answer: A

NEW QUESTION 59
- (Topic 3)
An employee receives an email from their internet service provider asking for their bank account number and password.
Which cybersecurity threat is this?

A. Ransomware
B. Distributed Denial of Service
C. Spamming
D. Phishing

Answer: D

Explanation: 
 The difference between spam and phishing is that, while they both may be inbox-clogging nuisances, only one (phishing) is actively aiming to steal login
credentials and other sensitive data. Spam is a tactic for hawking goods and services by sending unsolicited emails to bulk lists

NEW QUESTION 60
- (Topic 2)
You are working with a government agency. A web application serves users of the country. It al-lows citizens to receive certain services in providing their national
identity. Citizens have com-plained that they are seeing delays in web page loading compared to before. On investigating, they are seeing a lot of spurious traffic
coming in from a few IPs which they have identified as for-eign. What should they do?

A. Setup Firewall rules to deny access to the malicious IPs.
B. Setup Cloud Armor and add the malicious IPs to the deny list.
C. Setup Firewall rules to allow access only to the IPs from within the country.
D. Setup Cloud NAT and remove all the internal IPs and replace it with a single public IP.

Answer: B

Explanation: 
 Cloud Armor provides DDoS protection for applications. It can also "Filter your incoming traffic based on IPv4 and IPv6 addresses or CIDRs. Enforce geography-
based access controls to allow or deny traffic based on source geo using Google’s geoIP
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mapping."

NEW QUESTION 62
- (Topic 2)
Your company has made plans to roll out OpenShift, a Kubernetes platform solution offered by IBM Red Hat, across all its on-premises and public cloud
environments. Given that you are the lead architect responsible for your company's GCP deployments, what type of shared responsibility model will this
deployment entail for you?

A. SaaS
B. On premises
C. PaaS
D. IaaS

Answer: D

Explanation: 
 The key to remember here is that for a service provided (GCP in this case) to take responsibility for its PaaS, it must offer the service as a managed service. GCP
offers its own Kubernetes platform called GKE. But OpenShift is not a Google-offered PaaS solution. As such, Google will not take responsibility for the back-end
operations and design of your OpenShift environments. You will need to manage all the VMs that OpenShift will provision as part of its GCP deployment. So this is
an IaaS deployment from a shared responsibility model perspective.

NEW QUESTION 66
- (Topic 2)
A startup client of yours does offline data processing for a few of its clients. They are mi- grating their applications and the associated data to Google Cloud. They
have 100TB of data to move. They presently have a very small private data center setup connected to a local internet provider. The maximum bandwidth they are
able to get is 100Mbps. How long will it take them to transfer the data over the internet if the transfer goes smoothly?

A. About 12 days.
B. About 2 years.
C. About 100 days.
D. About 24 hours.

Answer: C

Explanation: 
 The key reason I included this question is to clarify some terminologies that will be important for your estimates. The data size mentioned is a TB terabyte. Note
the "byte". The speed is mentioned in Mbps, which is Megabits per second. Note the "bits". 8 bits make a byte. So, to get the actual number of bits transferred, you
need to multiply the TB number by 8.
Total data transferred (in bits) = 100 * 1,000,000,000,000 * 8 bits
Speed = 100Mbps = 100 * 1,000,000. i.e. 100 million bits are transferred per second. Hence time taken to transfer all the data = Total Data/Speed = 8,000,000
seconds.
Number of seconds in a day = 24*60*60 = 86,400
Total time taken in days = 8,000,000/86,400 = 92.59 days
Reference link- https://cloud.google.com/architecture/migration-to-google-cloud- transferring-your-large-datasets#online_versus_offline_transfer

NEW QUESTION 68
- (Topic 2)
A financial services company is running an experimental application workload that has a very large number of mathematical calculations involving floating-point
numbers. The current application that is running on compute engine is not providing enough speed and throughput. What are the options to increase the
processing performance?

A. Use a serverless option like Cloud Functions that will automatically scale as much as required.
B. Instead of using a "general purpose" machine family, use "compute-optimized" machine family.
C. Since processing could also be dependent on reading and writing data to the disk, use a fast Local SSD.
D. Attach GPUs to the virtual machine for number crunching.

Answer: D

Explanation: 
 Compute Engine provides graphics processing units (GPUs) that you can add to your virtual machines (VMs). You can use these GPUs to accelerate specific
workloads on your VMs such as machine learning and data processing. https://cloud.google.com/compute/docs/gpus

NEW QUESTION 70
- (Topic 2)
Which of the following are the current options for paid support in GCP? (Select Three An- swer)

A. Premier
B. Standard
C. Enhanced
D. Role
E. Premium

Answer: BCE

Explanation: 
 Because GCP provides three options for paid support which are Standard, Enhanced and Premium.
Basic Support is included with your Google Cloud subscription which cover only Case, phone, and chat support for billing issues only
Reference link- https://cloud.google.com/support
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NEW QUESTION 75
- (Topic 2)
Which Firebase quality tools help the developer track, prioritize & fix stability issues that erode the application quality?

A. Performance
B. App Distribution
C. Crashlytics
D. Test Lab

Answer: C

Explanation: 
 Firebase Crashlytics:
Get clear, actionable insight into app issues with this powerful crash reporting solution for iOS, Android, and Unity.
Firebase Crashlytics is a lightweight, real-time crash reporter that helps you track, prioritize, and fix stability issues that erode your app quality. Crashlytics saves
you troubleshooting time by intelligently grouping crashes and highlighting the circumstances that lead up to them.
Find out if a particular crash is impacting a lot of users. Get alerts when an issue suddenly increases in severity. Figure out which lines of code are causing
crashes.

NEW QUESTION 79
- (Topic 2)
Which of the following statements is / are correct about Machine Learning?

A. Machine learning examples include chatbots and automated virtual assistants to automate routine customer service tasks and speed up issue resolution.
B. Machine learning automates the job of building statistical models with Human In-tervention.
C. Robotic process automation (RPA) can not be attached with ML.
D. None of the Above.

Answer: A

Explanation: 
 Customer service
Machine learning examples include chatbots and automated virtual assistants to automate routine customer service tasks and speed up issue resolution.

NEW QUESTION 81
- (Topic 2)
Your company has signed up with a cloud provider and you will be using storage and vir- tual machines with the provider. The provider has provided your
organization some expec- tations for what the service should perform at. What type of agreement provides a guar- antee of a certain level of service such as
“Uptime”?

A. Performance Agreement
B. Interconnection Agreement
C. Warranty
D. Service Level Agreement

Answer: D

Explanation: 
 Service Level Agreement (SLA)
A service level agreement (SLA) is a contract between a service provider (either internal or external) and the end user that defines the level of service expected
from the service provider. Some common SLA’s are uptime, Response Time, etc.

NEW QUESTION 84
- (Topic 2)
One of your clients is in the retail sector. They have a small team supporting their operations and a small development team taking care of application
development. They have heard of the benefits of machine learning, but they do not have the capacity to hire data scientists or the work to retain them. They have a
team of analysts who works
primarily on BigQuery and knows how to run SQL queries. They want to be able to get into the new age of machine learning and artificial intelligence. What options
are available to run on Google Cloud?

A. Use the popular open-source libraries SciPy and NumPy to create machine learn-ing models.
B. Use the Unified AI Platform to create a custom TensorFlow model.
C. Use BigQuery ML to create machine learning models using SQL queries.
D. Integrate the Cloud Vision API and the Cloud Speech API to create a custom mod-el that will suit the retail sector.

Answer: C

Explanation: 
 BigQuery ML allows you to create ML models using standard SQL queries. Those familiar with BigQuery and ML will be able to create ML models with just a basic
understanding of machine learning.
https://cloud.google.com/bigquery-ml/docs/

NEW QUESTION 89
- (Topic 2)
What load balancer type is supported with Cloud Armor security policies?

A. SSL Proxy, HTTP(S) and SSL
B. HTTP(S) and SSL
C. Regional SSL
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D. HTTP(S) Only

Answer: D

Explanation: 
 Google Cloud Armor security policies protect your application by providing Layer 7 filtering and by scrubbing incoming requests for common web attacks or other
Layer 7 attributes to potentially block traffic before it reaches your load balanced backend services or backend buckets. Each security policy is made up of a set of
rules that filter traffic based on conditions such as an incoming request’s IP address, IP range, region code, or request headers.
-> Google Cloud Armor security policies are available only for backend services behind an external HTTP(S) load balancer. The load balancer can be in Premium
Tier or Standard Tier.
-> Google Cloud Armor security policies and IP DENY lists and ALLOW lists are available only for HTTP(S) load balancing.
Reference link- https://cloud.google.com/armor/docs/security-policy-overview

NEW QUESTION 91
- (Topic 2)
Which of the following storage options should you use when your company is using Cloud Storage to store application backup files for disaster recovery purposes,
provided you want to follow Goog-le's recommended practices.

A. Multi-Regional Storage
B. Coldline storage
C. Nearline Storage
D. Regional Storage

Answer: B

Explanation: 
 Coldline storage is a very low cost highly durable storage service for data archiving, online backup, and disaster recovery. Coldline storage is the best choice for
data
that you plan to access at most once a year due to its slightly lower availability, 90 day minimum storage duration cost for data access, and higher per operation
costs. Nearline and Coldline are for backup and archival storage and having the highest availability for both with 99.9 percent.

NEW QUESTION 92
- (Topic 2)
Your customer is moving from AWS to Google Cloud. Data also needs to be moved. There is about 50TB of data. On AWS, the data resides in an S3 bucket. It is
going to be moved to Cloud Storage. Data is also being continuously generated on S3 prior to the cutover. It is preferable that this is also periodically transferred.
What is the best way to move the data?

A. Use the gsutil command-line option
B. Use the Google Cloud console to drag and drop the files easily
C. Use the Storage Transfer Service
D. Use a Transfer Appliance

Answer: C

Explanation: 
 Storage Transfer Service provides options that make data transfers and synchronization easier. We can also schedule one-time transfer operations or recurring
transfer operations.

Reference link- https://cloud.google.com/storage-transfer/docs/overview
Reference link- https://cloud.google.com/architecture/transferring-data-from-amazon-s3- to-cloud-storage-using-vpc-service-controls-and-storage-transfer-service

NEW QUESTION 97
- (Topic 2)
Compute Engine provides machine type recommendations to help you optimize the re- source utilization of your virtual machine (VM) instances. What is this
capability called?

A. App Engine
B. None of the above
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C. Rightsizing Recommendations
D. Recommendation Engine

Answer: C

Explanation: 
 Compute Engine provides machine type recommendations to help you optimize the resource utilization of your virtual machine (VM) instances. These
recommendations are generated automatically based on system metrics gathered by the Cloud Monitoring service over the previous 8 days. Use these
recommendations to resize your instance’s machine type to use the instance’s resources more efficiently. This feature is also known as rightsizing
recommendations
Reference link- https://cloud.google.com/compute/docs/instances/apply-machine-type- recommendations-for-instances

NEW QUESTION 102
- (Topic 2)
A customer in the European Union region is very clear that their data should not go outside the Eu-ropean Union. Their end users are spread all over the European
U. They have to choose a storage option that serves all the users within Asia via web browsers as quickly as possible. Which storage option will work for them?

A. Cloud Storage with a single region that is known to be within the European U
B. Cloud Filestore is connected to virtual machines which are guaranteed to be within the European U
C. Cloud Storage with the multi-region option of European U
D. Cloud Storage with the dual-region option of European U

Answer: C

Explanation: 
 Multi-region option will use multiple datacenters that are within the European Union. More regions will also help with lower latency since users are spread across
the European U.
https://cloud.google.com/storage/docs/locations#considerations

NEW QUESTION 106
- (Topic 2)
An organization wants to measure everything as part of its new DevOps philosophy. What should the organization measure?

A. The reliability and health of their systems.
B. The satisfaction and happiness of their employees.
C. The risk and reward of their investments.
D. The speed of their cloud adoption process.

Answer: A

Explanation: 
Graphical user interface, text, application, email Description automatically generated

https://newrelic.com/devops/measuring-devops#toc-devops-measurments-for-team-health

NEW QUESTION 109
- (Topic 2)
A Customer has their current SAP systems using Microsoft SQL Server as the Database. They are migrating to Google Cloud and also preparing to later migrate
to the latest ver- sion of SAP. The entire IT team is being directed to focus on the migration to the new ver- sion of SAP. The new version of SAP does not use
Microsoft SQL Server as the Database, Any but the most critical IT management tasks are being deprioritized, How should they migrate their current database to
Google Cloud?

A. Spanner
B. Bare Metal
C. BigQuery
D. Cloud SQL
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Answer: D

Explanation: 
 Cloud SQL supports SQL Server, Since the IT team's attention is being focused on other activities, they will have less time for existing admin tasks, It would be
best to take a managed/hosted version.

NEW QUESTION 111
- (Topic 2)
What type of cloud computing service provides raw compute, storage, and network, organized in ways that are familiar to physical data centers?

A. Database as a Service.
B. Platform as a Service.
C. Infrastructure as a Service.
D. Software as a Service.

Answer: C

Explanation: 
 What is Infrastructure as a service :
IaaS (infrastructure as a service) is a computing model that offers resources on-demand to businesses and individuals via the cloud.
IaaS is attractive because acquiring computing resources to run applications or store data the traditional way requires time and capital. Enterprises must purchase
equipment through procurement processes that can take months. They must invest in physical spaces: typically specialized rooms with power and cooling. And
after deploying the systems, enterprises need IT, professionals, to manage them.
All this is challenging to scale when demand spikes or the business grows. Enterprises risk running out of capacity or overbuilding and ending up with
infrastructure that suffers from low utilization.
These challenges are why IaaS use is steadily growing. Learn more about Compute Engine, Cloud Storage, etc.

NEW QUESTION 114
- (Topic 2)
Your Coustomer's Organization has decided to move to the cloud. They currently run VMs on-promise but their goal on Google cloud is to run containers, primarily
on Google Kuber- nete's Engine. They have a lease for their private data center for another year that they have already paid for. What could be strategy they could
adopt in migrating?

A. Jump and Ramp.
B. Improve and Move.
C. Rip and Replace.
D. Left and Shift.

Answer: B

Explanation: 
 Since they have already paid for data center for another year. They have the time and resources to work with, They can make the change to their workloads
locally/on- promise Improve and MigrateMove to Google Cloud later on.

NEW QUESTION 119
- (Topic 2)
You have deployed a new public web application that allows users to register and login with email ids, phone numbers, or user ids. You are seeing some unusual
activity with user registrations and logins from a few IPs. A large number of accounts were created very quickly. Logins are also hap-pening quickly thereafter from
these new accounts. Different parts of the application are being ex-plored, all of which are putting a heavy load on the application. What could be a problem and
how can you solve it?

A. A hacker group has hired a bunch of people to create accounts and manually use the syste
B. Use Cloud Asset Inventory to see if there have been changes in the inventor
C. Bots are creating accounts and then using the
D. Use Google Cloud's Web App and API Protection (WAAP).
E. Bots are creating accounts and then using the
F. Use Identity-Aware Proxy to re-strict the users to known users.
G. Automated testing tools might still be running and creating account
H. Use Identity-Aware Proxy to restrict the users to known users.

Answer: B

Explanation: 
 Bots attacking the application is the most likely scenario in this case. Using WAAP is the right protection plan: Anti-DDoS, anti-bot, WAF, and API protection help
you protect against new and existing threats while helping you keep your apps and APIs compliant and continuously available.
https://cloud.google.com/solutions/web-app-and-api-protection

NEW QUESTION 122
- (Topic 2)
You are consulting for a client who is migrating to Google Cloud. They presently have a matrix or-ganization. Their IT environments were managed around
projects. Each team had multiple projects. All the projects had a flat structure under the company. What would you advise them when plan-ning for the move?

A. On Google Cloud, create a folder corresponding to each tea
B. Under that, there could be projects or further sub folders as the team decides.
C. In terms of not disturbing the project developers and testers, advise them that the strategic decision is to retain the structure on Google Cloud also.
D. Since a Project could spawn other sub-Projects, on Google Cloud it is better to as-sign a folder for each Project.
E. The flat structure is what is currently used in IT organizations, and this can be used as-is which will provide the best results.

Answer: A
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Explanation: 
 Folders for a related group of projects are the recommended approach.
-> A flat structure under the organization node is possible on Google Cloud, but it is not recommended. It becomes tougher to manage.
-> Projects cannot have sub-projects; there can only be resources within Projects.
Reference link- https://cloud.google.com/resource-manager/docs/cloud-platform- resource-hierarchy

NEW QUESTION 126
- (Topic 2)
You're negotiating SLAs with a customer. You have communicated that there will be a 99.99% (four 9s) availability for the service you are providing. Every aspect
of the service is under your con-trol. They want to modify the reliability to 99.999% (five 9s). What do you tell them? (Choose two answer)

A. Yes, that could be possibl
B. If yes, there will be a significantly higher charge be-cause the effort is significantly higher too.
C. Yes, that is possible, but there will be an additional charge of 9% for the service because that is the additional effort required.
D. Yes, that is possibl
E. There is hardly any difference to provide another 0.009% availability.
F. Ask them for the reasonable downtime they are willing to absor
G. If it is more than 60 minutes in an entire year, explain how the current SLA meets that requirement.

Answer: AD

Explanation: 
 In many cases, customers might not know the implications of the 9s with respect to scheduled maintenance, upgrades, etc. It's possible that they are holding
unnecessary expectations that significantly exceed their requirements.
-> Even though 0.0009 % increase it looks like a small increment, an addition of a single 9 reduces the possible downtime by 10 times. So the effort is often much
greater.
Reference link- https://en.wikipedia.org/wiki/High_availability

NEW QUESTION 131
- (Topic 2)
Virtual Machine vCPU and memory usage for each of these categories can receive one of the following discounts? (Select Three Answer)

A. Military Discounts
B. Spot Instances
C. Committed-Use
D. Sustained-Use
E. Preemptible VMs

Answer: CDE

Explanation: 
 Sustained, Committed and Preemptible
vCPU and memory usage for each of these categories can receive discounts VM vCPU and memory usage for each of these categories can receive discounts
Sustained-use discounts—Google offers up to 30% off for workloads that run for most of the billing month on GCP services.
Committed-use discounts—users can save up to 57% by committing to use an instance for a certain time period, with no upfront payment and with the flexibility to
change instances during the commitment period.
Preemptible VMs—similar to the concept of AWS spot instances, Google offers up to 79% off for Virtual Machines that may be shut down at any time and replaced
by others.
Reference link- https://cloud.google.com/compute/docs/sustained-use-discounts Reference link– https://cloud.google.com/compute/docs/instances/signing-up-
committed- use-discounts
Reference link– https://cloud.google.com/compute/docs/instances/preemptible

NEW QUESTION 135
- (Topic 2)
An e-commerce company's business has been booming. To keep up with the growth the IT team also grew. Many new people are being added and new resources
are being set up. The CIO is in conver-sation with you over coffee one day and expresses her growing concern that they might be moving too fast. Their security
checks and policies have not kept pace. She worries that somebody would make a misconfiguration or compliance violation thus exposing the company to data
and privacy loss. What can you advise her?

A. Use Cloud Identity-Aware Proxy to allow only specific users to access the data.
B. Use Security Command Center to have a centralized view of assets and get noti-fied on misconfigurations and vulnerabilities.
C. Use Cloud Data Loss Prevention to prevent the loss of any data.
D. Use Cloud Armor to block any DDoS attacks that could be a threat.

Answer: B

Explanation: 
 Security Command Center is the right tool for this use case. It can check resources for security issues and notify you when issues are found.
https://cloud.google.com/security-command-center

NEW QUESTION 139
- (Topic 2)
You are a cloud architect in a software solution provider company, one of the client that is a Na-tional Bank who wants to build an application that deals with
transactions processing, and it needs a relational database with petabyte of scale data. Which of the following Google Cloud Services will you use?

A. Cloud SQL
B. Cloud Bigtable
C. Cloud Spanner
D. Google Cloud BigQuery
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Answer: C

Explanation: 
 - Cloud Spanner is the online transaction processing solution that is relational and offers petabyte scalability. Cloud SQL is not designed for petabyte-scale data.

NEW QUESTION 144
- (Topic 2)
Customer Managed Encryption Keys (CMEK) can be used for encrypting data inside Cloud BigTable, which of the following statements is/are correct. (Select two
answer)

A. Administrators can not rotate
B. Not supported for instances that have clustered in more than one region.
C. CMEK can only be configured at the cluster level.
D. You can not use the same CMEK key in multiple projects

Answer: BC

Explanation: 
 Customer-managed encryption keys for Cloud BigTable.
By default, all the data at rest in Cloud Bigtable is encrypted using Google's default encryption. Bigtable handles and manages this encryption for you without any
additional action on your part.
If you have specific compliance or regulatory requirements related to the keys that protect your data, you can use customer-managed encryption keys (CMEK) for
BigTable. Instead of Google managing the encryption keys that protect your data, your BigTable instance is protected using a key that you control and manage in
Cloud Key Management Service (Cloud KMS).
Features
Security: CMEK provides the same level of security as Google's default encryption but provides more administrative control.
Data access control: Administrators can rotate, manage access to, and disable or destroy the key used to protect data at rest in BigTable .
Auditability: All actions on your CMEK keys are logged and viewable in Cloud Logging. Comparable performance: BigTable CMEK-protected instances offer
comparable performance to BigTable instances that use Google default encryption.
Flexibility: You can use the same CMEK key in multiple projects or instances or you can use separate keys, depending on your business needs.

NEW QUESTION 146
- (Topic 2)
Your client's IT environment has so far been on-premises. They run a mix of applications and data-bases on Linux and Windows. They want to move to Google
Cloud in the easiest manner possi-ble. What are their best options?

A. Compute Engine with VMs with either Linux or Windows OS.
B. App Engine Standard
C. Cloud Functions
D. Cloud Run

Answer: A

Explanation: 
 Compute Engine allows you to allocate VMs with different OSs - Windows and Linux, included.

NEW QUESTION 147
- (Topic 1)
Your organization wants to migrate your on-premises environment to Google Cloud. The on-premises environment consists of containers and virtual machine
instances. Which Google Cloud products can help to migrate the container images and the virtual machine disks?

A. Compute Engine and Filestore
B. Artifact Registry and Cloud Storage
C. Dataflow and BigQuery
D. Pub/Sub and Cloud Storage

Answer: A

Explanation: 

Reference: https://cloud.google.com/compute/docs/import/importing-virtual-disks
Graphical user interface, text, application, email Description automatically generated

NEW QUESTION 151
- (Topic 1)
Your organization runs an application on virtual machines in Google Cloud. This application processes incoming images. This activity takes hours to create a result
for each image. The workload for this application normally stays at a certain baseline level, but at regular intervals it spikes to a much greater workload. Your
organization needs to control the cost to run this application.
What should your organization do?

A. Purchase committed use discounts for the baseline load
B. Purchase committed use discounts for the expected spike load
C. Leverage sustained use discounts for your virtual machines
D. Run the workload on preemptible VM instances

Answer: C

Explanation: 
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The idea of the Sustained Use discount is that the longer you run a VM instance in any given month, the bigger discount you will get from the list price.
Reference: https://www.parkmycloud.com/blog/google-sustained-use-discounts/

NEW QUESTION 156
- (Topic 1)
Your Google Cloud Platform [GCP] admin has to manage a bunch of API keys for external services that are accessed by different applications, which are used by
a few teams. What is the best way to manage them?

A. Share the information in a Github repository and grant access to the repo in IAM asrequired.
B. Store the information in Secret Manager and give IAM read permissions as re-quired.
C. Store the information in Kubernetes Secrets and only grant read permissions to users as required.
D. Encrypt the information and store it in Cloud Storage for centralized acces
E. Give the decrypt key only to the users who need to access it.

Answer: B

Explanation: 
 Store the information in Secret Manager is a secure and convenient storage system for API keys, passwords, certificates, and other sensitive data. Secret
Manager provides a central place and single source of truth to manage access, and audit secrets across Google Cloud.
https://cloud.google.com/secret-manager

NEW QUESTION 157
- (Topic 1)
Your company provides car maintenance services. It is conducting an internal hackathon to identify new ideas that could expand their business. The teams have
pitched different ideas and have started working on it. They have to present their application to the judges within 48 hours. A presentation alone is not enough;
they have to demonstrate a working proof of concept. The team that you are mentoring is going to recommend additional ser-vices to drive in customers based on
the brand of car they drive in. They need to be able to identify what brand of car the customer has, based on a photograph automatically taken at entry. They have
already discovered an open source database of car images collected by online enthusiasts. How should they implement this solution?

A. Use Deep Learning Containers that are preconfigured and optimized containers for deep learning environments.
B. Use AutoML Image - upload the images and let it create a working model for you.
C. Use TensorFlow to create a model that will identify the car brands; use the available data to train the model.
D. Use Cloud Vision AI that is able to detect logo
E. Write only the code to integrate in-to your workflow.

Answer: B

Explanation: 

It would be most straightforward to use AutoML Image. Put the images in Cloud Storage, point to it from AutoML, and start the model building process.
Reference Link- https://cloud.google.com/automl

NEW QUESTION 158
- (Topic 1)
An organization with hybrid cloud architecture wants to build an application once and be able to run it both on-premises and in their public cloud. Which Google
Cloud solution should the organization use?

A. Cloud Functions
B. App Engine
C. Compute Engine
D. Anthos

Answer: D

Explanation: 
 Anthos allows organizations to build an application once and run it anywhere.
Migrate directly from VMs, Build, deploy, and optimize apps on GKE, Anthos serverless landing zones and VMs anywhere-simply, flexibly, and securely

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy Cloud-Digital-Leader dumps
https://www.2passeasy.com/dumps/Cloud-Digital-Leader/ (304 New Questions)

Reference Link- https://cloud.google.com/anthos

NEW QUESTION 162
- (Topic 1)
Your team is using BigQuery as your central data warehouse. You are running a certain workload that you've run frequently over the last few days. It is a short,
high capacity ana- lytics workload. Which of the following would be an appropriate pricing model to use?

A. There is no need for any pricing model the first 1 TB of query data processed per month is free.
B. On-demand pricing
C. Flex Slots
D. Flat-rate reservations

Answer: C

Explanation: 
Option A is Correct- BigQuery Flex Slots for cyclical workloads that require extra capacity, or for workloads that need to process a lot of data in a short time, and so
would be less expensive to run using reserved slots for a short time.

NEW QUESTION 167
- (Topic 1)
Your ed-tech start-up was originally launched in a small geography. Any user sign-ups, course progress, tests taken, etc. are captured on a self-managed MySQL
database. Every
user generates many such transactions. Now you're taking the application globally and preparing for a much larger influx of users from all over the world. The
existing MySQL server is unlikely to be able to scale. Which convenient option can be considered?

A. Migrate to BigQuery
B. Migrate to Cloud Spanner
C. Migrate to Cloud SQL
D. Migrate to Bigtable

Answer: B

Explanation: 
 Cloud Spanner is a global scale SQL database that scales extremely well. That would be the best choice.

NEW QUESTION 169
- (Topic 1)
A prospect wants to be able to store and analyze data. Their analysts already know SQL, but are not familiar with other technologies. Which of these databases
can the analysts use without addi-tional training?

A. Cloud SQL, BigQuery, Datastore
B. Spanner, Cloud SQL, BigQuery
C. Cloud SQL, Firestore, Datastore
D. Cloud SQL, Bigtable, BigQuery

Answer: B

Explanation: 
 Spanner, Cloud SQL, BigQuery
Spanner- Cloud Spanner is a fully managed, mission-critical, relational database service that offers transactional consistency at global scale, automatic,
synchronous replication for high availability, and support for two SQL Google Standard SQL and PostgreSQL. Cloud SQL- Cloud SQL is a fully-managed database
service that helps you set up,
maintain, manage, and administer your relational databases on Google Cloud Platform. BigQuery- Google BigQuery is a cloud-based Architecture and provides
exceptional performance as it can auto-scale up and down based on the data load and performs data analysis efficiently. On the other hand, SQL Server is based
on client-server architecture and has fixed performance throughout unless the user scales it manually.
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NEW QUESTION 170
- (Topic 1)
A customer has new applications to build that has to handle both batch data and streaming data. Which product should they choose?

A. Dataprep
B. Dataflow
C. Dataproc
D. Data Fusion

Answer: B

Explanation: 
 Enabling Requester Pays is useful, for example, if you have a lot of data you want to make available to users, but you don't want to be charged for their access to
that data.
Reference link- https://cloud.google.com/storage/docs/requester-pays

NEW QUESTION 172
......
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