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NEW QUESTION 1
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 2

- (Exam Topic 1)

You need to configure app registration in Azure AD to meet the delegation requirements. What should you do? To answer, select the appropriate options in the
answer area. NOTE: Each correct selection is worth one point.

Azure AD tenant-level setting to modify v

Allow users to register application
Users can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to

Role to assign to User1 v
Application administrator
Application developer

Cloud application administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 3

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify: -

Directory Extensions
Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure

AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 4
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- (Exam Topic 1)
You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

Faor SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
For on-premises applications:

Configure Cloud App Security policies.
Maodify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

Faor SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish an application by using Azure AD Application Proxy.

NEW QUESTION 5

- (Exam Topic 2)

You need to allocate licenses to the new users from A. Datum. The solution must meet the technical requirements.
Which type of object should you create?

A. a distribution group

B. a Dynamic User security group
C. an administrative unit

D.an OU

Answer: C

NEW QUESTION 6

- (Exam Topic 2)

You create a Log Analytics workspace.

You need to implement the technical requirements for auditing. What should you configure in Azure AD?

A. Company branding
B. Diagnostics settings
C. External Identities
D. App registrations

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview-monitoring

NEW QUESTION 7

- (Exam Topic 2)

You need to implement the planned changes and technical requirements for the marketing department. What should you do? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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To configure user access:
An access package

An access review

A conditional access policy

To enable collaboration with fabrikam.com: -
An accepted domain

A connected organization

A custom domain name

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-organization

NEW QUESTION 8
- (Exam Topic 3)
You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

A. Configure the Continuous access evaluation settings.
B. Modify the External collaboration settings.

C. Configure the Access reviews settings.

D. Configure a Conditional Access policy.

Answer: B

NEW QUESTION 9
- (Exam Topic 3)
You need to resolve the recent security incident issues.
What should you configure for each incident? To answer, drag the appropriate policy types to the correct
issues. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Arca

kil el il oLt | eaked credentials

sources accessed from an anonymous P acdress

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy Types Answer Arca

NEW QUESTION 10

- (Exam Topic 4)

Your network contains an on-premises Active Directory Domain services (AD DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the
organizational units (OUs) shown in the following table.
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Name Description
ou1l Syncs with Azure AD
ou2 Does NOT sync with Azure AD

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Location: v
Azure AD
oul
ouz2
Role: v

Billing Administrator

Global Administrator

Owner

Privileged Role Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Location: v
Azure AD
Qu1
ouz2
Role: v

Billing Administrator
Global Administrator
Owner

Privileged Role Administrator

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an
external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Termsl1. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 15

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you

assign to Userl?

A. License administrator
B. Helpdesk administrator
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C. Billing administrator
D. User administrator

Answer: D

NEW QUESTION 18

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

sscription |||

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
C. Serverl
D. Server3

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-quick-start

NEW QUESTION 23

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

» Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

« Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Features Answer Area

il maching b
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A. Mastered
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NEW QUESTION 24

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)

Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description (O

Start date * 12/18/2020 |
Frequency | Monthly =i
Duraﬁﬂn Ein da}rs} :5: ————_—:——-—-*:} 14

End () End by  Occurrences |

' |
Users
Scope (®) Everyone
Review role membership (permanent and eligible) *
Application Administrator and 72 others
Reviewers
Reviewers | (Preview) Managet 7]

(Preview) Fallback reviewers (@

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 26

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You purchase the app governance add-on license. You need to enable app governance integration. Which portal should you use?

A. the Microsoft Defender for Cloud Apps portal
B. the Microsoft 365 admin center

C. Microsoft 365 Defender

D. the Azure Active Directory admin center

E. the Microsoft Purview compliance portal

Answer: A
NEW QUESTION 30
- (Exam Topic 4)

You have an Azure AD tenant.
You perform the tasks shown in the following table.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
https://www.exambible.com/SC-300-exam/ (192 Q&AS)

@ exambible

Date Task

March 1 Register four enterprise applications named App1, App2, App3, and
App4.

March 15 | From the tenant, update the following settings for App1: App roles,

_ | Users and groups, Client secret and Self-service.

March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service.

March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service

March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service

On April 5, an administrator deletes App1, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16?7 To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area .
Apps: I App3 and Appd only ":_I
Mo apps
Appd only
App3 and App4 on
Appd, App3, and Appd only
Appl, Appd, App3, and Appd
Appd settings l App roles, Users and qroups, Client secret, and Self-service w

No settings
Selt-service only
App roles and Client secret only

Users and groups and Self-service only

App roles, Users and groups, Client secret, and Self-service

A. Mastered
B. Not Mastered

Answer: A
Explanation:

A screenshot of a phone Description automatically generated

NEW QUESTION 32
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

MName Role
Admint Cloud application administrator
Agmind Application agministrator
Agmind | Securnty administrator
Userl Nane

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.

L#1L Can requedt admn consent Lo AP
they are unahle to consent to
b ¥ L: T oM SO S ;i
Reviewer type Reviewers
I | (1]
il [}
b (¥ i
Selacted users will recarve ema “ Ma
matifications for requests
[ i e o a - o LT
Selacted users will recave raquest Yes 0
ERpITAnCM rEmimders
Consent request expires atter (days) (1) e i e .....{}-.. s 30

Admind, Adming

Acmen3, and User? are added as reviewers

WHICH LS8rs Can réview and approve the admin Consent reguests?
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A. Admm1 only

B. Admm1 and Admin2 only

C. Admm1 Admm2 and Admin3 only

D. Adminl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B
NEW QUESTION 35

- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA)
User1 | Group1 Enabled but never used

User2 | Group?2 Disabled S
User3 | Groupl, Group2 | Enforced and used

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:

» Assignments: o Users: Groupl

0 User risk: Low and above

* Controls:

0 Access: Block access

« Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:
* Assighments: o Users: Group2

o Sign-in risk: Low and above

* Controls:

0 Access: Require multi-factor authentication

« Enforce policy. On the following settings: ng settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can sign in from an anonymous |P address.
User2 can sign in from an anonymous P address,
JUSera Can sign in from an anonymous [P address
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No

User1 can sign in from an anonymous 1P address.

UserZ ¢an sign in from an anonymous P address,

USerd ¢an sign in from an anonymous |P address

NEW QUESTION 37

- (Exam Topic 4)

You have an Azure AD tenant.

You need to bulk create 25 new user accounts by uploading a template file. Which properties are required in the template file?
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A accountEnabled, givenMame, surname, and userPrincipalMame
B. accountEnabled, displayName, userPrincipallame, and passwordProfile
displayMame, identityIssuer, usagelLocation, and userType

L. accountEnabled, passwerdProfile, usagelocation, and userPrincipaliams

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 40

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
« Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
* Resource roles

o Name: All Company

o Type: Group and Team o Role: Member

* Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

Name Email address
11 t est] it k Y
' £ ® F. # If I_ 1

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

In May 5, 2022, the Guest1 account is in contoso.com

On May 5 2022 the Guest? account 1% in contoso.com

19

On May 5, 2022 the Guest3 account is in contoso.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 44

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.
SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 46

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. anomaly detection policy
B. OAuth app policy

C. access policy

D. activity policy

Answer: C

NEW QUESTION 47

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:
* Require users to register when signing in: Yes

« Number of methods required to reset: 1

What is a valid authentication method available to users?

A. home prions

B. mobile app notification

C. a mobile app code

D. an email to an address in your organization

Answer: C

NEW QUESTION 48
- (Exam Topic 4)
Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company is developing a web service named Appl.
You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.
Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them In the
correct order.

Actioms Arviwes Ares

‘i.l:n"ﬂ'l._f. @l SO Dot

:.n_aa & grodwn clnam

i_ﬂ:ﬁlﬁ‘l_ﬂpﬁ p-e:rr'nl:w‘:-l'n

| Grant agenan coneent

! Agdaf deletyatet] e masicr.

O @
© ©)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

> Create an app registration:
Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources
it needs.

> Grant admin consent:
Higher-privileged permissions require administrator consent.

> Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity.
Encoded inside the access token is every permission that your app has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

NEW QUESTION 52
- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

> Pa55WOrd12
2 Pa55word12
> Pa55wOrd12
> Pas5w.rd12
> Pa55w.rd123
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> Pab5w.rd123
> Pasbw.rd123
> Pas5word12
2 Pas5word12
2 Pas5word12

D’ Pa55w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate
NOTE: Each correct selection is worth one point.

Tracked sign-in attempts v

— k(N I
- O

Unlock by v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, table Description automatically generated
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 57

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description ()

Start date * 12/18/2020 =
Frequency Monthly R
Duratign {jﬁ di‘l}"i} .::_,: __——_———_—--0 14
End (O Never End by Occurrences

: e
Users

Scope ® ) Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers {(Preview) Manager b

(Preview) Fallback reviewers (0

Megan Bowen

“ Upocn completion settings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Reference:

D18912E1457D5D1DDCBD40AB3BF70D5D
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 59

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl. Userl is assigned the User Administrator role.
You need to configure External collaboration settings for the tenant to meet the following requirements: |

*Guest users must be prevented from querying staff email addresses.

*Guest users must be able to access the tenant only if they are invited by Userl.

Which three settings should you configure? To answer, select the appropriate settings in the answer area.
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Guest user access restnctions *
(Guest uters have the same access a5 members (mast nelusive

Guest users have iminted access 1o propernes and memberchups of directorny obpects

access is restncted {0 properties and memberships of their own directory objects (most restrictive)

auest imerte restnchons -

Anyone i the orgamzatan can invite guest users mcluding guests and non-adming (most inchusive

Member users and users assgned 10 specific admin rodes can imate guest users includeng guests with member permissions

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1 = User access is restricted to properties and memberships of their own directory objects (most restrictive). This setting ensures that guest users are
prevented from querying staff email addresses and can access the tenant only if they are invited by Userl.

Box2 = Only users assigned to specific admin roles can invite guest users. This setting ensures that guest users can access the tenant only if they are invited by
Userl.

Box3 = This setting enables guest users to sign up for the tenant only if they are invited by Userl.

NEW QUESTION 63

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the Exchange Administrator role to
Userl.

A. Yes
B. No

Answer: B

NEW QUESTION 68

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
B. file policy

C. access policy
D. session policy

Answer: D

NEW QUESTION 72

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 73
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
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For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.

Job title propestys | [iiser? snly

Liser 1 and Usar2 only
Liser? and Usard only
Lmerl Userd and Uiserd

Lisage locaton propertys | Ilisoae? only

Liserl and User2 only
Lkesr? mrvel Lisine 3 Only
Userl Userd and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Job tile propestys | [lserz anly
Liser 1 and Usar2 only

el

Ssprl iUserd and! User2

Usage locatsan progoertys Bliders Sl ]
Lo Ilr

Liser? and User X anly
Liserl, Userd: and Userd

NEW QUESTION 76
- (Exam Topic 4)
You have an Azure AD tenant that contains a user named Userl and the conditional access policies shown in the following table.

Name Status Conditional access requirement
CAPolicyl | On Users connect from a trusted IP address.
CAPolicy2 | On Users’ devices are marked as compliant.
CAPolicy3 | Report-only | The sign-in risk of users is low.

You need to evaluate which policies will be applied Userl when Userl attempts to sign-in from various IP addresses.
Which feature should you use?

A. Access reviews

B. Identity Secure Score

C. The What If tool

D. the Microsoft 365 network connectivity test tool

Answer: C

NEW QUESTION 81

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 84

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool
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B. sign-ins logs in Azure AD
C. access reviews in Azure AD
D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
NEW QUESTION 87

- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

- P — P— — S — -
L . e — — e — —
&
\dmit Account Administraton
Admin Le re Administrator
I"‘I
H._: ¥ I-*_ _r'IIL T_.’ % L 4 '_‘“MI:'- i _'F '.,‘_r

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 88

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5

licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Answer: C

NEW QUESTION 90

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 92

- (Exam Topic 4)

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named Appl that provide product information to users that connect to Appl anonymously.
You need to provide Appl with Access to dbl. The solution must meet the following requirements:

* Credentials must only be available to App1l.

* Administrative effort must be minimized. Which type of credentials should you use?

A. a user-assigned managed identity

B. an Azure AD user account

C. A SQL Server account

D. a system-assigned managed identity

Answer: D
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NEW QUESTION 93

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 95

- (Exam Topic 4)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a
new server named Server4 that runs Windows Server 2019.
You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 97

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl and a registered app named Appl. Userl deletes the app registration of Appl.
You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

Answer: B

NEW QUESTION 102

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to identify which users access Facebook from their devices and browsers. The solution must minimize administrative effort.
What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, unsanctioned Facebook.
B. Create an app configuration policy in Microsoft Endpoint Manager.

C. Create a Defender for Cloud Apps access policy.

D. Create a Conditional Access policy.

Answer: C

NEW QUESTION 106

- (Exam Topic 4)

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
Usert@outlook.com | Guest No Entgrprr_se
application
User2@fabrikam.com | Guest Yes Ente_rpn_se
application

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following
exhibit.
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Collaboration restrictions

() Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

(@) Allow invitations only to the specified domains (most restrictive)

TARGET DOMAINS

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application O @)
User?2 can access the enterprise application. O ®)
User3 can accept the invitation and gain access to the SharePoint site. O )

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION 111

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review

Description

Start date * 12/18/2020 =
Frequency | Monthiy ™
Du!'alil:"n [in dﬁ}"ﬂ 0 ———-———-——-q } 14

End ( Mower End by Occurrences

— 1
(-

Users

Scope ® | Everyone

Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers (Preview) Manager "

(Preview) Fallback reviewers (40

Megan Bowen

'  LUpon completion sethings

You discover that all access review requests are received by Megan Bowen.
You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You create a separate access review for each role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 113

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,
You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)
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Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 117
- (Exam Topic 4)
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You have a Microsoft 365 E5 subscription.
You need to create a Microsoft Defender for Cloud Apps session policy. What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.

D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.

Answer: A

NEW QUESTION 122

- (Exam Topic 4)

You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:

« Create a group named Group 1.

* Add Userl and User 2 to Groupl.

* Assign Azure AD roles to Groupl. You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User
B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

Answer: DE

NEW QUESTION 123

- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
Azure AD Connect.

Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Action: Answer Arca
Iﬂn Server], Tun expart for all Conmecions.

| Dn Server2 run export: for all conmnecioes

i(,".!I‘l'l Server?, ron full imparr for all cormasrtoes.

| On Seover? run delta synchronizaten oe adl connecioes

| 0 ServerZ, matall Acrore S0 Cornesc L li. > ‘) @
| T Server:, configune the stagmn modis @ @

A. Mastered
B. Not Mastered

Answer: A

Explanation:
BETETE gl ) ol nnpeier Spmmgacs o1 | L1 TG S S e
|?j}_m - B PN S N 1 On Seneer2, rum export for all connectors. |
lﬂh Sesfipef 2 Flih Exiroit fof all oofimecioes L L e e B T R ._ e _ _____ I

| on Seareer?, ron - full amport for all conmncior 1

AT | On Server?. run deitn synchromiration for all conrection
| On Server?. mun detia synchronoration o all eonneciors | R 1

| 3y S nsradl Ao A0 Corirescy @' ———————————————————— - @
| ' [
1 On Server ], cordiguine the stisgirsg oo @ | On Server . run export for 8l conneciors ! ®

— e o mm m w e m m mm mmw mw m mem ww w  w —

NEW QUESTION 124

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector. Does this meet the goal?

A. Yes
B. No
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Answer: B

NEW QUESTION 129

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a web app named Appl. Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize
administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access
C. a guest access review

D. a Conditional Access policy

Answer: C

NEW QUESTION 132

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.
Userl has the devices shown in the following table.

Name Platform Registered in contoso.com
Device1 Windows 10 Yes
Device?2 Windows 10 No
Device3 10S Yes

On November 5, 2020, you create and enforce terms of use in contoso.com that has the following settings: £» Name: Terms1

> Display name: Contoso terms of use

> Require users to expand the terms of use: On
> Require users to consent on every device: On
> Expire consents: On

> Expire starting on: December 10, 2020

> Frequency: Monthly
On November 15, 2020, Userl accepts Termsl1 on Device3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1l. O O
On December 11, 2020, User1 can accept Terms1 on Device2. O O
On December 7, 2020, User1 can accept Terms1 on Device3. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
On November 20, 2020, User1 can accept Terms1 on Device1. '__C}T Q
On December 11, 2020, User1 can accept Terms1 on Device2. 10, O
On December 7, 2020, User1 can accept Terms1 on Device3. O 10,

NEW QUESTION 133
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains the users shown in the following table.
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Name Role
Admini Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD. You need to identify who can assign users to Appl,
and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Can assign users to App1: -
Admin1 only
Admin3 only
Admin1 and Admin3 only
Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, AdminZ, Admin3, and User1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users https://docs.microsoft.com/en-us/azure/active-
directory/develop/active-directory-how-applications-are-added

NEW QUESTION 135

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has Azure AD Identity Protection policies enforced.
You create an Azure Sentinel instance and configure the Azure Active Directory connector.

You need to ensure that Azure Sentinel can generate incidents based on the risk alerts raised by Azure AD Identity Protection.
What should you do first?

A. Add an Azure Sentinel data connector.

B. Configure the Notify settings in Azure AD ldentity Protection.
C. Create an Azure Sentinel playbook.

D. Modify the Diagnostics settings in Azure AD.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-ad-identity-protection

NEW QUESTION 140
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only
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Answer: B

NEW QUESTION 144
- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.
You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.

Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 148

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. For the tenant. Users can register applications Is set to No.
A user named Adminl must deploy a new cloud app named Appl.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.

Which role should you assign to Admin1?

A. Application developer in Azure AD

B. App Configuration Data Owner for Subscription1
C. Managed Application Contributor for Subscriptionl
D. Cloud application administrator in Azure AD

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION 152
- (Exam Topic 4)
You have an Azure subscription that contains the key vaults shown in the following table.

Name In resource Number of days to Purge protection
group retain deleted key
vaults
KeyVaultl RG1 15 Enabled
KeyVault2 RG1 10 Disabled
The subscription contains the users shown in the following table.
Name Role
Adminl Key Vault Administrator
Admin2 Key Vault Contributor
Admin3 Key Vault Certificates Officer
Admin4 Owner

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl
* Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.
Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificatel on June 14.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Adminl can recover Secretl on June 7.

Admin2 can purge Certificatel on June 12.

Admin3 can purge Certificate1 on June 14. D

NEW QUESTION 155

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant

Users sign in to computers that run Windows 10 and are joined to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the computers for Azure AD Seamless SSO.
What should you do?

A. Enable Enterprise State Roaming.

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D. Modify the Intranet Zone settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 156

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 161

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).
What should you configure?
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A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 162
- (Exam Topic 4)
You have an Azure AD tenant named contoso.com that contains the resources shown in the following table. You create a user named Admin 1.

Name Description

- 4
E f

- S S e e —— - S — = w—— A

You need to ensure that Admin can enable Security defaults for contoso.com. What should you do first?

A. Configure ldentity Governance.

B. Delete Packagel.

C. Delete CAPolicyl.

D. Assign Adminl the Authentication administrator role for Aul

Answer: D

Explanation:

To enable Security defaults for contoso.com, you should first sign in to the Azure portal as a security administrator, Conditional Access administrator, or global
administrator. Then, browse to Azure Active Directory > Properties and select Manage security defaults. Set the Enable security defaults toggle to Y select Save.
After that, you can assign Adminl the Identity Administrator role for Aul to enable them to manage security defaults for the tenant.
https://practical365.com/what-are-azure-ad-security-defaults-and-should-you-use-them/

NEW QUESTION 167
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Name Member of

The tenant has the authentication methods shown in the following table.

1 Method Target Enabled
FIDOZ roupe

Microsoft Authenticator ap| roup | Ve

SMS Sroup3 e

Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. Userl only
B. User2 only
C. User3 only
D. Userl and User2 only
E. User2 and User3 only

Answer: D

NEW QUESTION 170

- (Exam Topic 4)

You have an Azure subscription that contains a user named Userl. You need to meet the following requirements:
* Prevent Userl from being added as an owner of newly registered apps.

» Ensure that Userl can manage the application proxy settings.

 Ensure that User2 can register apps.

« Use the principle of least privilege. Which role should you assign to User1?

A. Application developer

B. Cloud application administrator
C. Service support administrator
D. Application administrator

Answer: D
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NEW QUESTION 175

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains two users named Userl and User2.

You need to ensure that Userl can create access reviews for groups, and that User2 can review the history report for all the completed access reviews. The

solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.

You may need to drag the split bar between panes or scroll to view content
NOTE: Each correct selection is worth one point.

Roles Answer Area

Global administrator User]

e
=]
b

Global reader
User2 Role

Reports reader
Security operator
Securnity reader

ser administratorn

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Roles Answer Area

 Global administrator User?; | Global administrator

N ——

| Reports reader

Jser agmnistrator

NEW QUESTION 176
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1l.

A contractor uses the credentials of userl@outlook.com.
You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.

What should you do?

A. Run the New-AzureADMSiInvitation cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal https://docs.microsoft.com/en-

us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

NEW QUESTION 177

- (Exam Topic 4)

You have an Azure AD tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following requirements:

» Guest users must be able to sign up by using a one-time password.

» The users must provide their first name, last name, city, and email address during the sign-up process. What should you configure in the Azure Active Directory

admin center for each requirement? To answer,
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select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

One-time password: v

A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: v
A user flow

AcCcess reviews

An access package

The tenant properties

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

One-time password: v

A linked subscription

An identity provider

Azure AD Privileged Identity Management (PIM)
The External collaboration settings

User details: v
A user flow

AcCCess reviews

An access package

The tenant properties

NEW QUESTION 178

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to be notified if a user downloads more than 50
files in one minute from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. session policy

B. anomaly detection policy
C. activity policy

D. file policy

Answer: C

NEW QUESTION 181

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM SC-300 Dumps From Exambible
exam blb|@ https://www.exambible.com/SC-300-exam/ (192 Q&AS)

NEW QUESTION 183

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 185

- (Exam Topic 4)

You have an Azure subscription that contains the following virtual machine Name: VM1
Azure region: East US

System-assigned managed identity: Disabled

You create the managed identities shown in the following table.

Name Location
Managedl | East US
Managed2 | East US
Managed3 | West US

You perform the following actions:

* Assign Managedl to VML1.

* Create a resource group named RGL1 in the West US region.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes MNo

You can assign Managed2 to V1.
You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

You can assign Managed2 to V1.

You can assign Managed3 to V1.

You can assign VM1 the Owner role for RG1. D

NEW QUESTION 189
- (Exam Topic 4)
You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com. You discover that users use their email address for
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self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant

From the Microsoft 365 admin center, add the domain
name

OlQ),
@

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNE zone

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

NEW QUESTION 192

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 193
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