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NEW QUESTION 1

Your company has an office in New York.

The company has an Azure subscription that contains the virtual networks shown in the following table.
Name Location Vnetl East LS Vnet2

North Europe Vnet3

West US Vnet4

West Europe

You need to connect the virtual networks to the office by using ExpressRoute.

The solution must meet the following requirements:

» The connection must have up to 1 Gbps of bandwidth.

« The office must have access to all the virtual networks.

» Costs must be minimized.

How many ExpressRoute circuits should be provisioned, and which ExpressRoute 5KU should you enable?

A. A.one ExpressRoute Standard circuit
B. one ExpressRoute Premium circuit
C. two ExpressRoute Premium circuits
D. four ExpressRoute Standard circuits

Answer: B

NEW QUESTION 2

SIMULATION - (Topic 4)

Task 7

You need to ensure that hosts on VNET2 can access hosts on both VNET1 and VNET3. The solution must prevent hosts on VNET1 and VNET3 from
communicating through VNET2.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that hosts on VNET2 can access hosts on both VNET1 and VNETS3, but hosts on VNET1 and VNET3 cannot
communicate through VNET2:

? To connect different virtual networks in Azure, you need to use virtual network

peering. Virtual network peering allows you to create low-latency, high-bandwidth connections between virtual networks without using gateways or the internetl.
? To create a virtual network peering, you need to go to the Azure portal and select your virtual network. Then select Peerings under Settings and select + Add2.
? On the Add peering page, enter or select the following information:

? Select Add to create the peering2.

? Repeat the previous steps to create peerings between VNET2 and VNET1, and between VNET2 and VNETS3. This will allow hosts on VNET2 to access hosts on
both VNET1 and VNET3.

? To prevent hosts on VNET1 and VNET3 from communicating through VNET2, you need to use network security groups (NSGs) to filter traffic between subnets.
NSGs are rules that allow or deny inbound or outbound traffic based on source or destination IP address, port, or protocol3.

? To create an NSG, you need to go to the Azure portal and select Create a resource. Search for network security group and select Network security group. Then
select Create4.

? On the Create a network security group page, enter or select the following information:

? Select Review + create and then select Create to create your NSG4.

? To add rules to your NSG, you need to go to the Network security groups service in the Azure portal and select your NSG. Then select Inbound security rules or
Outbound security rules under Settings and select + Add4.

? On the Add inbound security rule page or Add outbound security rule page, enter or select the following information:

? Select Add to create your rule4.

? Repeat the previous steps to create inbound and outbound rules for your NSG that deny traffic between VNET1 and VNET3 subnets. For example, you can
create an inbound rule that denies traffic from 10.0.1.0/24 (VNET1 subnet 1) to 10.0.3.0/24 (VNET3 subnet 1), and an outbound rule that denies traffic from
10.0.3.0/24 (VNET3 subnet 1) to 10.0.1.0/24 (VNET1 subnet 1).

? To associate your NSG with a subnet, you need to go to the Virtual networks service in the Azure portal and select your virtual network. Then select Subnets
under Settings and select the subnet that you want to associate with your NSG5.

? On the Edit subnet page, under Network security group, select your NSG from the drop-down list. Then select Saveb5.

? Repeat the previous steps to associate your NSG with the subnets in VNET1 and VNET3 that you want to isolate from each other.

NEW QUESTION 3

SIMULATION - (Topic 4)

Task 10

You need to configure VNET1 to log all events and metrics. The solution must ensure that you can query the events and metrics directly from the Azure portal by
using KQL.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for configuring VNET1 to log all events and metrics and query them by using KQL:

? To enable logging for VNET1, you need to create a diagnostic setting that collects the platform metrics and logs from the virtual network and routes them to one
or more destinations. You can choose to send the data to a Log Analytics workspace, a storage account, an event hub, or a partner solutionl.

? To create a diagnostic setting, you need to go to the Azure portal and select your virtual network. Then select Diagnostic settings under Monitoring and select +
Add diagnostic settingl.

? On the Add diagnostic setting page, enter or select the following information:

? Select Save to create your diagnostic settingl.
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? To query the events and metrics from the Azure portal by using KQL, you need to go to the Log Analytics workspace that you selected as the destination. Then
select Logs under General and enter your KQL query in the query editor3.

? For example, you can use the following KQL query to get the top 10 network security group events for VNETL1 in the last 24 hours:
NetworkSecurityGroupEvent

| where TimeGenerated > ago(24h)

| where Resourceld contains "VNET1"

| summarize count() by EventlD

| top 10 by count_ Copy

? Select Run to execute your query and view the results in a table or a chart3.

NEW QUESTION 4

SIMULATION - (Topic 4)

Task 1

You plan to deploy a firewall to subnetl-2. The firewall will have an IP address of 10.1.2.4. You need to ensure that traffic from subnetl-1 to the IP address range of
192.168.10.0/24 is

routed through the firewall that will be deployed to subnetl-2. The solution must be achieved without using dynamic routing protocols.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To deploy a firewall to subnetl-2, you need to create a network virtual appliance (NVA) in the same virtual network as subnetl-2. An NVA is a virtual machine that
performs network functions, such as firewall, routing, or load balancingl.

? To create an NVA, you need to create a virtual machine in the Azure portal and select an image that has the firewall software installed. You can choose from the
Azure Marketplace or upload your own image2.

? To assign the IP address of 10.1.2.4 to the NVA, you need to create a static private IP address for the network interface of the virtual machine. You can do this in
the IP configurations settings of the network interface3.

? To ensure that traffic from subnetl-1 to the IP address range of 192.168.10.0/24 is routed through the NVA, you need to create a user-defined route (UDR) table
and associate it with subnetl-1. A UDR table allows you to override the default routing behavior of Azure and specify custom routes for your subnets4.

? To create a UDR table, you need to go to the Route tables service in the Azure portal and select + Create. You can give a name and a resource group for the
route tableb.

? To create a custom route, you need to select Routes in the route table and select + Add. You can enter the following information for the route5:

? To associate the route table with subnetl-1, you need to select Subnets in the route table and select + Associate. You can select the virtual network and subnet
that you want to associate with the route table5.

NEW QUESTION 5

SIMULATION - (Topic 4)

Task 9

You need to ensure that subnet4-3 can accommodate 507 hosts.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that subnet4-3 can accommodate 507 hosts:

? To determine the subnet size that can accommodate 507 hosts, you need to use the formula: number of hosts = 232 - n) - 2, where n is the number of bits in
the subnet maskl. You need to find the value of n that satisfies this equation for 507 hosts.

? To solve this equation, you can use trial and error or a binary search method. For example, you can start with n = 24, which is the default subnet mask for Class
C networks. Then, plug in the value of n into the formula and see if it is too big or too small for 507 hosts.

? If you try n = 24, you get number of hosts = 27(32 - 24) - 2 = 254, which is too small. You need to increase the value of n to get a larger number of hosts.

? If you try n = 25, you get number of hosts = 232 - 25) - 2 = 510, which is just enough to accommodate 507 hosts. You can stop here or try a smaller value of n
to see if it still works.

? If you try n = 26, you get number of hosts = 27(32 - 26) - 2 = 254, which is too small again. You need to decrease the value of n to get a larger number of hosts.
? Therefore, the smallest value of n that can accommodate 507 hosts is n = 25. This means that the subnet mask for subnet4-3 should be /25 or 255.255.255.128
in dot-decimal notation1.

? To change the subnet mask for subnet4-3, you need to go to the Azure portal and select your virtual network. Then select Subnets under Settings and select
subnet4-3 from the list2.

? On the Edit subnet page, under Address range (CIDR block), change the value from /24 to /25. Then select Save2.

NEW QUESTION 6

SIMULATION - (Topic 4)

Task 8

You need to ensure that the storage34280945 storage account will only accept connections from hosts on VNET1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that the storage34280945 storage account will only accept connections from hosts on VNET1.:

? To restrict network access to your storage account, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your

storage account except from the networks or resources that you specify.

? Under Virtual networks, select + Add existing virtual network. Then select VNET1 from the list of virtual networks and select the subnet that contains the hosts
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that you want to allow access to your storage accountl. This will enable a service endpoint for Storage in the subnet and configure a virtual network rule for that
subnet through the Azure storage firewall2.

? Select Add to add the virtual network and subnet to your storage accountl.

? Select Save to apply your changes1.

NEW QUESTION 7

SIMULATION - (Topic 4)

Task 11

You are preparing to connect your on-premises network to VNET4 by using a Site-to-Site VPN. The on-premises endpoint of the VPN will be created on a firewall
named Firewall 1.

The on-premises network has the following configurations:

« Internal address range: 10.10.0.0/16.

* Firewall 1 internal IP address: 10.10.1.1.

* Firewalll public IP address: 131.107.50.60. BGP is NOT used.

You need to create the object that will provide the IP addressing configuration of the on- premises network to the Site-to-Site VPN. You do NOT need to create a
virtual network gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for creating the object that will provide the IP addressing configuration of the on-premises network to the Site-to-Site VPN:

? The object that you need to create is called a local network gateway. A local network gateway represents your on-premises network and VPN device in Azure. It
contains the public IP address of your VPN device and the address prefixes of your on-premises network that you want to connect to the Azure virtual network1.

? To create a local network gateway, you need to go to the Azure portal and select Create a resource. Search for local network gateway, select Local network
gateway, then select Create2.

? On the Create local network gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your local network gateway?2.

NEW QUESTION 8

SIMULATION - (Topic 4)

Task 6

You need to ensure that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address. The solution must minimize
administrative effort when adding hosts to the subnet.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:

? To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2. A NAT gateway is a resource that
performs network address translation (NAT) for outbound traffic from a subnetl. It allows you to use a single public IP address for multiple private IP addresses?2.

? To create a NAT gateway, you need to go to the Azure portal and select Create a resource. Search for NAT gateway, select NAT gateway, then select Create3.
? On the Create a NAT gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your NAT gateway3.

? To associate the NAT gateway with subnet3-2, you need to go to the Virtual networks service in the Azure portal and select your virtual network.

? On the Virtual network page, select Subnets under Settings, and then select subnet3-2 from the list.

? On the Edit subnet page, under NAT gateway, select your NAT gateway from the drop-down list. Then select Save.

NEW QUESTION 9

SIMULATION - (Topic 4)

Task 5

You need to ensure that requests for wwwijelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that requests for wwwijelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net:
? To use a custom domain with your Azure Front Door, you need to create a

CNAME record with your domain provider that points to the Front Door default frontend host. A CNAME record is a type of DNS record that maps a source domain
name to a destination domain namel.

? To create a CNAME record, you need to sign in to your domain registrar’'s website

and go to the page for managing DNS settings1.

? Create a CNAME record with the following informationl:

? Save your changes and wait for the DNS propagation to take effectl.

? To verify the custom domain, you need to go to the Azure portal and select your Front Door profile. Then select Domains under Settings and select Add2.

? On the Add a domain page, select Non-Azure validated domain as the Domain type and enter wwwijelecloud.com as the Domain name. Then select Add2.

? On the Domains page, select wwwijelecloud.com and select Verify. This will check if the CNAME record is correctly configured?2.

? Once the domain is verified, you can associate it with your Front Door endpoint.

On the Domains page, select wwwijelecloud.com and select Associate

endpoint. Then select your Front Door endpoint from the drop-down list and select Associate?2.
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NEW QUESTION 10

SIMULATION - (Topic 4)

Task 4

You need to ensure that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name
storage34280945.pnvatelinicblob.core.windows.net.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24
range and the name stor-age34280945.pnvatelinicblob.core.windows.net:

? To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account. You
can do this in the Azure portal by selecting your storage account and then selecting Networking under Settings1.

? On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your
storage account except from the networks or resources that you specify.

? Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range. You can also enter an optional rule name and descriptionl. This will allow
access from any IP address in the 10.1.1.0/24 range.

? Select Save to apply your changes1.

? To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account
endpoint2. A CNAME record is a type of DNS record that maps a source domain name to a destination domain name.

? Sign in to your domain registrar’s website, and then go to the page for managing DNS settings2.

? Create a CNAME record with the following information2:

? Save your changes and wait for the DNS propagation to take effect2.

? To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account. Then select Custom domain under
Blob service2.

? On the Custom domain page, enter stor- age34280945.pnvatelinicblob.core.windows.net as the custom domain name and select Save?2.

NEW QUESTION 10

- (Topic 3)

You have an Azure application gateway for a web app named Appl. The application gateway allows end-to-end encryption.

You configure the listener for HTTPS by uploading an enterprise signed certificate. You need to ensure that the application gateway can provide end-to-end
encryption for

Appl. What should you do?

A. Set Listener type to Multi site.

B. Increase the Unhealthy threshold setting in the custom probe.
C. Upload the public key certificate to the HTTPS settings.

D. Enable the SSL profile for the listener.

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-portal#configuration- tab

NEW QUESTION 15

- (Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to- Site (P2S) IKEv2 VPN. You implement virtual network peering between
Vnetl and Vnet2. Vnetl allows gateway transit Vnet2 can use the. You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communication with Vnet2. Solution: You resize the gateway of Vnetl to a larger SKU. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 19

- (Topic 3)

You have an Azure application gateway named AGW1 that has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool
named Pooll. Pooll targets an Azure virtual machine scale set named VMSS1.

You deploy another virtual machine scale set named VMSS2.

You need to configure AGWL1 to direct all traffic for http://www.adatum.com to VMSS2. The solution must ensure that requests to http://www.contoso.com continue
to be directed

to Pooll.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a backend pool.

B. Modify an HTTP setting.
C. Add an HTTP setting.
D. Add a listener.

E. Add arule.

Answer: ADE
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

NEW QUESTION 24
- (Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. Azure Virtual Network NAT
B. virtual network peering

C. service endpoints

D. private endpoints

Answer: A
NEW QUESTION 26

HOTSPOT - (Topic 3)
You have an Azure subscription that contains an app named Appl. Appl is deployed to the Azure App Service apps show in the following table.

Name Location Worker instances
| App1-East EastUS 1 4

e

App 1-West West US 1 4

You need to publish Appl by using Azure Front Door. The solution must ensure that all the requests to Appl are load balanced between all the available worker
instances.

What is the minimum number of origin groups and origins that you should configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Dngin groups g

i

E
Ongins |J | ™ I

1

8

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Onigin groups E
]
g

Ongins |1 | ™ [
1

8

NEW QUESTION 27

- (Topic 3)

You have an Azure subscription that contains a user named Adminl and a resource group named RG1.

RG1 contains an Azure Network Watcher instance named NW1.

You need to ensure that Adminl can place a lock on NW1. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. User Access Administrator

B. Network Contributor
C. Resource Policy Contributor
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D. Monitoring Contributor

Answer: A

NEW QUESTION 30

HOTSPOT - (Topic 3)
Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an
IP address space of 192.168.0.0/24.
You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.
You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must
minimize the number of additional IPv4 addresses.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Create an IPv6 subnet that uses a CIDR suffix of: A 4
/20
/24
/48
. /64
For each virtual machine, create an additional: | v

A. Mastered
B. Not Mastered

IP configuration
NIC
Public IPv6 address

Answer: A
Explanation:
Create an IPv6 subnet that uses a CIDR suffix of: Vv
/20 ‘
/24
/48_ |
) {iﬁﬂf

For each virtual machine, create an additional:

NEW QUESTION 35

HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.

________ ]
LIP_configuration ,
" NIC

' Public IPv6 address

Name Virtual network Subnet Workload
saL1 VNetl Subnetl Microsoft SQL Server 2019
Web1l VNetl Subnetl s
Web2 ViMetl Subnet2 N5
saL2 VNet2 Subnet1 Microsoft SQL Server 2019
Web3 VNet2 Subnetl s
5013 ViNet2 Subnet2 Microsoft 5QL Server 2019

VNetl and VNet2 are NOT connected to each other.
You need to block traffic from SQL Server 2019 to IIS by using application security groups. The solution must minimize administrative effort.

How should you configure the application security groups? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area:

Minimum number of application security groups:

oo B e

Minimum number of application security group assignments:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

2 ASGs e 3 assignments,

"All network interfaces assigned to an application security group have to exist in the same virtual network that the first network interface assigned to the application
security group is in."

https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups

NEW QUESTION 40
- (Topic 3)
You have the Azure environment shown in the exhibit.
IP3

A

P2 IP1
o - A MAT Gateway
A .# W

Basic Load Balancer

T =

) 4
4 SubnetA e Gateway Suhr':':\‘
i v
Pool .
ﬁ ﬁ &.____-___F’
=3
VM1 VM2 Virtual Network P4
Gateway J,l

\ Y/

e
ViNet1

VML1 is a virtual machine that has an instance-level public IP address (ILPIP).

Basic Load Balancer uses a public IP address. VM1 and VM2 are in the backend pool. NAT Gateway uses a public IP address named IP3 that is associated to
SubnetA. VNetl has a virtual network gateway that has a public IP address named 1P4.

When initiating outbound traffic to the internet from VM1, which public address is used?

A. IP1
B. IP2
C.IP3
D. IP4

Answer: A

NEW QUESTION 41

- (Topic 3)

You have an internal Basic Azure Load Balancer named LB1 That has two frontend IP addresses. The backend pool of LB1 contains two Azure virtual machines
named VM1 and VM2.

You need to configure the rules on LB1 as shown in the following table.
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Rule | Frontend IP | Protocol | ILB1 port Destination VM port
address

1 65.52.0.1 TCP 80 IP address of the NIC of VM1 and VM2 80

2 65.52.0.2 TCP BO IP address of the NIC of VM1 and VM2 BO

What should you do for each rule?

A. Enable Floating IP.
B. Disable Floating IP.
C. Set Session persistence to Enabled.
D. Set Session persistence to Disabled

Answer: A
NEW QUESTION 45

HOTSPOT - (Topic 3)
Your on-premises network contains the subnets shown in the following table.

Name IPv4 network address

Subnet1 192.168.10.0/24

Subnet2 192.168.20.0/24

The network contains a firewall named FW1 that uses a public IP address of 131.107.100.200.
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
ViNet1 Virtual network Uses an address space of 10.1.0.0/16
GW1 Virtual network gateway » Uses a public IP address of

20.231.231.174
o Uses a private IP address of
10.1.255.10

GatewaySubnet Subnet Uses an address space of 10.1.255.0/27

LNG1 Local network gateway None

You plan to configure a Site-to-Site (S2S) VPN named VPNL1 that will connect GW1 to FW1.

You need to configure LNG1 to support VPN1. The solution must meet the following requirements:
» Ensure that the resources on Subnetl and Subnet2 can communicate with the resources on VNell.

* Minimize administrative effort.

How should you configure LNG1? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Address space;
pa 110.1.255.0/27

10.1.0.0/16

192.168.10.0/23
192.168.10.0/24 and 192.168.20.0/24

IP address: 20.231.231.174 w
10.1.0.1
10.1.255.10

20.231.231.174

[ 131.107.100.200

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Areca

Address space;  10.1.255.0/27

IP address: 20.231.231.174 »

NEW QUESTION 46
HOTSPOT - (Topic 3)
You configure a route table named RT1 that has the routes shown in the following table.
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Vnetl connects to an ExpressRoute circuit. The on-premises router advertises the following routes:

*0.0.0.0/0

*10.0.0.0/16

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 49

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

!
*LimeStamgr “J021-06-0TT10 1 N AS+D0 00",
*repourcelD®r =/ SURSCRIPFTIONS /PRSI INAL- e Ty= ¥R Tv=gh T | -4 LB 36 THS L2 FRESOURCECROUPE /RG] /TROV ] DERS/MICROSOFT  MUTWORN/APFLICAT [OMCATINA YE /AN 1",
“operat iosllame™: “Applicat loedatewayFirewal 17,
“category™: “ApplicationGatewsyTirewalllog®,
*propertisa®s |
*inatanceld®t “appae 07,
*clientip®s "137.1035.10. 4%,
=clientPorL®: =",
*peguadtfel®c */login®,
"rulefetType™: “ONAZP CHA™,
=ralsdatVersion™s k005
=ralsld®s =920000°,
“mranage”] “Regoerat Missing an Accept Besder™,
Tactioa®1 “Matched™,
"pite”r "Global®,
=Setalli®s |
"mrasage™: "Narning. Match of VW pm Appledebait Androld\A\* sgaimet V\\CREQUEST READER:User-Agenti\\* required. =,
AL T !’Ir
1Ll "rules\/EESULST - R0~ FROTOO0L - INFORCIORINT . conl” ,
"linw®: “LR4T"
II
"host R ® I “appl . OONLSED OO0,
=pransactionId™: =fTS4E155y i) Tunl JESEE1 TS0 I LERNT",
*polilcyla®r “defasulr®,
“polloyscope™r “Slckal®,
“poplicySoopelane™: “Global®,

You need to ensure that the URL is accessible through the application gateway. Solution: You add a rewrite rule for the host header.

Does this meet the goal?

A. Yes
B. No

Answer: B
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Explanation:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url#limitations

NEW QUESTION 54

HOTSPOT - (Topic 3)

Your company has 40 branch offices across North America and Europe. You have an Azure subscription that contains the following virtual networks:
» Two networks in the East US Azure region

 Three networks in the West Europe Azure region

You need to implement Azure Virtual WAN. The solution must meet the following requirements:

 Each branch office in North America must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the East US region.

 Each branch office in Europe must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the West Europe region.

* Transitive connections must be supported between all the branch offices and all the virtual networks.

* Costs must be minimized.

What is the minimum number of Virtual WAN resources required? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Answer Area

Virtual WAN: | One Standard wirtual WAN o |
One Base virtual WAN
Tiwo Basic wirtual WAMNs

Two Standard virtual WANs
FOLIT VIFTUSA METWOrE gateways -

Virtual WAN hubc | Two wirtual WAN hubs et
One wirtual WAN hub

Four wrtual WAN hubs
Frve virtual WAN hubs

Virtual network gateway: {:';-ur virtual network gateways i j
One virtual network gateway
Two virtual netwaork gateways

Four virtual network gateways

Five virtual network gateways

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Virtual WAN: | | One Standard virtual WAN - |
One Basic virtual WAN
| One Standard wirtual WAN
Two Basic virtual WANs

Two Standard wvirtual WANS
FOUT VIFTLEN! NETWONK QaTewWays -

Virtual WAN hubr  Two virtual WAN hubs =
O vartual WAN hub
Two virtual WAN hubs
Four virtual WAN hubs
Five virtual WAN hubs

Virtual network gateway: l_.-‘n:,d.:.' virtual network gateways - |
One wirtual network gateway
Two virtual network gateways

Four wrtual network gateways
Five vartual network gateways

NEW QUESTION 57

- (Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will
be hosted by using the Azure App Service apps shown in the following table.

Name FQDN Location Public IP address
AS1 As1.contoso.com East US 131.107.100.1
AS2 As2.contoso.com West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details
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Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager- profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

NEW QUESTION 62

HOTSPOT - (Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2. You have the NAT gateway shown in the NATgatewayl
exhibit, (Click the NATgateway1 tab)

NATgatewayl = x

N

L sentiady

You have the virtual machine shown in the VM1 exhibit, (Click the VM1 tab)

e | VM1 = -

Subnetl is configured as shown in the Subnetl exhibit, (Click the Subnetl tab)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No

Statements Yes

VM1 can communicate outbound Dy using NATgateway1.

The virtual machines n Subretd communicate outbound Dy using NATgatewa)y!

A TR virtudl machines that use "hl*!;i'.'fﬂ'-h 110 Conmect 1o the intermet use the tame
DudI [P pOaress.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Yes, Yes, No

NEW QUESTION 65
- (Topic 3)
You have the Azure load balancer shown in the Load Balancer exhibit.
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LB2 has the backend pools shown in the Backend Pools exhibit.

You need to ensure that LB2 distributes traffic to all the members of VMSS1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a network interface to VMSS1.

B. Configure a health probe.

C. Add a public IP address to each member of VMSS1.
D. Add a load balancing rule.

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal?tabs=option-1-create-load-balancer-standard

NEW QUESTION 68

HOTSPOT - (Topic 3)

You have an Azure subscription that contains two virtual networks named Vnetl and Vnet2.

You register a public DNS zone named fabrikam.com. The zone is configured as shown in the Public DNS Zone exhibit.
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Zone exhibit.

You have a virtual network link configured as shown in the Virtual Network Link exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one int

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Yes

DNS queries from the internet use the public DNS zone. In the public DNS zone, www.fabrikam.com is a CNAME record that resolves to
appservicel.fabrikam.com which resolves to 131.107.1.1.

Box 2: No

DNS queries from the internet use the public DNS zone. There is no DNS record for serverl.fabrikam.com in the public DNS zone.

Box 3: No

The private DNS zone is linked to VNet1, not VNet2. Therefore, resources in VNet2 cannot query the private DNS zone.

NEW QUESTION 69

- (Topic 3)

You need to use Traffic Analytics to monitor the usage of applications deployed to Azure virtual machines.
Which Azure Network Watcher feature should you implement first?

A. Connection monitor
B. Packet capture

C. NSG flow logs

D. IP flow verify

Answer: C

NEW QUESTION 72

HOTSPOT - (Topic 3)

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones.

You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual machines in Vnetl host an app named Appl. The
virtual machines in Vnet2 host an app named App2.

You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2.

You need to identify the minimum number of subnets and Virtual Network NAT instances required to meet the following requirements:

* A failure of two zones must NOT affect the availability of either Appl or App2.

» A failure of two zones must NOT affect the outbound connectivity of either Appl or App2. What should you identify? To answer, select the appropriate options in
the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Minimum number of subnets: _
1
S——
&
12 i
Minimum number of Virtual Network NAT instances: _
1
2
(=
12
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Minimum number of subnets: —

PMinimum number of Virtual Network NAT instances: _

- v f ki

LY

NEW QUESTION 75

- (Topic 3)

Your company has a single on-premises datacenter in New York. The East US Azure region has a peering location in New York.

The company only has Azure resources in the East US region.

You need to implement ExpressRoute to support up to 1 Gbps. You must use only ExpressRoute Unlimited data plans. The solution must minimize costs.
Which type of ExpressRoute circuits should you create?

A. ExpressRoute Local
B. ExpressRoute Direct
C. ExpressRoute Premium
D. ExpressRoute Standard

Answer: A

Explanation:
Reference:
https://azure.microsoft.com/en-us/pricing/details/expressroute/

NEW QUESTION 79
- (Topic 3)
You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 83

- (Topic 3)

You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network.

Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a virtual network gateway

B. Azure Firewall

C. a local network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: AC
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 88

- (Topic 3)

You have an Azure application gateway configured for a single website that is available at https://www.contoso.com.

The application gateway contains one backend pool and one rule. The backend pool contains two backend servers. Each backend server has an additional
website that is available on port 8080.

You need to ensure that if port 8080 is unavailable on a backend server, all the traffic for https://www.contoso.com is redirected to the other backend server.
What should you do?

A. Create a health probe.

B. Add a new rule.
C. Add a new listener.
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D. Change the port on the listener.

Answer: A

NEW QUESTION 92
- (Topic 3)

You have an Azure subscription that is linked to an Azure AD tenant named contoso.onmicrosoft.com. The subscription contains the following resources:

* A virtual network named Vnetl

* An App Service plan named ASPI

» An Azure App Service named webappl

» An Azure private DNS zone named private.contoso.com
» Virtual machines on Vnetl that cannot communicate outside the virtual network

You need to ensure that the virtual machines on Vnetl can access webappl by using a URL of https:/Avwwprivate.contosocom.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a private endpoint for webapp1l.
B. Create a service endpoint for webappl.
C. Create a CNAME record that maps www.pnvate.contoso.com to webappl.privatelink.azurewebsites.net.
D. Create a CNAME record that maps wwwprivatemntoso.com to webappl.contoso.onmicrosoft.com.

E. Register an enterprise application in Azure AD for webappl.
F. Create a CNAME record that maps wow.private.contoso.com to webapp 1 private@ntoso.com.

Answer: AD

NEW QUESTION 96

- (Topic 3
Y(ou Eave)Azure App Service apps in the West US Azure region as shown in the following table.
Name App Service plan Number of instances
App1 ASP1 3
App2 ASP1 3
App3 ASP2 2
App4d ASP3 1

You need to ensure that all the apps can access the resources in a virtual network named Vnetl without forwarding traffic through the internet-How many
integration subnets should you create?

00w
o~ WPER

Answer: C

Explanation:

One integration subnet is required per App Service Plan regardless of how many apps are running in the App Service Plan.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

NEW QUESTION 101
- (Topic 3)

You plan to implement an Azure virtual network that will contain 10 virtual subnets. The subnets will use IPv6 addresses. Each subnet will host up to 200 load-

balanced virtual machines.

You need to recommend a load balancing solution for the virtual network. The solution must meet the following requirements:

 The virtual machines and the load balancer must be accessible only from the virtual network.

» Costs must be minimized.

What should you include in the recommendation?

A. Basic Azure Load Balancer

B. Azure Application Gateway v1 Azure Application Gateway v2

C. Azure Standard Load Balancer
D. Azure Application Gateway v2

Answer: C

NEW QUESTION 105
DRAG DROP - (Topic 3)

Your company, named Contoso, Ltd, has an Azure subscription that contains the resources show in the following table.
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Name Type Location Description
Applus | Azure App Service East US A website for the
United States office of
Contoso
Appluk | Azure App Service UK West A website for the
United Kingdom office
of Contoso
Stlus Storage account East US Contains images for
the United States
website
St1uk Storage account UK West Contains images for
the United Kingdom
website

You plan to deploy Azure Front Door. The solution must meet the following requirement:

» Requests to a URL of https://contoso.azurefd.net/uk must be routed to Appluk.

* Requests to a URL of https://contoso.azurefd.net/us must be routed to Applus.

* Requests to a URL of https://contoso.azurefd.net/images must be routed to the storage account closest to the user.

What is the minimum number of backend pools and routing rules you should create? To answer, the appropriate number to the correct component. Each number
may be used once, more than once, or not at all. You may need to drag the spilt bar between panes scroll to view content:

Note: Each correct selection is worth one point.

MNumber Answer Arca
L < Backend pools:
3 4 ]
L Routing rules:
e
L]
]
h -
A. Mastered

B. Not Mastered
Answer: A

Explanation:
MNumber Anvwer Arca

— — o — mam

Backend poots: [ £

L S—
3||"""]'_'

Ln-ln-—r ——nl

Routing niles: | 2 f

b -

NEW QUESTION 107
- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
VNet1 Virtual network Contains a subnet named
Subnet1
storage Storage account None
VM1 Virtual machine Linked to Subnet1
VM2 Virtual machine Linked to Subnet1

You need to ensure that VM1 and VM2 can connect only to storagel. The solution must meet the following requirements:
* Prevent VM1 and VM2 from accessing any other storage accounts.
* Ensure that storagel is accessible from the internet. What should you use?

A. a network security group (NSG)
B. a private endpoint

C. a private link

D. a service endpoint policy
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Answer: D

NEW QUESTION 110

HOTSPOT - (Topic 3)

You are planning an Azure solution that will contain the following types of resources in a single Azure region:

? Virtual machine

? Azure App Service

? Virtual Network gateway

? Azure SQL Managed Instance

App Service and SQL Managed Instance will be delegated to create resources in virtual networks.

You need to identify how many virtual networks and subnets are required for the solution. The solution must minimize costs to transfer data between virtual
networks.

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Virtual Networks:

bW =

Subnets:

BWN =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Virtual Networks: TI 1
L5
2
3
4

Subnets: | 1

2
3
g I

NEW QUESTION 111
DRAG DRORP - (Topic 3)
You have three on-premises sites. Each site has a third-party VPN device.
You have an Azure virtual WAN named VWANL1 that has a hub named Hub1. Hub1 connects two of the three on-premises sites by using a Site-to-Site VPN
connection.
You need to connect the third site to the other two sites by using Hub1.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actions Answer Area

| Download the VPN configuration file from VWAN1

| In a Hub1, create a VPN gateway

| Ina Hub1, create a VPN site

| ®
©

In a Hub1, create a connection to the VPN sile

| Configure the VPN device
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
----------------- — . - - il o — R sl 2 3 sl oy - - S - - -l
| Download the VPN configuration file from VIWAN1 : " In a Hub1, create a VPN site I
In a Hub1, create a VPN gateway M g P00 S O e G i o o B T S B
_________________ : @ In a Hub1, create a connection to the VPN site
In a Hub1, create a VPN site D — e
I @ hhhhhhhhhhhhhhhhh ‘
! 1 Hub1, creste a connection 1o he VPN sits j | Cowniond the VN coniigureton (R waen VT
ﬂ Configure the VPN device ! ]7C¢nﬁgure the VPN device

NEW QUESTION 115

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts hamed storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 118

- (Topic 3)

You have a website that uses an FQDN of www.contoso.com. The DNS record tor

WWW.contoso.com resolves to an on-premises web server.

You plan to migrate the website to an Azure web app named Webl. The website on Web1 will be published by using an Azure Front Door instance named
ContosoFD1.

You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

When you attempt to conflgure a custom domaln for www.contoso.com on ContosoFD1, you receive the error message shown in the exhibit.

poE gered d4s o8 r -| -|J_

T H:H*Hl HIIEHIIIH.J

Jk CNAME record for 'www.contoso.com’ that points to ‘ContosofFD1l.azurefd.net’ could
mum Before you can associate a domain with this Front Door. you need to,
 create a CNAME record with yum DNS provider for ‘www.contoso.com’ that pnlnli ta
_-tm‘ﬂtnmttt 1 i| HEHHHE
i SRR ELD LRI
You need to test the website and ContosoFD1 without affecting user access to the on- premlses web server.
Which record should you create in the contoso.com DNS domain?

A. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B. a CNAME record that maps www.contoso.com to Web1.contoso.com

C. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net
Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subdomain
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NEW QUESTION 123

- (Topic 3)

You have three on-premises networks.

You have an Azure subscription that contains a Basic Azure virtual WAN. The virtual WAN contains a single virtual hub and a virtual network gateway that is
limited to a throughput of 1 Gbps.

The on-premises networks connect to the virtual WAN by using Site-to-Site (S2S) VPN connections.

You need to increase the throughput of the virtual WAN to 3 Gbps. The solution must minimize administrative effort.

What should you do?

A. Upgrade the virtual WAN lo the Standard SKU.

B. Add an additional VPN gateway to the Azure subscription,
C. Create an additional virtual hub.

D. Increase the number of gateway scale units.

Answer: D

NEW QUESTION 128
- (Topic 3)
Azure virtual networks in the East US Azure region as shown in the following table.

f

| 1]

il -

) ] I'q '

II f | | ' . [’ [ I; 1 4 ] s "I.

| ;m-: | 192.168.0.0/20

| Vnet2 | 10.0.0.0, |

E;IJIW' i |I I.I 1 m

The virtual networks are peered to one another. Each virtual network contains four subnets. You plan to deploy a virtual machine named VM1 that will inspect and
route traffic between

all the subnets on both the virtual networks.
What is the minimum number of IP addresses that you must assign to VM1?

oowp
oo AN

Answer: B

NEW QUESTION 133

DRAG DROP - (Topic 3)

Your on-premises network contains an Active Directory Domain Services {AD DS) domain named contoso.com that has an internal certification authority (CA).
You have an Azure subscription.

You deploy an Azure application gateway named AppGwy1 and perform the following actions:

» Configure an HTTP listener.

 Associate a routing rule with the listener.

You need to configure AppGwyl to perform mutual authentication for requests from domain-joined computers to contoso.com.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Acthond MAniwer frca

From AppGewyl, creaie a routing rule

From Appdeyl, creabe a fromsend |P configuraton

From AppGeeyl. creabe an S5L prodile,

From an on-peemites compues, upkoad & osrtificate 1o Applay 1

From AppOwy L sdd £n HTTP katener and sasociats the Ratenss o the S5L profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actiond e R Ay R ] i s e e e e e U st T S k.
Fr\:n" Appdewy, cTeate 3 TouRng rule [ | Fraim ApEGwd ], crdatd & fraiend P conhouiisian |

e e e e e I e B e e e e e i e e~ - I I IR B R I I o .

NEW QUESTION 137

- (Topic 3)

You have an Azure subscription that contains the following resources:
? A virtual network named Vnetl

? Two subnets named subnetl and AzureFirewallSubnet

? A public Azure Firewall named FW1

? A route table named RT1 that is associated to Subnetl
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? A rule routing of 0.0.0.0/0 to FW1 in RT1

After deploying 10 servers that run Windows Server to Subnetl, you discover that none of the virtual machines were activated.
You need to ensure that the virtual machines can be activated.

What should you do?

A. Deploy an application security croup mat allows outbound traffic to 1688.

B. Deploy an Azure Standard Load Balancer that has an outbound NAT rule
C. On fW1.configure a DNAT rule for port 1688.

D. Add an internet route to RI1 for the Azure Key Management Service (KMS).

Answer: D

Explanation:
Reference:
https://[ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop- wvd/

NEW QUESTION 141
FILL IN THE BLANK - (Topic 3)

T R I e o 111
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You need to publish all the web apps to the application gateway. Requests must be routed based on the HTTP host headers.
What is the minimum number of listeners and routing rules you should configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
1,2

NEW QUESTION 146

DRAG DROP - (Topic 3)

You have an Azure Front Door instance named FrontDoorl.

You deploy two instances of an Azure web app to different Azure regions.

You plan to provide access to the web app through FrontDoorl by using the name appl.contoso.com.

You need to ensure that FrontDoorl is the entry point for requests that use appl.contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 149

HOTSPOT - (Topic 3)

Your company has 10 instances of a web service. Each instance is hosted in a different Azure region and is accessible through a public endpoint.

The development department at the company is creating an application named Appl. Every 10 minutes. Appl will use a list of end points and connect to the first
available endpoint.

You plan to use Azure Traffic Manager to maintain the list of endpoints.

You need to configure a Traffic Manager profile that will minimize the impact of DNS caching.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 153
- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description

FW1 Azure Firewall Has a network intrusion detection and prevention system
Premium {IDPS) enabled
HP1 Azure Virtual All outbound traffic from HP1 to the subscription's

Desktop host pool resources route through FW1
Serverl | Virtual machine Hosts an application named App1l
KV1 Azure Key Vault None

Users on HP1 connect to Appl by using a URL of https://appl .comoso.com.
You need to ensure that the IDPS on FW1 can identify security threats in the connections from HP1 to Serverl.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Enable TLS inspection for FW1.

B. import a server certificate to KV1.

C. Enable threat intelligence for FW1.

D. Add an application group to HP1.

E. Add a secured virtual network to FW1.

Answer: AC

NEW QUESTION 158
- (Topic 3)
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You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains 20 subnets and 500 virtual machines. Each subnet contains a virtual
machine that runs network monitoring software.

You have a network security group (NSG) named NSG1 associated to each subnet. When a new subnet is created in Vnetl, an automated process creates an
additional network monitoring virtual machine in the subnet and links the subnet to NSG1.

You need to create an inbound security rule in NS61 that will allow connections to the network monitoring virtual machines from an IP address of 131.107.1.15.
The solution must meet the following requirements:

 Ensure that only the monitoring virtual machines receive a connection from 131.107.1.15.

» Minimize changes to NSG1 when a new subnet is created.

What should you use as the destination in the inbound security rule?

A. a virtual network

B. an IP address

C. an application security group
D. a service tag

Answer: C

NEW QUESTION 163

- (Topic 3)

You have an Azure subscription that contains a virtual network name Vnetl. Vnetl contains a virtual machine named VM1 and an Azure firewall named FW1.
You have an Azure Firewall Policy named FP1 that is associated to FW1.

You need to ensure that RDP requests to the public IP address of FW1 route to VM1. What should you configure on FP1?

A. an application rule
B. a network rule

C. URL filtering

D. a DNAT rule

Answer: D

NEW QUESTION 166

- (Topic 3)

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FD1 uses a frontend host named appl.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.
You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States.

What should you include in the WAF policy?

A. a frontend host association

B. a managed rule set

C. a custom rule that uses a rate limit rule
D. a custom rule that uses a match rule

Answer: D

NEW QUESTION 168
- (Topic 3)

You have an Azure subscription that contains the virtual networks shown in the following table.
il L
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You plan to deploy an Azure firewall named AF1 to RG1 in the West US Azure region. To which virtual networks can you deploy AF1?

A. Vnetl only

B. Vnetl and Vnet2 only

C. Vnetl, Vnet2, and Vnet4 only
D. Vnetl and Vnet4 only

E. Vnetl, Vnet2. Vnet3, and Vnet4

Answer: A

NEW QUESTION 173

HOTSPOT - (Topic 3)

You have an Azure subscription that contains an Azure key vault named Vaultl and an app registration for an Azure AD app named App1l.

You have a DNS domain named contoso.com that is hosted by a third-party DNS provider. You plan to deploy Appl by using Azure App Service. Appl will have
the following

configurations:

« Appl will be hosted across five App Service apps.

« Users will access Appl by using a URL of https://appl.contoso.com.

*» The user traffic of Appl1 will be managed by using Azure Front Door.
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« The traffic between Front Door and the App Service apps will be sent by using HTTP.
» Appl will be secured by using an SSL certificate from a third-party certificate authority (CA).

You need to support the Front Door deployment.
Which two DNS records should you create, and to where should you import the SSL certificate for Appl? To answer, select the appropriate options in the answer

area.
NOTE: Each correct selection is worth one point.
Answer Area
DNS records: A CNAME record and a TXT record »
A CNAME record and a TXT record
| An A record and a SRV record
An A record and a CNAME record
|A TXT record and a SRV record
Import the certificate to: | Vaultl [ *
The app registration for App1
The App Service apps
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area
DNS records: | A CMNAME record and & TXT record
A CMAME record and a TXT record

LA A record and a SRV record
An A record and a CNAME record
LA TXT record and a SRV record

Import the certificate to: | Vault1
The app registration for App1

The App Service apps

NEW QUESTION 178

HOTSPOT - (Topic 3)
You have the Azure environment shown In the Azure Environment exhibit. (Click the Azure Environment tab.) The settings for each subnet are shown in the

following table.

Subnet Service endpoint
Vnet1/Subnetl Storage
Vnet1/Subnet2 Storage
Vnet2/Subnet None

The Firewalls and virtual networks settings for storagel are configured as shown in the Storagel exhibit. (Click the Storagel tab.) For each of the following
statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
VM1 can access storage. ¢
V2 can access storage 1 by using a service endpoint.
b VM2 can access storagel by using the public |IP address.
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
VM1 can access storage 1. ._'_ _|

V2 can access storage1 by using a service endpoint. o .= B

b VM2 can access storagel by using the public |P address. = o |

NEW QUESTION 181

- (Topic 3)

You have an Azure virtual machine named VM1.

You need to capture all the network traffic of VM1 by using Azure Network Watcher. To which locations can the capture be written?
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A. afile path on VM1 only

B. blob storage only

C. a premium storage account only

D. blob storage and a file path on VM1 only

E. blob storage and a premium storage account only

F. blob storage, a file path on VM1, and a premium storage account

Answer: D

NEW QUESTION 182
- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to- Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.
You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You enable BGP on the

gateway of Vnetl.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site- routing

NEW QUESTION 184
HOTSPOT - (Topic 3)
You have the network topology shown in the Topology exhibit. (Click the Topology tab.)
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You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)

o Firewalll =

You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Anzwer Arcn

Statomonts

Thee resowurces in Subnet 1 can connect 1o The infermet throwugh Fircwalll
The resowurces im Subnet1 can conmect to the resources in Vinet2

The rescurces in Subnet? can oonmecl o U mtermet through Firesalll

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anzwer Arcn

Statomonts

Thee resowurces in Subnet 1 can connect 1o The infermet throwugh Fircwalll
The resowurces im Subnet1 can conmect to the resources in Vinet2

The rescurces in Subnet? can oonmecl o U mtermet through Firesalll

NEW QUESTION 187
- (Topic 3)

Yoz

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which

additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)

B. a RADIUS server

C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 191

HOTSPOT - (Topic 3)

You have an Azure load balancer that has the following configurations:
* Name:LB1

* Location: East US 2

» SKU: Standard

* Private IP address: 10.3.0.7

« Load balancing rule: rule! (Tcp/80)

* Health probe: probel (Http:80)

* NAT rules; 0 inbound

The backend pool of LB1 has the following configurations:
» Name: backend |
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* Virtual network: Vnetl

» Backend pool configuration: NIC

« |P version: IPv4

* Virtual machines: VM1.VM2. VM3:

You have an Azure virtual machine named VM4 that has the following network configurations:
* Network interface: vm49SI

» Virtual network/subnet: Vnet3/Subnet3

* NIC private IP address: 10.4.0.4

* Accelerated networking: Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo
[ i i = i LK@
i i e N [
Connections 1o htps/M10L30.7 will be load balanced between VT, Y2 and VG
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
To add W4 1o LB, you muust Craate a new backind pool l—._. I
WA s connecied to Vinet2 ST o TR
l- b I
Connections 1o hittpse//10.3.0.7 vall be load bafanced bebhween V311, VM2, and Vi3 |_ 4
— il

NEW QUESTION 195

- (Topic 3)

You are configuring two network virtual appliances (NVASs) in an Azure virtual network. The NVAs will be used to inspect all the traffic within the virtual network.
You need to provide high availability for the NVAs. The solution must minimize administrative effort. What shtraffic ould you include in the solution?

A. Azure Standard Load Balancer
B. Azure Traffic Manager

C. Azure Application Gateway

D. Azure Front Door

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva- ha?tabs=cli

NEW QUESTION 197

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You create a WAF policy exclusion for request headers that contain
137.135.10.24.
Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

The parameter here should be RemoteAddr not Request header. https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable-required

NEW QUESTION 198

DRAG DROP - (Topic 3)

You have two Azure subscriptions named Subscnptionl and Subscription2. Subscriptionl contains a virtual network named Vnetl. Vnetl contains an application
server. Subscription2 contains a virtual network named Vnet2.

You need to provide the virtual machines in Vnet2 with access to the application server in Vnetl by using a private endpoint.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 201
HOTSPOT - (Topic 2)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 203

- (Topic 2)

You need to configure GW1 to meet the network security requirements for the P2S VPN users.
Which Tunnel type should you select in the Point-to-site configuration settings of GW1?

A. IKEv2 and OpenVPN (SSL)
B. IKEv2

C. IKEv2 and SSTP (SSL)

D. OpenVPN (SSL)

E. SSTP (SSL)

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

NEW QUESTION 208

HOTSPOT - (Topic 2)

You need to meet the network security requirements for the NSG flow logs.

Which type of resource do you need, and how many instances should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 212
- (Topic 2)
What should you implement to meet the virtual network requirements for the virtual machines that connect to Vnet4 and Vnet5?

A. a private endpoint

B. a virtual network peering
C. a private link service

D. a routing table

E. a service endpoint

Answer: B
Explanation:

There is no virtual network peering between VM4’s VNet (VNet3) and VM5’s VNet (VNet4). To enable the VMs to communicate over the Microsoft backbone
network a VNet peering is required between VNet3 and VNet4.
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NEW QUESTION 216

HOTSPOT - (Topic 2)

In which NSGs can you use ASG1 and to which virtual machine network interfaces can you associate ASG1? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer Arca

L S ———
MNGST only

NSG1 and NSG2 only
MNSG1, NSG2, and NSGS only

NSG1, NSG2, NSG4, and NSGS only
MNSG 1, NSG2, NSG3, N5G4, and NSGS5

Virtual machines: —;
V2 anly

VM2 and VM5 only
VM2, VM4, and VM5 only
VM2, VM3, VM4, and VMS

A. Mastered
B. Not Mastered

Answer: A

Explanation:
NGS1 only VM2, VM3, VM4 and VM5

NEW QUESTION 220

- (Topic 1)

You need to provide access to storage2. The solution must meet the PaaS networking requirements and the business requirements.
Which connectivity method should you use?

A. a service endpoint
B. a private endpoint
C. Azure Firewall

D. Azure Front Door

Answer: A

NEW QUESTION 225

DRAG DROP - (Topic 1)

You need to implement outbound connectivity for VMScaleSetl. The solution must meet the virtual networking requirements and the business requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a health probe

Create a public load balancer in the Standard SKU

Create a public load balancer in the Basic SKU @

Create a backend pool thal contains VMScaleSet1

Create a NAT rule

Create an outbound rule

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 229

HOTSPOT - (Topic 1)

You need to restrict traffic from VMScaleSetl to VMScaleSet2. The solution must meet the virtual networking requirements.

What is the minimum number of custom NSG rules and NSG assignments required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Minimum number of custom NSG rules:

Nk WwWwn =

Minimum number of NSG assignments:

nNnhwmn=

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSetl and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and
restrict inbound traffic. Either way you would need two custom NSG rules.

Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking all traffic from VMScaleSetl. Then you would need to create another
custom rule with a higher priority than the first rule that allows traffic on port 443.

The default rules in the NSG will allow all other traffic to VMScaleSet2.

NEW QUESTION 231
DRAG DROP - (Topic 1)
You need to prepare Vnetl for the deployment of an ExpressRoute gateway. The solution must meet the hybrid connectivity requirements and the business
requirements.

Which three actions should you perform in sequence for Vnetl? To answer, move the appropriate actions from the list of actions to the answer area and arrange
them in the correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 233
- (Topic 1)
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You need to configure the default route on Vnet2 and Vnet3. The solution must meet the virtual networking requirements.
What should you use to configure the default route?

A. route filters

B. BGP route exchange

C. a user-defined route assigned to GatewaySubnet in Vnetl

D. a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

NEW QUESTION 236
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