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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

A. disabling TPC so that access points can negotiate signal levels with their attached wireless devices.

B. setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller

C. allocating nonoverlapping channels to access points that are in close physical proximity to one another
D. configuring access points to provide clients with a maximum of 5 Mbps

Answer: C

NEW QUESTION 3
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 4
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: A

NEW QUESTION 5

Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco IOS software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center

E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 6

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the

link could have contained malicious code. Which type of security program is in place?

A. Physical access control
B. Social engineering attack
C. brute force attack

D. user awareness

Answer: B

NEW QUESTION 7

Which type of wireless encryption is used for WPA2 in preshared key mode?
A. TKIP with RC4

B. RC4

C. AES-128

D. AES-256

Answer: D
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NEW QUESTION 8

Which two must be met before SSH can operate normally on a Cisco 10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: BC

NEW QUESTION 9
Refer to the exhibit.

internet

Gateway of

""""*‘Hln:"nnn

Router1 Switch1

Routeri#show ip route
last resortis 10.10.11.2 to network 0.0.0.0

209165 200 0727 5 subnetted, 1 subnets
B 209 165
200 165 201 V2T s subnetted. 1 subnets

200.224 [20/0] via 10.10 12 2, 03-22-14

B 209.165.201.0 [20/0] via 10.10.12.2, 02:26:33

209165202 0727 5 subnetted, 1 subnets
B 209.165.202.128 [20/0] wa 10.10.12 .2, 02:26:03

10 0.0 0/8 15 vanably subnetted, 8 subnets, 4 masks
C 0.10.10 (V28 = directly connected, GigabitEthemet(v0
C 10.10.11.0/30 s directly connected, FastEthermet2/0
C 10.10.12.0/730 is directly connected, GigabitEthemet/1
O 10.1013.0/25 [110/2] via 10.10.10.1, 00:00-04, GigabitEthemet0/0
0 10 1013128728 [11072] via 10 10 101, 00-00:04, GigabiEthemet(/0
0 1010 :3 144728 [110/2] via 10 10.10 1, 00:00:04, GigabilEthernet(/0
0 10.10.13.160/29 [110/2] via 10.10.10.1, 00.00 04, GigabitEthernet(/0
0 10.10.13.208/29 [110/2] via 10.10.10.1, 00:00:04, GigabilEthernet0/0
5" 0000/0[1/0}wia 10.10.11.2

— o .

~2]10.10.12.0/30

14

Which prefix does Router 1 use for traffic to Host A?

A.10.10.10.0/28
B. 10.10.13.0/25
C. 10.10.13.144/28
D. 10.10.13.208/29

Answer: C

NEW QUESTION 10

When OSPF learns multiple paths to a network, how does it select a route?

A. It multiple the active K value by 256 to calculate the route with the lowest metric.
B. For each existing interface, it adds the metric from the source router to the destination to calculate theroute with the lowest bandwidth.
C. It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.

D. It count the number of hops between the source router and the destination to determine the router with the lowest metric

Answer: A

NEW QUESTION 10
Refer to the exhibit.

Atlantafecont T

Enter configuration commands, cne per line. End with CNIL/Z.
Atlanta(config) faaa new-nodel

Atlants (confiqg) fass anthsnrication login defanlt local
Atlanta (config) #line wty 0 4

Atlanta (config-line)#login anthentication default

Arlanta (config-line) faxic

Atlanta (config) fusernams ciscoadmin password adminadminll?)
Atlanta (config) fusernams ciscoadmin privilege 13

Arlanta (config) fanables password ciseslll

Atlanta (config) #fenable secret testinglild4

Atlanta (config) fend

Which password must an engineer use to enter the enable mode?

A. adminadminl123
B. default
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C. testing 1234
D. ciscol123

Answer: C

NEW QUESTION 12
What is the primary different between AAA authentication and authorization?

A. Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.
B. Authentication identifies a user who is attempting to access a system, and authorization validates the users password

C. Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.

D. Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Answer: C

NEW QUESTION 17
A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?

A. It allows the traffic to pass through unchanged
B. It drops the traffic

C. It tags the traffic with the default VLAN

D. It tags the traffic with the native VLAN

Answer: C

NEW QUESTION 18

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?
interface 0/0

description to HQ-A37T1:10875

ip address 172.16.1.4 255.255.255.248

interface &0/0
description to HQ-A371:10975
ip address 10.2.1.3 255.255.255.252

interface 0/0
description to HQ-AJ371:10875
ip address 192.168.1.1 255.255.255.248

interface «0/0
description to HQ-A3T1:10875
ip address 209.165.201.2 255.255.2565.252

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 23
What are two characteristics of a controller-based network? (Choose two)

A. The administrator can make configuration updates from the CLI

B. It uses northbound and southbound APIs to communicate between architectural layers

C. It moves the control plane to a central point.

D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: AC

NEW QUESTION 26
Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML

Answer: AE
NEW QUESTION 27
What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

A. when the sending device waits 15 seconds before sending the frame again
B. when the cable length limits are exceeded
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C. when one side of the connection is configured for half-duplex
D. when Carner Sense Multiple Access/Collision Detection is used
E. when a collision occurs after the 32nd byte of a frame has been transmitted

Answer: CE

NEW QUESTION 30
Drag and drop the network protocols from the left onto the correct transport services on the right.

IConnection Onented
SMTP
SNMP
TETP
L ':':p
IConnectioniess
SSH
FTP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
|Connection Onented
SMTP | I
ETP |

SNMP

NEW QUESTION 33
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages
B. It minimizes spanning-tree convergence time
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C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 37
Refer to the exhibit.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 42
Drag and drop the AAA functions from the left onto the correct AAA services on the right

Authenbcation

Authorization

ACCcounting

—— %
-
.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 44
Which two actions influence the EIGRP route selection process? (Choose two)

authentication

¥

A. The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.
B. The router calculates the best backup path to the destination route and assigns it as the feasible successor.

C. The router calculates the feasible distance of all paths to the destination route

D. The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link

E. The router must use the advertised distance as the metric for any given route

Answer: AD

NEW QUESTION 49

An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is in the proper mode?

A. Exchange
B. 2-way

C. Full

D. Init

Answer: B

NEW QUESTION 51
Refer to the exhibit.
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Designated Router (ID) 10.11.11.11, Interface address 10.10.10.1
Backup Designated router (ID)10.3.3.3, Interface address 10.10.10.3
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
oob-resync timeout 40

Hello due in 00:00:08

Supports Link-local Signaling (LLS)

Cisco NSF helper support enabled

IETF NSF helper support enabled

Index 1/1/1, flood queue length O

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 6

Last flood scan time is 0 msec, maximum is 1 msec

Neighbor Count is 3, Adjacent neighbor count is 3

Adjacent with neighbor 10.1.1.4

Adjacent with neighbor 10.2.2.2

Adjacent with neighbor 10.3.3.3 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

The show ip ospf interface command has been executed on R1 How is OSPF configured?
A. The interface is not participating in OSPF

B. A point-to-point network type is configured

C. The default Hello and Dead timers are in use

D. There are six OSPF neighbors on this interface

Answer: A

NEW QUESTION 54
Refer to the exhibit.
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—

— —

= 18 - 4
10 10,10 16/30 Internet

Firewall

MLS1

S1
Rl¥sh 1p zo
bateway oI last resort 1is 10.10.10.18 To network D.0.U. 1
10.0.0.0/8 is variably subnettaed, 4 subnets, 3 masks
C 10.10.10.0/30 1s directly connected, FastEthernet(/1l
C 10,10,13.0/25 [110/657¢€] wia 10.10.10.1, DE:58:21, FastEthernet(/1
e 10.10.10.18/30 15 directly connected, FastEthernetl( /<4
C 10.10.13.144/28 [110/110) wia 10.10.10.1, 0€:58:21, FastEthernet(/1
B* 0.0.0.0/0 [20/0] via 10.10.10.18, 01:17:5¢
Which type of route does R1 use to reach host 10.10.13.10/327?
A. floating static route
B. host route
C. default route
D. network route
Answer: D
NEW QUESTION 55
Refer to the exhibit.
Web Server
M =y B == N
R =
.—JI R — ‘%
i - L £ - R - 1 g
(EEE N il oo IP address
10 30 0 100724
VLAN 20 |
5 | | Swit
Switch A | J Switch B
—_ | Int VLAN 10 - ip address 10 10 0 0:24
VIAN1O — Int VLAN 20 — ip address 10 200024
Int VLAN 30 - ip address 10.30 0 .0/24

A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server
Which configuration when applied to switch A accomplishes this task?
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config t
ip access-list extended wwwblock

deny tcp any host 10.30.0.100 =g 80
int vlan 10

ip access—group wWwwWwwblock in

config t

ip access-1ist extended wwwblock
deny tcp any host 10.30.0.100 eg 80
permit ip any any

int vlan 20

ip access-group wwwblock in

config t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eg 80
int vlan 30

ip access—group wWwwwblock in

contig t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int wvlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 60
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

A. CPUACL
B. TACACS
C. Flex ACL
D. RADIUS

Answer: B

NEW QUESTION 64
An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual
machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service

Answer: D

NEW QUESTION 69
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 73
Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.

B. Verify the time zone.

C. Disable NTP broadcasts

D. Specify the IP address of the NTP server
E. Set the NTP server private key

Answer: DE
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NEW QUESTION 77
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 79
Drag and drop the descriptions of file-transfer protocols from the left onto the correct protocols on the right.

e

= -
e e O e e -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 82

A router running EIGRP has learned the same route from two different paths Which parameter does the router use to select the best path?

A. cost

B. adminstrative distance
C. metric

D. as-path

Answer: C

NEW QUESTION 85
Which MAC address is recognized as a VRRP virtual address?

A. 0000.5E00.010a
B. 0005.3711.0975
C. 0000.0C07.AC99
D. 0007.C070/ABO1

Answer: A

NEW QUESTION 86

Which statement correctly compares traditional networks and controller-based networks?
A. Only traditional networks offer a centralized control plane

B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations
D. Only controller-based networks decouple the control plane and the data plane
Answer: C

NEW QUESTION 90

If a notice-level messaging is sent to a syslog server, which event has occurred?

A. A network device has restarted

B. An ARP inspection has failed

C. Arouting instance has flapped

D. A debug operation is running

Answer: A

NEW QUESTION 94

Drag and drop the WLAN components from the left onto the correct descriptions on the right.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
51
1:2
2:4
4:3
35

NEW QUESTION 97
Refer to the exhibit.

C 10.0.0.0/24 iz direscely
L 10.0.0.2/32 is directly
C 10.13.0.0/24 is directly
L 10.13.0.2/32 is directly

coannectad,
connected,
connected,
connected,

Gateway of last resort is 10.12.0.1 to network ©.0.0.0

Z2 subnets, Z masks
GigabitEctharnatD /0
GigabitEtharnetd/0
GigabitEthernetil/1l
GigabitEthernet(/1

OhE2 0. 0.0.0/0 [110/1] wia 10.12.0 .1, D0:00:01, GigabitEthernetd/{
10.0.0.0/8 is variably subnetted,

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed
B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route

C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 100
Refer to the Exhibit.

The Leader of IT Certification

visit - https://www.certleader.com



Cer[l.eadel” 100% Valid and Newest Version 200-301 Questions & Answers shared by Certleader
e https://www.certleader.com/200-301-dumps.html (103 Q&ASs)

Leader of IT Certifications

Swilch 1

==/ [0k

Swilch 2

c0/1 AV

VLANS9

&

RS
PC A

VLAN 9

T ——y

P

»

PCB

M

After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.
C. The PCs are m the incorrect VLAN

D. All VLANSs are not enabled on the trunk

Answer: A

NEW QUESTION 103

When configuring a WLAN with WPA2 PSK in the Cisco Wireless LAN Controller GUI, which two formats are available to select? (Choose two)

A. ASCII

B. base64

C. binary

D. decimal

E. hexadecimal

Answer: AE

NEW QUESTION 107

Drag and drop the functions from the left onto the correct network components on the right
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DHCP Server

hoids the TCP/IP setungs 1o D¢ dstnbuted to the dents

resolves web URLs to IP aogresses

stores a kst of TP addresses mapped to names

255005 3 0efault gateway 10 3 Chent

DNS Server
assgns [P addresses to enabed Chents

A. Mastered
B. Not Mastered
Answer: A
Explanation:

_— - e e s DHCP Server

1 I
hoids the TCP/IP serhngs to be dstnbuted to the chents | | hoigs the TCP'IP semngs 10 De dtnbDutad to the Chents

T e T e e L T T T e T

resohves web URLs T [P aodresses | 1 resoives web URLs to IP addresses

stores 2 kst of TP addresses mapped 1o names

i
=
assgns 3 02fault gateway 10 3 Chent I
stores 3 bst of [P addresses mapped to names I
sss.gns TP addresses to enabled Chents

25005 3 Jefaut gateway 10 3 Chent

NEW QUESTION 112
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