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NEW QUESTION 1
- (Topic 1)
You need to remediate active attacks to meet the technical requirements. What should you include in the solution?

A. Azure Automation runbooks
B. Azure Logic Apps
C. Azure FunctionsD Azure Sentinel livestreams

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks

NEW QUESTION 2
- (Topic 1)
The issue for which team can be resolved by using Microsoft Defender for Office 365?

A. executive
B. marketing
C. security
D. sales

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/atp-for-spo-odb- and-teams? view=0365-worldwide

NEW QUESTION 3

DRAG DROP - (Topic 2)

You need to add notes to the events to meet the Azure Sentinel requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.

Actions Answer Area

Add a bookmark and map an entity.

From Azure Monitor, run a Log
Analytics query.

| Add the query to favorites. ©

O

Select a query result

' From the Azure Sentinel workspace,
run a Log Analytics query.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area
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| Add a bookmark and map an entity. I | From the Azure Sentinel workspace, | |

i i I Trun a Log Analytics query.

| From Azure Monitor, run a Log
| Analytics query. I

|
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‘| run a Log Analytics query.

NEW QUESTION 4

- (Topic 2)

You need to modify the anomaly detection policy settings to meet the Microsoft Defender for Cloud Apps requirements and resolve the reported problem.
Which policy should you modify?

A. Activity from suspicious IP addresses
B. Risky sign-in

C. Activity from anonymous IP addresses
D. Impossible travel

Answer: D

NEW QUESTION 5

HOTSPOT - (Topic 2)

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

In the Microsoft Defender for Cloud Apps portal | Add a secunty extension

Add a secunty extenson

Configure app Connectons
Configure log coliectons

From Microsoft Sentined in the Azure portat | Add a data connector l
Add a data conhector '“

Acd & workbook
Configure the Logs settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

In the Microsoft Defender for Cloud Apps portal I Add a :-EleT!' EnLEnSAOn i i

Configure log coliectons

From Microsoft Sentined in the Azure portat | Add a data connector l

| ettt
Acd a workbook
Configure the Logs settings

NEW QUESTION 6
- (Topic 2)
You need to modify the anomaly detection policy settings to meet the Cloud App Security requirements. Which policy should you modify?

A. Activity from suspicious IP addresses
B. Activity from anonymous IP addresses
C. Impossible travel

D. Risky sign-in

Answer: C

Explanation:
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Reference:
https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 7
- (Topic 2)
You need to create the test rule to meet the Azure Sentinel requirements. What should you do when you create the rule?

A. From Set rule logic, turn off suppression.

B. From Analytics rule details, configure the tactics.
C. From Set rule logic, map the entities.

D. From Analytics rule details, configure the severity.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 8

HOTSPOT - (Topic 3)

You need to implement the query for Workbook1 and Webappl. The solution must meet the Microsoft Sentinel requirements. How should you configure the query?
To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Data source to query: | JISON - I
A custom endpoint
A custom resource provider
On Webapp1: |E 2 ]
Enable Cross- Dm in Ru-mun:n Sharing (CORS)
Enable Same Ongin Policy (S0OP).
Enforce TLS 1.2
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Data source to query: | ISON - I
A custom endpoint
A custom resource provider

On Webapp1:

Enable Cross- Dm in Ru-mun:n Shari - {{DRSJ
Enable Same Ongin Policy (S0OP).
Enforce TLS 1.2

NEW QUESTION 9

- (Topic 3)

You need to ensure that the Groupl members can meet the Microsoft Sentinel requirements.
Which role should you assign to Groupl1?

A. Microsoft Sentinel Automation Contributor
B. Logic App Contributor

C. Automation Operator

D. Microsoft Sentinel Playbook Operator

Answer: D

NEW QUESTION 10

- (Topic 3)

You need to implement the Defender for Cloud requirements. What should you configure for Server2?
A. the Microsoft Antimalware extension

B. an Azure resource lock

C. an Azure resource tag

D. the Azure Automanage machine configuration extension for Windows

Answer: D
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NEW QUESTION 10

- (Topic 3)

You need to ensure that the processing of incidents generated by rulequeryl meets the Microsoft Sentinel requirements.
What should you create first?

A. a playbook with an incident trigger
B. a playbook with an entity trigger
C. an Azure Automation rule

D. a playbook with an alert trigger

Answer: A

NEW QUESTION 15
- (Topic 3)
You need to implement the Defender for Cloud requirements. Which subscription-level role should you assign to Group1?

A. Security Admin

B. Owner

C. Security Assessment Contributor
D. Contributor

Answer: B

NEW QUESTION 16
- (Topic 3)
You need to implement the scheduled rule for incident generation based on rulequeryl. What should you configure first?

A. entity mapping
B. custom details
C. event grouping
D. alert details

Answer: D

NEW QUESTION 17

HOTSPOT - (Topic 3)

You need to monitor the password resets. The solution must meet the Microsoft Sentinel requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

In the identity environment, implement: | Azure AD Password Protection ko
Azure AD Password Protection
Microsoft Defender for Identity
Smart lockout

In Microsoft Sentinel, configure: 1 The Windows Security Events via AMA connector ] jf
A Microsoft security rule

The Windows Security Events via AMA connector
User and Entity Behavior Analytics (UEBA)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

In the identity ervironment, implement:

Microsoft Defender for Identity
Smart lockout

In Microsoft Sentinel, configure: 1 The Windows Security Events via AMA connector k-] jf
(AMicrosoftsecurityrule _ _ _ _ _ _ _ _ _ _
The Windows Security Events via AMA connector

User and Entity Behavior Analytics (UEBA)

NEW QUESTION 19

- (Topic 4)

You have a custom analytics rule to detect threats in Azure Sentinel.

You discover that the analytics rule stopped running. The rule was disabled, and the rule name has a prefix of AUTO DISABLED.
What is a possible cause of the issue?

A. There are connectivity issues between the data sources and Log Analytics.

B. The number of alerts exceeded 10,000 within two minutes.
C. The rule query takes too long to run and times out.
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D. Permissions to one of the data sources of the rule query were modified.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

NEW QUESTION 22

- (Topic 4)

You have an Azure subscription that contains an Azure logic app named appl and a Microsoft Sentinel workspace that has an Azure AD connector. You need to
ensure that appl launches when Microsoft Sentinel detects an Azure AD-generated alert. What should you create first?

A. a repository connection
B. awatchlist

C. an analytics rule

D. an automation rule

Answer: D

NEW QUESTION 23

HOTSPOT - (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named User1.
You are notified that the account of Userl is compromised.

You need to review the alerts triggered on the devices to which Userl signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Devicelnfo

| where LoggedOnUsers contains "userl"
| distinct Deviceld

| ¥  kind=inner AlertEvidence on Deviceld

extend
join

project

| project Alertid
| join AlertInfo on Alertld

| ¥  AlertId, Timestamp, Title, Severity, Category

project
summarize

take

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: join An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.
This query uses the Devicelnfo table to check if a potentially compromised user (<account- name>) has logged on to any devices and then lists the alerts that have
been triggered on those devices.

Devicelnfo

/IQuery for devices that the potentially compromised account has logged onto

| where LoggedOnUsers contains '<account-name>'

| distinct Deviceld

/ICrosscheck devices against alert records in AlertEvidence and Alertinfo tables

| join kind=inner AlertEvidence on Deviceld

| project Alertid

/IList all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category

Devicelnfo LoggedOnUsers AlertEvidence "project AlertID" Box 2: project

NEW QUESTION 24

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.
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After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You are configuring Azure Sentinel.

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address is detected.

Solution: You create a hunting bookmark. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center

NEW QUESTION 26

- (Topic 4)

You have a Microsoft 365 subscription. The subscription uses Microsoft 365 Defender and has data loss prevention (DLP) policies that have aggregated alerts
configured.

You need to identify the impacted entities in an aggregated alert.

What should you review in the DIP alert management dashboard of the Microsoft Purview compliance portal?

A. the Details tab of the alert

B. Management log

C. the Sensitive Info Types tab of the alert
D. the Events tab of the alert

Answer: B

NEW QUESTION 27

- (Topic 4)

You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need
to customize which details will be included when an alert is created for a specific event. What should you do?

A. Modify the properties of the connector.

B. Create a Data Collection Rule (DCR).

C. Create a scheduled query rule.

D. Enable User and Entity Behavior Analytics (UEBA)

Answer: D

NEW QUESTION 31

- (Topic 4)

You receive an alert from Azure Defender for Key Vault.

You discover that the alert is generated from multiple suspicious IP addresses.

You need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must be implemented as soon as possible and
must minimize the impact on legitimate users.

What should you do first?

A. Modify the access control settings for the key vault.
B. Enable the Key Vault firewall.

C. Create an application security group.

D. Modify the access policy for the key vault.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage

NEW QUESTION 36

- (Topic 4)

You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM) parsers based on the DNS schema.
You need to make the 200 parsers available in Workspacel. The solution must minimize administrative effort. What should you do first?

A. Copy the parsers to the Azure Monitor Logs page.
B. Create a JSON file based on the DNS template.
C. Create an XML file based on the DNS template.
D. Create a YAML file based on the DNS template.

Answer: A

NEW QUESTION 41

- (Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Exchange Online and Microsoft Defender for Office 365.

What should you use to identify whether zero-hour auto purge (ZAP) moved an email message from the mailbox of a user?

A. the Threat Protection Status report in Microsoft Defender for Office 365
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B. the mailbox audit log in Exchange

C. the Safe Attachments file types report in Microsoft Defender for Office 365

D. the mail flow report in Exchange

Answer: A

Explanation:

To determine if ZAP moved your message, you can use either the Threat Protection Status report or Threat Explorer (and real-time detections).

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/zero-hour-auto-purge?view=0365-worldwide

NEW QUESTION 44
HOTSPOT - (Topic 4)

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.

You need to hide Azure Defender alerts for the storage account.
Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Entity type:

Field:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Entity type:

Field:

|P address

Azure Resource
Host
User account

Name
Resource Id
Address
Command line

|P address

|
e el [

Address
Command line
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NEW QUESTION 48
- (Topic 4)
You have a Microsoft Sentinel workspace.

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in the Azure AD tenant:

* App name: Appl

* IP address: 192.168.1.2

» Computer name: Devicel

* Used client app: Microsoft Edge

» Email address: userl@company.com

* Sign-in URL: https://www.company.com

Which entities can be investigated by using UEBA?

A. app name, computer name, IP address, email address, and used client app only
B. IP address and email address only

C. used client app and app name only

D. IP address only

Answer: D
NEW QUESTION 51

HOTSPOT - (Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the

search.
How should you configure the content search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Locations:
Exchange public folders
SharePoint sites
Keywords: I Kind v
Category
ltemClass
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Locations -hanne mailboxes ~
i Exchange mailboxes
Exchange public folders
SharePoint sites
Keywords: | Kind =z |
Category
ItemClass

NEW QUESTION 54

- (Topic 4)

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.
You need to ensure that the Fusion rule can generate alerts. What should you do?

A. Disable, and then enable the rule.

B. Add data connectors

C. Create a new machine learning analytics rule.
D. Add a hunting bookmark.

Answer: B

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-data-sources

NEW QUESTION 55
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HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to perform cross-domain investigations by using Microsoft 365 Defender.

You need to create an advanced hunting query to identify devices affected by a malicious email attachment.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSender@example.com”

| where isnotempty (SHA256)

| | v
extend
join
project
union

DeviceFileEvents

l W FileName, SHA256
extend
join
project
union

) on SHAZEE

| |' Timestamp, FileName, SHA256, DeviceName, Deviceld,
extend
join

project
union

NetworkMessageld, SenderFromAddress, RecipientEmailAddress

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
EmailAttachmentInfo
| where SenderFromAddress =~ “MaliciousSenderfexample.com”

| where isnotempty (SHA256)

I v |
extend
[join
project
union

DeviceFileEvents

| |'W FileName, SHA256
extend
JDiI’I

2 S—
Lproject |
union

) on SHAZEE

| W Timestamp, FileName, SHA256, DeviceName, Deviceld,
extend
join

| project — |

NetworkMessageld, SenderFromAddress, RecipientEmailAddress

NEW QUESTION 60

- (Topic 4)

Your company has an on-premises network that uses Microsoft Defender for Identity.

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos delegation.
You need remediate the security risk. What should you do?

A. Install the Local Administrator Password Solution (LAPS) extension on the computers listed as exposed entities.
B. Modify the properties of the computer objects listed as exposed entities.

C. Disable legacy protocols on the computers listed as exposed entities.

D. Enforce LDAP signing on the computers listed as exposed entities.

Answer: B

Explanation:

To remediate the security risk associated with unsecure Kerberos delegation, you should modify the properties of the computer objects listed as exposed entities.
Specifically, you should set the Kerberos delegation settings to either "Trust this computer for delegation to any service' or 'Trust this computer for delegation to
specified services only'. This will ensure that the computer is not allowed to use Kerberos delegation to access other computers on the network. Reference:
https://docs.microsoft.com/en- us/windows/security/identity-protection/microsoft-defender-for-identity/configure-kerberos- delegation

NEW QUESTION 64

- (Topic 4)

You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed.

You need to simulate an attack on the virtual machine that will generate an alert. What should you do first?

A. Run the Log Analytics Troubleshooting Tool.

B. Copy a executable and rename the file as ASC_AlerTest_662jf10N,exe
C. Modify the settings of the Microsoft Monitoring Agent.

D. Run the MMASetup executable and specify the -foo argument

Answer: B

NEW QUESTION 68

- (Topic 4)

You have two Azure subscriptions that use Microsoft Defender for Cloud.

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution must minimize administrative
effort.

What should you do in the Azure portal?
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A. Create an Azure Policy assignment.

B. Modify the Workload protections settings in Defender for Cloud.
C. Create an alert rule in Azure Monitor.

D. Modify the alert settings in Defender for Cloud.

Answer: D

Explanation:

You can use alerts suppression rules to suppress false positives or other unwanted

security alerts from Defender for Cloud.

Note: To create a rule directly in the Azure portal:

* 1. From Defender for Cloud's security alerts page:

Select the specific alert you don't want to see anymore, and from the details pane, select Take action.

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:
* 2. In the new suppression rule pane, enter the details of your new rule.

Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.

Your rule can dismiss the alert on specific criteria - when it relates to a specific IP address, process name, user account, Azure resource, or location.
* 3. Enter details of the rule.

* 4, Save the rule.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression- rules

NEW QUESTION 73

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You have a GitHub account named Accountl that contains 10 repositories.

You need to ensure that Defender for Cloud can assess the repositories in Accountl. What should you do first in the Microsoft Defender for Cloud portal?

A. Add an environment.

B. Enable security policies.
C. Enable integrations.

D. Enable a plan.

Answer: A

NEW QUESTION 77

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must exclude users that list storage
keys for a single storage account.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

AzureActivity
BehaviorAnalytics
Secuntykvent

| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™

| where ActivityStatusValue == "Succeeded”

| join kind= inner (
Azureletivity
| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action”
| where ActivityStatusValue == "Succeeded”
| project ExpectedIpAddress=CallerIpAddress, Caller

| evaluate ¥

autocluster()

bin()

count{)

) on Caller
| where CallerIpAddress != ExpectedIpAddress
| summarize Resourcelds = make set(Resourceld), RessurceldCount = desunt{Resourceld)

by OperationNameValue, Caller, CallerIpAddress

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: AzureActivity

The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the
following code:

Box 2: autocluster()

Example: description: |

‘Listing of storage keys is an interesting operation in Azure which might expose additional secrets and PlII to callers as well as granting access to VMs. While there
are many benign operations of this

type, it would be interesting to see if the account performing this activity or the source IP address from

which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single

operations do not appear in this list as we cannot learn from it their normal activity (only based on a single

event). The activities for listing storage account keys is correlated with this learned

clusters of expected activities and activity which is not expected is returned.’'

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”

| where ActivityStatusValue == "Succeeded"

| join kind= inner ( AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action”

| where ActivityStatusValue == "Succeeded"

| project ExpectedIipAddress=CallerlpAddress, Caller

| evaluate autocluster()

) on Caller

| where CallerlpAddress != ExpectedlpAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds = make_set(Resourceld), ResourceldCount = dcount(Resourceld)
by OperationNameValue, Caller, CallerlpAddress

| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress

NEW QUESTION 79

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender. You plan to create a hunting query from Microsoft Defender.
You need to create a custom tracked query that will be used to assess the threat status of the subscription.

From the Microsoft 365 Defender portal, which page should you use to create the query?

A. Policies & rules

B. Explorer

C. Threat analytics
D. Advanced Hunting

Answer: D

NEW QUESTION 83

- (Topic 4)

You need to receive a security alert when a user attempts to sign in from a location that was never used by the other users in your organization to sign in.
Which anomaly detection policy should you use?

A. Impossible travel

B. Activity from anonymous IP addresses
C. Activity from infrequent country

D. Malware detection

Answer: C

Explanation:

Activity from a country/region that could indicate malicious activity. This policy profiles your environment and triggers alerts when activity is detected from a location
that was not recently or was never visited by any user in the organization. Activity from the same user in different locations within a time period that is shorter than
the expected travel time between the two locations. This can indicate a credential breach, however, it's also possible that the user's actual location is masked, for
example, by using a VPN.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/anomaly-detection-policy

NEW QUESTION 88

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online. You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Online sites during the month before their accounts were deleted.
What should you use?

A. a file policy in Microsoft Defender for Cloud Apps
B. an access review policy

C. an alert policy in Microsoft Defender for Office 365
D. an insider risk policy

Answer: C

Explanation:

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your organization, set a threshold level for when an alert is
triggered, and decide whether to receive email notifications when alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users
outside of your organization. This includes activities such as accessing files, downloading files, and deleting files. This policy has a High severity setting.
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Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 92

- (Topic 4)

You plan to create a custom Azure Sentinel query that will provide a visual representation of the security alerts generated by Azure Security Center.
You need to create a query that will be used to display a bar graph. What should you include in the query?

A. extend

B. bin

C. count

D. workspace

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-chart- visualizations

NEW QUESTION 93

- (Topic 4)

You are investigating an incident in Azure Sentinel that contains more than 127 alerts. You discover eight alerts in the incident that require further investigation.
You need to escalate the alerts to another Azure Sentinel administrator. What should you do to provide the alerts to the administrator?

A. Create a Microsoft incident creation rule
B. Share the incident URL

C. Create a scheduled query rule

D. Assign the incident

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

NEW QUESTION 94

- (Topic 4)

You need to correlate data from the SecurityEvent Log Anarytks table to meet the Microsoft Sentinel requirements for using UEBA. Which Log Analytics table
should you use?

A. SentwlAuoNt

B. AADRIiskyUsers

C. IdentityOirectoryEvents
D. Identityinfo

Answer: C

NEW QUESTION 99

HOTSPOT - (Topic 4)

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services

(AD 0S).
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Arca
To the AD D5 domain controliers, deploy: 1 The Azure Connected Machine agent v J
Microsoft Defender for Identity sensors f
The Azure Connected Machine agent
The Azure Monitor agent
For Sentinel1, configure: | The Audit Logs data source bt

The Audit I.ogs data source
The Secunty Events data source
The Signin Logs data source

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Arca

To the AD DS domain controliers, deploy: l The Azure Connected Machine agent v l
Microsoft Defender for Identity sensors :

The Azure Connected Machine agent

The Azure Monitor agent

For Sentinel, configure: § The Audit Logs data source. _
} The Audit Logs data source

The Secunty Events data source
The Signin Logs data source

NEW QUESTION 102
HOTSPOT - (Topic 4)
You have a custom detection rule that includes the following KQL query.

Alertinfo

| where Severity == “High®

| distinct Alertld

| join AlertEvidence on Alertld

| where EntityType in (“User™, "Mailbox™)

| where EvidenceRole == “Impacted”

| summarize by Timestamp, Alertld, AccountHame, AccountDbjectld, EntityType, Deviceld, SHAZSE

| join EmailEvents on $left.AccountObjectId == $right.RecipientObjectid

| where Deliverydction == “Delivered®

| summarize by Timestamp, Alertld, Reportid, RecipientObjectid, Recipientimailaddress, EntityType, Deviceld, SHADSE

For each of the following statements, select Yes if True. Otherwise select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

The custom detection rube can be used to automate the deletion of email messages from a
user's mailbox based on the RecipientEnailaddress column

The custom detection rube can be used 1o restrict app execution automatically based on the
Deviceld column

The custom detection rube can be used to automate the deletion of a file based on the
SHAZSE column

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
The custom detection rule can be used to automate the deletion of email messages from a r y |
—

user's mailbox based on the RecipientEmailAddress column.

The custom detection rule can be used to restrict app execution automatically based on the 1ol
Deviceld column

The custom detection rule can be used to automate the deletion of a file based on the i |
SHAZS6 column

NEW QUESTION 106

- (Topic 4)

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

A. Key Vault firewalls and virtual networks

B. Azure Active Directory (Azure AD) permissions

C. role-based access control (RBAC) for the key vault
D. the access policy settings of the key vault

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/network-security

NEW QUESTION 111
HOTSPOT - (Topic 4)
You deploy Azure Sentinel.
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You need to implement connectors in Azure Sentinel to monitor Microsoft Teams and Linux virtual machines in Azure. The solution must minimize administrative

effort.
Which data connector type should you use for each workload? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Microsoft Teams: v

Custom

Office 365
Security Events
Syslog

Linux virtual machines in Azure: v

Custom

Office 365
Security Events
Syslog

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Microsoft Teams: v
Custom _
Office 365
Securify Events
Syslog
Linux virtual machines in Azure: v

Custom

Office 365
Security 1Ew.fents.
Syslog |

NEW QUESTION 112

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have Linux virtual machines on Amazon Web Services (AWS). You deploy Azure Defender and enable auto-provisioning.

You need to monitor the virtual machines by using Azure Defender.

Solution: You enable Azure Arc and onboard the virtual machines to Azure Arc. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboard- machines?pivots=azure-arc

NEW QUESTION 115

- (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an
unusually high volume of delete operations on the blobs in storagel.

You need to identify which blobs were deleted. What should you review?

A. the Azure Storage Analytics logs
B. the activity logs of storagel
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C. the alert details
D. the related entities of the alert

Answer: B
NEW QUESTION 120

- (Topic 4)
You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

You need to add threat indicators for all the IP addresses in a range of 171.23.3432- 171.2334.63. The solution must minimize administrative effort.

What should you do in the Microsoft 365 Defender portal?

A. Create an import file that contains the IP address of 171.23.34.32/27. Select Importand import the file.
B. Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

C. Select Add indicator and set the IP address to 171.23.34.32/27

D. Create an import file that contains the individual IP addresses in the rang

E. Selectimport and import the file.

Answer: D

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the

range.
Reference: [1] https://docs.microsoft.com/en-us/windows/security/threat-
protection/microsoft-defender-atp/threat-intelligence-manage-indicators

NEW QUESTION 122
- (Topic 4)
Your company uses line-of-business apps that contain Microsoft Office VBA macros.

You plan to enable protection against downloading and running additional payloads from the Office VBA macros as additional child processes.

You need to identify which Office VBA macros might be affected.

Which two commands can you run to achieve the goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Add-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -
4EFC -AADC -ADSF3CS506B8BA -AttackSurfaceReductionRules Actions Enabled

B. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
AADC -ADSF3C50688A -AttackSurfaceReductionRules Actions AuditMode

C. Add-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC
-AADC -ADSF3C5068BA -AttackSurfaceReductionRules_Actions AuditMode

D. set-MpPreference -AttackSurfaceReductionRules Ids D4F940AB -401B -4EFC -
ARDC -ADSF3C50688A -AttackSurfaceReductionRules Actions Enabled

A. Option A
B. Option B
C. Option C
D. Option D

Answer: BC

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/attack-surface- reduction

NEW QUESTION 124

- (Topic 4)

You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspacel.

You enable Azure Security Center and configure Security Center to use workspacel.

You need to ensure that Security Center processes events from the Azure virtual machines that report to workspacel.

What should you do?

A. In workspacel, install a solution.

B. In subl, register a provider.

C. From Security Center, create a Workflow automation.
D. In workspacel, create a workbook.

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data- collection

NEW QUESTION 126
DRAG DROP - (Topic 4)
You have resources in Azure and Google cloud.
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You need to ingest Google Cloud Platform (GCP) data into Azure Defender.

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Enable Security Health Analytics.

From Azure Security Center, add
cloud connectors.

Configure the GCP Security

Command Center. @ @

 ——————

Create a dedi:aied service a_ccuﬁ
and a private key.

Enable the GCP Security Command
Center API.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
| ~~ | [Configurethe GCP Security :
skt U . T S .
. [ e ——————————
From Azure Security Center,add | | | Enable Security Health Analytics. |
cloud connectors.
Configure the GCP Security @
Command Center. R e e
______________________________ Create a dedicated service account |©
| Create a dedicated service account and a private key. J'
{ and a private key. ey
: From Azure Security Center, add I
Enable the GCP Security Command| _Cloudcomnectors. :
'Center API.

NEW QUESTION 130

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to create a KQL query that will identify successful sign-ins from multiple countries during the last three hours.

How should you complete the query? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point

let timaframe = ago{dk);

let thresbhold = §;

II HTLAL T ERE A THIN :"'

i e twork Se4saon
imProcessCreate
_|rh'-'.'e-t:-3ﬂ-5n'_1-n

ubere TissGenerated > timefrasa
whare BeantTypes="lLogon’ and Dventlleiult=="Succein

where Linotespty(Srodealountry)

tummar 138 StartTies = ®&ln(TisstGenerated), EndTiss - oe(TissGenerated), Verndori-maks st fventVendar), Produdcti-sabs set{fventPraduct), °

Wi Countrien = dcount| :},h'l,,_.,.}a_'m“tr.,. - } by Targetiherld, Tergetinerfrinclpaliiess, TargetinerType

Seclreol ountry
SrcGeoRegion

where NumDfCountries »= threshold
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

let timeframe = ago(dh);

let threshold = §;

! ImALthentication :"'

imNetworkSession
imProcessCreate
imWeb5Session

| where TimeGenerated > timeframe
| where EventTypes=s‘Logon” and EventResultss‘Success’
where linotespty(SrcGeolountry)
summarite StartTime = min(TiseGenerated), EndTise = max({TimeGenersted), Vendorsssake set(EventVendor), Products=sake_set{EventProduct), °

NumOfCountries = deount( ‘D‘j!g{g:@ﬂﬂyu e ¥ ) by TargetUserld, TargetUserfrincipaliase, TergetUserType
SrcGeoCountry
SrcGeoRegion

| where MusifCountries »= threshold

NEW QUESTION 133

DRAG DROP - (Topic 4)

DRAG DROP

You create a new Azure subscription and start collecting logs for Azure Monitor.

You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution
must validate the configuration.

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the
correct order.

Actions Answer Area

Change the alert severity threshold for emails to
Medium.

.an',r an executable file on a virtual machine and
rename the file as ASC_AlertTest_662i039N.exe.

Enable Azure Defender for the subscription.

OB
©

Change the alert severity threshold for emails
_tl:} Low.

Run the executable file and specify the appropriate
arguments.

Rename the executable file as AleriTest exe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions

Change the alert severity threshold for emails to
Medium.

Cﬂp.jl' én exe-mﬁable file on a virtual machine and
| rename the file as ASC_AlertTest_662ifi039N.exe.

IRun the executable file and specify the appropriate;
larguments.

T T

IRename the executable file as AleriTest exe. I
| I

NEW QUESTION 136
- (Topic 4)

Answer Area

Copy an executable file on a virtual machine and

rename the file as ASC_AlertTest_662i039N . exe.

@Run the executable file and specify the appropnate

arguments.

You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements. Which workbook should you use?

A. Analytics Efficiency

B. Security Operations Efficiency
C. Event Analyzer

D. Investigation insights

Answer: C

NEW QUESTION 138
HOTSPOT - (Topic 4)

You need to meet the Microsoft Sentinel requirements for collecting Windows Security event logs. What should you do? To answer, select the appropriate options
in the answer area. NOTE Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 140
HOTSPOT - (Topic 4)

Deploy the: | Log Analytics agent

L

Azure Monitor agent
Windows Arure VM Agent

Log Analytics agent

Query by using ;l KOl |i|

WOL
XPath

Deploy the I Log Analytics agent

Azure Monitor agent
— Windows Azure VM Agent

oo araicsagent

Query by using I KO ii'
I

WOL
iPath

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 36S.

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.

You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.

How should you complete The KQL query? To answer,
NOTE: Each correct selection is worth one point.
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Answer Area

DevicelogonEvents

| extend Table = "tablel’
| take 180
Lnion |

join kind = full outer
poin kand=inner

IdentitylogonEvents hof ]
Identityinfo

IdentityLogonbvents
IdentityCueryEvents

| extend Takle = "tablel”
| take 189
!
| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

DevicelogonEvents

| extend Table = "tablel’

| take l1ad

unicn Ll B
join kind = full outer
poin kand=nner

IdentitylogonEvents hof ]
Identitylnio

IdentityCueryEvents

| extend Takle = "tablel”
| take 189
!
| preject-reorder Timestamp, Takle, AccountDomain, Accountlame, Accountlpn, AccountSid

| order by Timéstamp asc

NEW QUESTION 144

- (Topic 4)

Your company has a single office in Istanbul and a Microsoft 365 subscription.

The company plans to use conditional access policies to enforce multi-factor authentication (MFA).
You need to enforce MFA for all users who work remotely. What should you include in the solution?

A. a fraud alert

B. a user risk policy

C. a named location

D. a sign-in user policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location- condition

NEW QUESTION 149
- (Topic 4)
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You have a Microsoft 365 E5 subscription that contains 100 Linux devices. The devices are onboarded to Microsoft Defender 365. You need to initiate the
collection of investigation packages from the devices by using the Microsoft 365 Defender portal. Which response action should you use?

A. Run antivirus scan

B. Initiate Automated Investigation
C. Collect investigation package
D. Initiate Live Response Session

Answer: D

NEW QUESTION 153

- (Topic 4)

You have an Azure subscription that contains a user named Userl. Userl is assigned an Azure Active Directory Premium Plan 2 license
You need to identify whether the identity of Userl was compromised during the last 90 days.

What should you use?

A. the risk detections report

B. the risky users report

C. Identity Secure Score recommendations
D. the risky sign-ins report

Answer: B

NEW QUESTION 158

DRAG DROP - (Topic 4)

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded to Microsoft Defender for Cloud.

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual machine, you receive an email notification. The solution
must generate a test email.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Arwwer Arca

From Wik Now automation in Dedender for Cloud, change the seaiut of the workfiow sutomaton
From Logic App Designer, rum a tnigoer
Frowm Security abets in Defender for Cicud, creaté 8 sample alert

FIOm LoQic App Besigner, creste a logic app. @

From ‘Workflow autormation in Delender fof Cloudl a8 & workflow silomation

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: From Logic App Designer, create a logic app.

Create a logic app and define when it should automatically run

* 1. From Defender for Cloud's sidebar, select Workflow automation.

* 2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.

i e e i Add workflow automation
. Microsoft Defender for Cloud | Workflow automat| . ... @
g Mame*
@ O Refresh
General Desimption
Filbew by ma il AL
QD Ovendew
b Getting staned Mame T3 Statm tL Scope T Subsoriptacon
™= LF Tes - ded w
Fecammendations Ll 45 iduT Decabled ASC DEly ;
— lesOurce group
9 ot Ll 45§ Dudu Cisabled ASC DEN
o
sien [ £ erabled ASE BEN
a weskbonks Ll 4§ mreg Prradle ASC DEN | Trigger conditions
. Choose the trigger conditipns that will automatically tnigoer the corfigured action
i Ceanmidity O <5 Cesable: peivate
" -— Defender for Cloud data type *
4* Dusgnise and tohee problems | Drrabled ASC DEN
2 Duag 3 # problem LI %a Ble el [‘ie:..ll.s'sr‘l o VJ
% Ll 45 Enables ASC =
Cloud Segunity == Akt BaTIE CEALIAT
! Enabried ASC M
0 Secure Scoee et
|_ Enabibe Cr [ y -
¥ Fegulaton; compliance e Alart saverity
O wioddo tections L] 4§ Kerenst Enatrked ASCDEN | AN severities selected h
VOO PIOCRCT
1 Erak bl
L Firgaall Marager . R Ao
= Actions
L %o Erables ASCDEM oo g the ggeres
Management 2 - Choose an . o crele # new ong
o nab ASCOEN
il Eraronment seftings Shonw Legie Apg m uhsermbioes *
B security selutions e ko
L \Werkfiow Bulcenatioa @ LisGed A0 Adne
it DG 3PP L
=

Here you can enter:
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A name and description for the automation.

The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.

* 3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

* 4. Etc.

Step 2: From Logic App Designer, run a trigger. Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.

Step 3: From Workflow automation in Defender for cloud, add a workflow automation. Configure workflow automation at scale using the supplied policies
Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.

Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

2+ Assign [ Cuplicate definition ¢ Export definition
“ Essentials
Definition  Assignments () Parameters
1 f
2 "properties”: {
3 “displaydame”: “Deploy Horkflow Automation for Microsoft Defender for Cloud recommendations”,
4 "policyType™: "Builtin”,
5 "mode”: "All",
& "description”: "Enable automation of Microsoft Defenderfor Cloud recommendations. This policy deploys
7 "metadata®: {
8 "yersion®™: "1.8.8°,
=] “"category”: "Security Center”
18 ¥

NEW QUESTION 161

DRAG DROP - (Topic 4)

Your company deploys Azure Sentinel.

You plan to delegate the administration of Azure Sentinel to various groups. You need to delegate the following tasks:

? Create and run playbooks

? Create workbooks and analytic rules.

The solution must use the principle of least privilege.

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Azure Sentinel Contributor
| Azure Sentinel Responder | Create and run playbooks:

Azure Sentinel Reader | Create workbooks and analytic rules:

| Logic App Contributor

A. Mastered
B. Not Mastered

Answer: A

Explanation:

P A N GE N G . G s .

P e e ' I . ; i
lﬂzure Sentinel Reader _E Create workbooks and analytic rules; Azure Sentinel Contributor :|

NEW QUESTION 165

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

NEW QUESTION 170

HOTSPOT - (Topic 4)

You need to meet the Microsoft Defender for Cloud Apps requirements

What should you do? To answer. select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Set the sensitivity level of the impossibile travel alert polickes to I Low ii

Badium

sl
-1|.J,.

To reduce the amount of false positive aleris | Enable leaked credental detection ‘|:;?|

Add |F address ranges

Enabie lcaked credential detecton

Disable leaked credential detection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Set the sensithity level of the impossible travel alert polices to: | Low ii
|

Medwm
High
To reduce the amount of false positive alérts | Enable leaked credential detechon ‘|:§|
Add |P address ranges
B nabie leaked credential detecthon

NEW QUESTION 171

- (Topic 4)

You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and present the activity as a time
chart aggregated by day.

You need to create a query that will be used to display the time chart. What should you include in the query?

A. extend

B. bin

C. makeset
D. workspace

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/logs/get-started-queries

NEW QUESTION 176

- (Topic 4)

You have a Microsoft Sentinel workspace that uses the Microsoft 365 Defender data connector.
From Microsoft Sentinel, you investigate a Microsoft 365 incident.

You need to update the incident to include an alert generated by Microsoft Defender for Cloud Apps.
What should you use?

A. the entity side panel of the Timeline card in Microsoft Sentinel

B. the investigation graph on the Incidents page of Microsoft Sentinel
C. the Timeline tab on the Incidents page of Microsoft Sentinel

D. the Alerts page in the Microsoft 365 Defender portal

Answer: A

NEW QUESTION 177
- (Topic 4)
You need to meet the Microsoft Sentinel requirements for Appl. What should you configure for Appl1?
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A. an API connection
B. a trigger

C. an connector

D. authorization

Answer: B

NEW QUESTION 182

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
AzureActivity w
AuditLogs ser"
BehaviorAnalytics 5 “True®
securtyevent
| where ActionType == “Add user”
| where ActivityInsights has “True®
| join(
BahaviorAnalytics i
Auditlogs = $right._Itemid
AzureActivity
BehaviorAnalytics
SecurityEvent F - :
F—smccriog L-P,...v,-w-‘ —awsuting(UsersInsights.AccountDispl ayName ) ,
| sort by TimeGenerated desc
| project TimeGenerated, Userbome, UserPrincipalMame, UsersInsights,
ActivityType, ActionType
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
AzureActivity v
AuditLogs -
l e { o (2] -
BehaviorAnalyfics s "True

SecurityEvent

| where ActionType == "Add user”

| where ActivityInsights has “True”
| join(
BehaviorAnalytics
AuditLogs = $right. Itemld

AzureActivity
L BehaviorAnalytics

SecurRycvent —wwauring(UsersInsights.AccountDisplayName),

[ CRLTCTHe A AW YT

| sort by TimeGenerated desc

| project TimeGenerated, UserMName, UserPrincipalName, Usersinsights,
ActivityType, ActionType

NEW QUESTION 184

HOTSPOT - (Topic 4)
You have four Azure subscriptions. One of the subscriptions contains a Microsoft Sentinel workspace.
You need to deploy Microsoft Sentinel data connectors to collect data from the subscriptions by using Azure Policy. The solution must ensure that the policy will

apply to new and existing resources in the subscriptions.
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Which type of connectors should you provision, and what should you use to ensure that all the resources are monitored? To answer, select the appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Connector type: _Diaanostic settings o
- APl-based
Log Analytics agent-based |
A remediation |L
| & workbook
| An analytics rule
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Connector type:

Use:
A remediation task
A waorkbook™ — T T
| An anahytics rule

NEW QUESTION 185

DRAG DROP - (Topic 4)

A company wants to analyze by using Microsoft 365 Apps.

You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected
experience may be used once, more than once, or not at all. You may need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 189

- (Topic 4)

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender. Which two Bash commands should you run on the virtual machine?
Each correct answer

presents part of the solution.

NOTE: Each correct selection is worth one point.

A. cp /bin/echo .Jasc_alerttest_662jfi039n
B. ./alerttest testing eicar pipe
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C. cp /bin/echo ./alerttest
D. ./asc_alerttest_662jfi039n testing eicar pipe

Answer: AD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation#simulate-alerts-on-your- azure-vms-linux-

NEW QUESTION 191

- (Topic 4)

You have an Azure subscription that contains a Log Analytics workspace.

You need to enable just-in-time (JIT) VM access and network detections for Azure resources.
Where should you enable Azure Defender?

A. at the subscription level
B. at the workspace level
C. at the resource level

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/enable-azure-defender

NEW QUESTION 193

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to create a query that will link the Alertinfo, AlertEvidence, and DeviceLogonEvents tables. The solution must return all the rows in the tables.
Which operator should you use?

A. join kind = inner
B. evaluate hin

C. Remote =

D. search *

E. union kind = inner

Answer: A

NEW QUESTION 194
- (Topic 4)
You need to deploy the native cloud connector to Account! to meet the Microsoft Defender for Cloud requirements. What should you do in Account! first?

A. Create an AWS user for Defender for Cloud.

B. Create an Access control (LAM) role for Defender for Cloud.
C. Configure AWS Security Hub.

D. Deploy the AWS Systems Manager (SSM) agent

Answer: D

NEW QUESTION 199

- (Topic 4)

A security administrator receives email alerts from Azure Defender for activities such as potential malware uploaded to a storage account and potential successful
brute force attacks.

The security administrator does NOT receive email alerts for activities such as antimalware action failed and suspicious network activity. The alerts appear in
Azure Security Center.

You need to ensure that the security administrator receives email alerts for all the activities.

What should you configure in the Security Center settings?

A. the severity level of email notifications

B. a cloud connector

C. the Azure Defender plans

D. the integration settings for Threat detection

Answer: A

Explanation:
Reference:
https://techcommunity.microsoft.com/t5/microsoft-365-defender/get-email-notifications-on-new-incidents-from-microsoft-365/ba-p/2012518

NEW QUESTION 200

HOTSPOT - (Topic 4)

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 204

- (Topic 4)

You are configuring Azure Sentinel.

You need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious IP address is detected.
Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a playbook.

B. Associate a playbook to an incident.
C. Enable Entity behavior analytics.

D. Create a workbook.

E. Enable the Fusion rule.

Answer: AB

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION 207

- (Topic 4)

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
» Unusual user accessed a key vault

* Log on from an unusual location

* Impossible travel activity Which severity should you use?

A. Informational
B. Low

C. Medium

D. High

Answer: C

NEW QUESTION 209

DRAG DROP - (Topic 4)

You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point
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Values Answer Area

| project LogonFailures=count()

| summarize LegonFailures=count()
by DeviceName, LogonType

| whera ActionType == FailureReason

| where DeviceMame in (“CFOLaptop”,

and
“CEOLaptop™, "“COOLaptop®)
ActionType == "LogonFailed”
|
ActionType == FailureReason
|
DeviceEvents
DeviceLogonEvents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Values Answer Area
[ — ot R - A — - - — L L3 - L — -— ﬂ
| project LogonFailures=count() |
________________ |
|| summarize LegonFailures=ceunt() |
| by DeviceName, LogonType |
‘-_"._.__?_-.-___‘-_E‘._F__'.-____'T_‘-_..__"-_‘.E_!.-__"‘ S
*I where ActionType == FailureReasonl | DeviceLogonEvents |
e e e e e e e e e '-.j |
_— e — WS Sm—_— e m— e w— -1"-' TN N NN __N__ NN __ N ___ .S | '_.._..-.|.|
| where DeviceName in {“CFDLaptop",”l where DeviceMame in {“CFOLaptnp".Land
O N O i sl ). TROLARLCRT, TOCOLEREORTY. . ... . I
= — = - Eand == — — — Eand = -— — — q — — — — — — — — — — — — — — — —
ActionType == "LogonFailed” | | ActionType == FailureReason
— — — — — — — — —_— -_— — —_— — — — — I ————————————————
_______________ — _' — — — .- — — — — — — — — -_- — — — -
ActionType == FailureReason { | summarize LogonFailures=count ()
________________ 4 |by DeviceName, LogonType
DeviceEvents |

NEW QUESTION 212
- (Topic 4)
You have a Microsoft Sentinel workspace named Workspaces

You need to exclude a built-in. source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser.

What should you create in Workspacel?
A. a workbook

B. a hunting query

C. a watchlist

D. an analytic rule

Answer: D

Explanation:

To exclude a built-in, source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser, you should create an analytic rule in
the Microsoft Sentinel workspace. An analytic rule allows you to customize the behavior of the unified ASIM parser and exclude specific source-specific parsers

from being used.
Reference: https://docs.microsoft.com/en-us/azure/sentinel/analytics-create-analytic-rule
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NEW QUESTION 216

DRAG DROP - (Topic 4)

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.
You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User Task

Userl ¢ Assign initiatives

e Edit security policies
e Enable automatic provisioning

User2 ¢ View alerts and recommendations
e Apply security recommendations
¢ Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all.
You may need to drag the split bar between panes or scroll to view content.

Roles Answer Area
Contributor Userl: | l
Owner User2: | :
Security
_administrator
Security reader

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Owner

Only the Owner can assign initiatives.

Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.

NEW QUESTION 218

- (Topic 4)

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

A. Change the rule expiration date of the suppression rule.
B. Change the state of the suppression rule to Disabled.
C. Modify the filter for the Security alerts page.

D. View the Windows event logs on the virtual machines.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules

NEW QUESTION 221

- (Topic 4)

Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same Azure Active Directory (Azure AD) tenant.
Every project consists of multiple Azure virtual machines that run Windows Server. The Windows events of the virtual machines are stored in a Log Analytics
workspace in each machine’s respective subscription.

You deploy Azure Sentinel to a new Azure subscription.

You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the subscriptions.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
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A. Add the Security Events connector to the Azure Sentinel workspace.

B. Create a query that uses the workspace expression and the union operator.
C. Use the alias statement.

D. Create a query that uses the resource expression and the alias operator.

E. Add the Azure Sentinel solution to each workspace.

Answer: BE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces- tenants

NEW QUESTION 222

DRAG DROP - (Topic 4)

You plan to connect an external solution that will send Common Event Format (CEF) messages to Azure Sentinel.
You need to deploy the log forwarder.

Which three actions should you perform in sequence? To answer, move the appropriate actions form the list of actions to the answer area and arrange them in the

correct order.
Actions Answer Area

Deploy an OMS Gateway on the network.

- Setthe ayélng daemonto fﬂrwafd the events

directly to Azure Sentinel
 Configure the syslog daemon. Restart the syslog
daemon and the Log Analytics agent. @

©O

Download and install the Log Analytics agent

|Setthe Log Analytics agent to listen on port 25226
\and forward the CEF messages to Azure Sentinel. |

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Actions Answer Area
'— 'i I_ __________________ I
| Deploy an OMS Gateway on the network. | : Download and install the Log Analytics agent. !
i e e e '

I Set the syslog daemon to forward the events
! directly to Azure Sentinel I

|Set the Log Analytics agent to listen on port 25226
\and forward the CEF messages to Azure Sentinel |

NEW QUESTION 227
- (Topic 4)

You have an Azure subscription that contains a virtual machine named VM1 and uses Azure Defender. Azure Defender has automatic provisioning enabled.

You need to create a custom alert suppression rule that will supress false positive alerts for suspicious use of PowerShell on VML1.

What should you do first?

A. From Azure Security Center, add a workflow automation.

B. On VM1, run the Get-MPThreatCatalog cmdlet.

C. On VM1 trigger a PowerShell alert.

D. From Azure Security Center, export the alerts to a Log Analytics workspace.
Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/manage-alerts ?view=0365-worldwide

NEW QUESTION 232
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HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Defender for Cloud. You create a Google Cloud Platform (GCP) organization named GCP1.

You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded
automatically.

What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Angwer Arca
Crexte A management project and a custom role -
A management group and an Azure AD service principal
A management project and a custom role
An Azure AD administrative unit and a managed dentity
By: Running a scnipt in GCP Cloud Shell v
Deploying a Bicep template
Runming a scnipt i Azure Cloud Shell
Running a script in GCP Cloud Shell
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Area
Ceme A management project and a custom role s

By: _Running a script in GCP Cloud Sheil -
Deploying a Bicep template

| Running a script in GCP Cloud Shell

NEW QUESTION 236

DRAG DRORP - (Topic 4)

You have 50 on-premises servers.

You have an Azure subscription that uses Microsoft Defender for Cloud. The Defender for Cloud deployment has Microsoft Defender for Servers and automatic
provisioning enabled.

You need to configure Defender for Cloud to support the on-premises servers. The solution must meet the following requirements:

* Provide threat and vulnerability management.

 Support data collection rules.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Arpwed Area

Feowr the Daits conerolier sedtings n the Aryre portsl creste an Aruee Arg dala
controler

O e on-piemises senvers, instsll the Asure Mornor sgent

Froah Bhé Add dervers withh Afuie Asc S6thrgs in 1he Ahsie BOrtsl, peneiate an
irmiailaton wenpt

£ e O DPEITelEs. SEVETL. indlall i Anae Cormschnd Maching Bgent

T T - ditwies Serveri. inlall The Lig Anabytcs adent

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To configure Defender for Cloud to support the on-premises servers, you should perform the following three actions in sequence:

? On the on-premises servers, install the Azure Connected Machine agent.

? On the on-premises servers, install the Log Analytics agent.

? From the Data controller settings in the Azure portal, create an Azure Arc data controller.

Once these steps are completed, the on-premises servers will be able to communicate with the Azure Defender for Cloud deployment and will be able to support
threat and vulnerability management as well as data collection rules.

Reference: https://docs.microsoft.com/en-us/azure/security-center/deploy-azure-security-center#on-premises-deployment

NEW QUESTION 241
- (Topic 4)
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You create a custom analytics rule to detect threats in Azure Sentinel. You discover that the rule fails intermittently.
What are two possible causes of the failures? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. The rule query takes too long to run and times out.

B. The target workspace was deleted.

C. Permissions to the data sources of the rule query were modified.

D. There are connectivity issues between the data sources and Log Analytics

Answer: AD

NEW QUESTION 245

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the ‘Mitigate the threat’ option.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 246

- (Topic 4)

You have a playbook in Azure Sentinel.

When you trigger the playbook, it sends an email to a distribution group.

You need to modify the playbook to send the email to the owner of the resource instead of the distribution group.
What should you do?

A. Add a parameter and modify the trigger.

B. Add a custom data connector and modify the trigger.
C. Add a condition and modify the action.

D. Add a parameter and modify the action.

Answer: D

Explanation:
Reference:
https://azsec.azurewebsites.net/2020/01/19/notify-azure-sentinel-alert-to-your-email- automatically/

NEW QUESTION 250
- (Topic 4)
You have the following advanced hunting query in Microsoft 365 Defender.
DeviceProcessEvents

where Timestamp > ago (24h)
and InitiatingProcessFileName =~ ‘runsll32.axe’
and InitiatingProcessCommandLine !contains ™ “
and FileName in~ (‘schtasks.exe')
and ProcessCemmandLine has ‘Change' and ProcessCommandLine has “SystemRestore’
and ProcessCommandLine has ‘disable’

project Timestamp, AccountMame, ProcessCommandLine

and InitiatingProcessCommandLine != "~

You need to receive an alert when any process disables System Restore on a device managed by Microsoft Defender during the last 24 hours.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a detection rule.

B. Create a suppression rule.

C. Add | order by Timestamp to the query.

D. Block DeviceProcessEvents with DeviceNetworkEvents.
E. Add Deviceld and Reportld to the output of the query.

Answer: AE
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/custom-detection- rules

NEW QUESTION 253
- (Topic 4)
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You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:

* Minimize administrative effort

» Minimize the parsing required to read log data What should you configure?

A. REST API integration

B. a SysJog connector

C. a Log Analytics Data Collector API

D. a Common Event Format (CEF) connector

Answer: B

NEW QUESTION 254
HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Purview and contains a user named User1.
Userl shares a Microsoft Power Bi report file from the Microsoft OneDrive folder of your company to an external user by using Microsoft Teams.
You need to identity which Power Bl report file was shared.

How should you configure the search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Record type:  Shared Power Bl report Rt

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To identify which Power BI report file was shared by Userl, you should configure the search with the following parameters:

? Activities: Shared Power Bl report
? Record Type: PowerBiAudit
? Workload: PowerBi

'Lt:‘:'i"IT:FH -Ii. e - wel Bl repoit ol
Copied hie
Downloaded files to computer

Share file, folder, or site

MicrosoftTeams
Cnelnve
PowearBiAudit

Shared Power Bl repont

Worikdoad: | MiciosoftTeams b
Cnelinve
PowerBl
SharePoint

These parameters will filter the search results to show only the events where a Power Bl report was shared by a user in your organization. You can then look for
the event that has Userl as the user ID and an external user as the recipient. The event details will show the name and URL of the Power BI report file that was

shared. For more information,

see Search the audit log for events in Power Bl and Search for content in the Microsoft Purview compliance portal.

NEW QUESTION 257
- (Topic 4)

You receive a security bulletin about a potential attack that uses an image file.
You need to create an indicator of compromise (loC) in Microsoft Defender for Endpoint to prevent the attack.

Which indicator type should you use?

A. a URL/domain indicator that has Action set to Alert only

B. a URL/domain indicator that has Action set to Alert and block
C. afile hash indicator that has Action set to Alert and block

D. a certificate indicator that has Action set to Alert and block

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-file ?view=0365-worldwide

NEW QUESTION 260
- (Topic 4)

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The
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solution must minimize development effort.
What should you use to create the visuals?

A. plotly

B. TensorFlow
C. msticpy

D. matplotlib

Answer: C

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with
Threat Intelligence, geolocations and Azure resource data. extract Indicators of Activity (IoA) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.

Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX. Enrichment functions like geolocation of IP addresses, Indicator of
Compromise (loC) extraction, and Whols lookups.

Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:

https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started https://msticpy.readthedocs.io/en/latest/

NEW QUESTION 264

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple
devices. You need to mark the file as safe and remove the file from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

A. From Threat tracker, review the queries.

B. From the History tab in the Action center, revert the actions.
C. From the investigation page, review the AIR processes.

D. From Quarantine from the Review page, modify the rules.

Answer: B

NEW QUESTION 265

- (Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 268

HOTSPOT - (Topic 4)

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
» The count and usage trend of AppDisplayName must be included

» The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

SigninLogs

| whers ResultType == @ and ApplisplayHame [=

| fummarize countl) by -'u;l:-[l:"ipl.:'..llw

| |||'-|'| I"l i

5 |
let
| ksokoup TrendlList = count() on TimeGenerated in range((TimeRange:start), (TimeRange:end], 4h) by AppDisplayhiame

I - QLA
y A

| top 10 by coumt_ dese

SigninLogs

| IR SR ¥ TrendList = count() on TimeGenerated in ronpe({TimeRange:start), (TimeRange:end), 4h) by AppDisplaytame
make_ D)
T - R
rerler

) on AppDisplayviiams

| top 10 by count_ dese

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Signinlogs
| where RezultType == @ and AppDisplayHame = ™"

| summarize count{) by Appli:plaviiaese

| ill""\- i
|
5
Bt =
| | lookup TrendList = count() on TiseGenerated in range(|TimeRange:start), (TimeRange:end), 4h) by AppDisplaylame
mwv-gxpand
| - "ok b i —

| top 18 by count_ desc
Signinlogs

| | makes-series * TrendList = count() on TimeGenerated in range((TimeRange:start), (TiscRange:end]), &4h) by AppDisplayhiase

make_bag{)

i - BUpand
rendes

) on AppDisplayhiame

| top 10 by count_ desc

NEW QUESTION 273

- (Topic 4)

You have a Microsoft Sentinel playbook that is triggered by using the Azure Activity connector.

You need to create a new near-real-time (NRT) analytics rule that will use the playbook. What should you configure for the rule?

A. the Incident automation settings
B. entity mapping

C. the query rule

D. the Alert automation settings

Answer: B

NEW QUESTION 278

- (Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You have Microsoft SharePoint Online sites that contain sensitive documents. The documents contain customer account numbers that each consists of 32
alphanumeric characters.

You need to create a data loss prevention (DLP) policy to protect the sensitive documents. What should you use to detect which documents are sensitive?

A. SharePoint search

B. a hunting query in Microsoft 365 Defender
C. Azure Information Protection

D. RegEXx pattern matching

Answer: C

Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/information-protection/what-is-information- protection

NEW QUESTION 279
HOTSPOT - (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel and contains a user named Userl.
You need to ensure that Userl can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azure AD The solution must use The principle of least

privilege.

Which roles should you assign to Used? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth

Answer Area

Azure AD role i Security administ

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 283
DRAG DROP - (Topic 4)

one point.

ratar - I
Global administrator
Identity Governance Administratos

Security operator

Azure role !_Mlil‘fli{)f’. Sentinel Contnibutos - !
Microsoft Sentinel Automation Contributor '

Microsolt Sentinel Contributor
Security Admin
Secunty Assessment Contnibutor

Azure AD role | Security administrator b I

Global administrator
L lgentity Governance Administrator

[ Securty aomisvrator |

B

Azure role: | Microsoft Sentinel Contributor

L Microsoft Sentinel Automation Contributor

Secunty Assessment Contnbutor

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VML1.
You receive an alert for suspicious use of PowerShell on VM1.
You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on VM1 after the alert:

? The modification of local group mem
? The purging of event logs

berships

Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and

arrange them in the correct order.
Artiona
Frorm the detmb pane of T Doiderd, (ee0 rmaalgaie.

Frome the mvestaation bisoe: pefect IR ety that repesoes V1AY

Frowm the vwitgation blace, select the pesity Tt PEeesen paessie ], see

Frore e Swesgaton bisce. seiect Timaline

Arwarer &res

Frore T WvisiSagaficn e, it infa

From the imvetgation blace. select inigivs

A. Mastered
B. Not Mastered

Answer: A

Explanation:

3 &

Step 1: From the Investigation blade, select Insights
The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.
Step 2: From the Investigation blade, select the entity that represents VM1.

The Investigation Insights workbook is
and Entity Insights.
Incident Insights
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The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity
information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This
workbook presently provides view of the following entity types:

IP Address Account Host

URL

Step 3: From the details pane of the incident, select Investigate. Choose a single incident and click View full details or Investigate.

NEW QUESTION 286

DRAG DROP - (Topic 4)

You have a Microsoft Sentinel workspace that contains an Azure AD data connector. You need to associate a bookmark with an Azure AD-related incident.
What should you do? To answer, drag the appropriate blades to the correct tasks. Each blade may be used once, more than once, or not at all. You may need to
drag the split bar between panes or scroll to view content

NOTE: Each correct selection is worth one point.

Blades Angwer Arca
Hunting blage Create a bookmark by using the Blade
ncident blade
Associate a bookmark with the incident by using the Elade
Logs blade
A. Mastered

B. Not Mastered
Answer: A

Explanation:
You can use the Logs blade or incident blade to create a bookmark of an Azure AD-related incident. Once the bookmark is created, you can associate it with the
incident by using the incident blade. This allows you to quickly and easily access important information related to the incident in the future.

NEW QUESTION 287

HOTSPOT - (Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following
requirements:

* Only show emails sent during the last hour.

» Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)

= "

| where Subject == “Document Attachment” and FileName == “Document.pdf”

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
| where Timestamp > ago(1h)

| where Timestamp < ago(1h)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256
|| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256
|| where Timestamp > ago({1h) |

B | e+, i | e i | -

| where Timestamp < ago(1h)

= "

| where Subject == “Document Attachment

£

and FileName == “Document.pdf”

{ljoinDeyviceFileEvents on SHA256 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
| join kind=inner (DeviceFileEvents | where Timestamp > ago(1h)) on SHA256

_—

| where Timestamp < ago(1h)

NEW QUESTION 288
- (Topic 4)
Your company uses Azure Sentinel to manage alerts from more than 10,000 IoT devices.

A security manager at the company reports that tracking security threats is increasingly difficult due to the large number of incidents.
You need to recommend a solution to provide a custom visualization to simplify the investigation of threats and to infer threats by using machine learning.

What should you include in the recommendation?

A. built-in queries
B. livestream
C. notebooks
D. bookmarks

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/sentinel/notebooks

NEW QUESTION 293

- (Topic 4)

You have an Azure subscription that uses Microsoft Sentinel.

You need to create a custom report that will visualise sign-in information over time.
What should you create first?

A. a workbook
B. a hunting query
C. a notebook
D. a playbook

Answer: A

Explanation:

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription.

Reference: https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

NEW QUESTION 296

- (Topic 4)

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center. What should you do?

A. From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section.
B. From Security alerts, select Take Action, and then expand the Mitigate the threat section.

C. From Regulatory compliance, download the report.

D. From Recommendations, download the CSV report.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and- responding-alerts

NEW QUESTION 299
- (Topic 4)
You have an Azure subscription that has Microsoft Defender for Cloud enabled.

You have a virtual machine named Server! that runs Windows Server 2022 and is hosted in Amazon Web Services (AWS).

You need to collect logs and resolve vulnerabilities for Serverl by using Defender for Cloud.
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What should you install first on Serverl?

A. the Microsoft Monitoring Agent
B. the Azure Arc agent

C. the Azure Monitor agent

D. the Azure Pipelines agent

Answer: C

NEW QUESTION 301

DRAG DROP - (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Exchange Online. You need to identify phishing email messages.

Which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the
correct order.

Cmadlets Ariwer Area

Connect - IPPSSesnion

Srart-ComplisscaSaarch
- Comp 1l AR aSanreh

Connect - Exchangeinline

Q.0

®
®

Saarche=Unifisdbuditiog

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Cmflets Answer Aroa

- S

|'_:p-rln-|;_t -_!-'c_l'-l-"\-llﬂn_'._i'lll i I

e L 4 itk

[ Sasrch-Unifisttualelog

NEW QUESTION 305

HOTSPOT - (Topic 4)

You need to create a query to investigate DNS-related activity. The solution must meet the Microsoft Sentinel requirements. How should you complete the Query?
To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point.

Answer Area
I where TimeGeneraled » f e 'd 1 He | i pen S € Ol e = " NXDOMA TN
T =
1o SLartieme = g0y /) J
iwhere TimeGenerated » ago{7d) |
where TimeGenerated < ago(id) |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

__ [ where limebeneratad > agol(id) | ","'l responiedodenames " NADOHA TN

¥ iagmesagolidl _ _ _ — - — -
_im_Dns N (where TimeGenerated > agol(7d) |

where TimeGenerated < agol/d) |

NEW QUESTION 309

- (Topic 4)

You are investigating a potential attack that deploys a new ransomware strain.

You plan to perform automated actions on a group of highly valuable machines that contain sensitive information.

You have three custom device groups.

You need to be able to temporarily group the machines to perform actions on the devices. Which three actions should you perform? Each correct answer presents
part of the solution. NOTE: Each correct selection is worth one point.

A. Add a tag to the device group.

B. Add the device users to the admin role.

C. Add a tag to the machines.

D. Create a new device group that has a rank of 1.
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E. Create a new admin role.
F. Create a new device group that has a rank of 4.

Answer: ACD

Explanation:
https://docs.microsoft.com/en-us/learn/modules/deploy-microsoft-defender-for-endpoints- environment/4-manage-access

NEW QUESTION 310

- (Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to identify any devices that triggered a malware alert and collect evidence related to the alert. The solution must ensure that you can use the results to
initiate device isolation for the affected devices.

What should you use in the Microsoft 365 Defender portal?

A. Incidents

B. Investigations

C. Advanced hunting
D. Remediation

Answer: A

NEW QUESTION 311

- (Topic 4)

You have a third-party security information and event management (SIEM) solution.

You need to ensure that the SIEM solution can generate alerts for Azure Active Directory (Azure AD) sign-events in near real time.
What should you do to route events to the SIEM solution?

A. Create an Azure Sentinel workspace that has a Security Events connector.

B. Configure the Diagnostics settings in Azure AD to stream to an event hub.

C. Create an Azure Sentinel workspace that has an Azure Active Directory connector.
D. Configure the Diagnostics settings in Azure AD to archive to a storage account.

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/overview- monitoring

NEW QUESTION 312
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