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NEW QUESTION 1
Which UDP port numbers are used for exchange mobility packets in an AireOS wireless deployment?

A. UDP 16666 for control plane, EoIP (IP protocol 97) for data plane
B. UDP 16668 for control plane, UDP 16667 for data plane
C. UDP 16667 for control plane, UDP 16666 for data plane
D. UDP 16666 for control plane, UDP 16667 for data plane

Answer: D

NEW QUESTION 2
A customer asks an engineer to explain the concept of mobility domains and mobility groups. Which statement does the engineer respond with?

A. A mobility group does not constrain the distribution of security context of a client and also does not constrain AP fail-over between controllers when the WLC are
in the same mobility domain.
B. If WLCs are in the same mobility domain, they communicate with each other but, if an anchor WLC is present it must be in the same mobility domain for
communication to be possible.
C. If WLCs are in the same mobility domain, they communicate with each othe
D. Mobility groups constrain the distribution of security context of a client and also constrain AP fail-over between controllers.
E. WLCs do not need to be in the same mobility domain to communicate with each othe
F. Mobility groups constrain the distribution of security context of a client and also constrain AP fail-over between controllers.

Answer: C

NEW QUESTION 3
A network administrator of a global organization is collapsing all controllers to a single cluster located in central Europe. Which concern must addressed?

A. Some channels may not be available consistently across the organization.
B. Different RF policies per office are not available in this configuration.
C. Syslog must be configured to the time-zone of the NMS platform.
D. Centralized controllers cannot uniformly authenticate global users.

Answer: C

NEW QUESTION 4
A wireless engineer must optimize RF performance for multiple buildings with multiple types of construction and user density. Which two actions must be taken?
(Choose two.)

A. Configure FlexConnect groups for each building.
B. Configure WMM profiles for each building.
C. Configure AP groups for each area type.
D. Configure RF profiles for each area type.
E. Enable DTPC on the network.

Answer: CD

NEW QUESTION 5
A company wants to replace its existing PBX system with a new VoIP System that will include wireless IP phones. The CIO has concerns about whether the
company’s existing wireless network can support the new system. Which tool in Cisco Prime can help ensure that the current network will support the new phone
system?

A. Location Readiness
B. Site Calibration
C. Map Editor
D. Voice Readiness

Answer: D

NEW QUESTION 6
A rapidly expanding company has tasked their network engineer with wirelessly connecting a new cubicle area with Cisco workgroup bridges until the wired
network is complete. Each of 42 new users has a computer and VoIP phone. How many APs for workgroup bridging must be ordered to keep cost at a minimum
while connecting all devices?

A. 4
B. 5
C. 6
D. 7

Answer: A

NEW QUESTION 7
An engineer has configured guest anchoring for a newly created SSD however, the mobility tunnels are not up, and EPING is failing from the foreign WLC to the
anchor WLC. Which traffic flow must be allowed at the firewall to enable the communication?

A. UDP port 16666
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B. IP protocol 97
C. UDP port 97
D. TCP port 97

Answer: A

NEW QUESTION 8
Which statement about creating a mobility group is true, excluding mobility anchors?

A. Each WLC must use the same mobility name and be defined as a peer in each other’s static mobility members list.
B. If WLCs with HA SSO are deployed, each WLC in the WLC HA pair considered separately as a mobility peer.
C. The WLCs do not have to be of the same model or type to be a member of a mobility group, however each member should be running different software
versions.
D. A mobility groups does not require all WLCs in the group to use the same virtual IP address.

Answer: B

NEW QUESTION 9
A wireless network consultant must assess an existing wireless LAN controller. Which section must the consultant check before replacing the old APs with APs
that are IEEE 802.11ac-capable?

A. number of AP licenses
B. controller PSU
C. throughput capacity
D. software version

Answer: A

NEW QUESTION 10
An engineer must speed up the reauthentication delays that are being experienced on the wireless infrastructure by deploying a key-caching mechanism. Which
mechanism must be configured?

A. PEAP
B. FT
C. PMF
D. GTK-randomization

Answer: B

NEW QUESTION 10
As part of a wireless site survey in a hospital, an engineer needs to identify potential Layer 1 interferers. In which two areas is the engineer most likely to find
sources of 2.4 GHz and 5 GHz RF noise? (Choose two.)

A. magnetic resonance imaging
B. kitchen
C. Gamma Knife radiation treatment
D. X-ray radiography
E. patient room

Answer: BE

NEW QUESTION 15
What is the recommended cell overlap when designing a wireless network for Cisco Hyperlocation?

A. 20%
B. 30%
C. 40%
D. 50%

Answer: A

NEW QUESTION 17
A wireless engineer is designing a wireless network for a warehouse using access points with internal antennas. Which two elements have a negative effect on the
wireless users? (Choose two.)

A. wireless channels
B. access point height
C. client authentication
D. client authorization
E. absorption

Answer: BE

NEW QUESTION 19
Which statement about AP failover priority for access points when configured with priority 1 or 4 is true?
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A. When configured with priority 1, the access point is assigned with the highest priority level and it is marked as critica
B. This access point fails over before other access points with the lower priority when there is primary controller failure.
C. When configured with priority 4, the access point is assigned with the highest priority level and it is marked as critica
D. This access point fails over before other access points with the lower priority when there is primary controller failure.
E. When configured with priority 4, the access point is assigned with the lowest priority level and it is marked as lo
F. This access point fails over after other access points with the higher priority when there is primary controller failure.
G. When configured with priority 1, the access point is assigned with the medium priority level and it is marked as mediu
H. This access point fails over after other access points with the higher priority when there is primary controller failure.

Answer: B

NEW QUESTION 21
A network engineer is working on a design for a wireless network that must support data, voice, and location services. To support these services, which access
point placement must the engineer use?

A. corner only
B. perimeter and corner
C. perimeter only
D. indoor and outdoor

Answer: C

NEW QUESTION 26

Refer to the exhibit. Which two statements about Cisco Prime Infrastructure are true? (Choose two.)

A. It presents the recommended number of APs for the selected coverage area based on the selections made.
B. Planning mode requires a special license in Cisco Prime Infrastructure.
C. It shows the map editor feature in Cisco Prime Infrastructure.
D. Controllers must be synchronized with Cisco Prime Infrastructure for planning mode to work.
E. It shows the planning mode feature in Cisco Prime Infrastructure.

Answer: DE

NEW QUESTION 28
A wireless engineer is performing a post verification of a wireless network. Which two metrics does the engineer verify to ensure that the wireless network can
support voice services? (Choose two.)

A. The coverage area must have a noise floor that does not exceed -87 dBm.
B. The client device must have at least an -67 dBm RSSI.
C. The rate of retransmitted packets must be 15 percent or below.
D. The rate of retransmitted packets must be 20 percent or below.
E. The client device must have at least an -65 dBm RSSI.

Answer: BC

NEW QUESTION 33
A network engineer is configuring high availability on an access point. What is the maximum number of controllers that can be configured?
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A. 1
B. 2
C. 3
D. 4

Answer: B

NEW QUESTION 34
An engineer must configure the virtual IP address on multiple controllers in a mobility group. Which rule must the engineer follow to ensure proper roaming?

A. Ensure that the DNS entry is tied to the virtual IP address of the WLC.
B. Use a unique IP address for each WLC.
C. Ensure that the DNS Host Name field is defined.
D. Use the same IP address for each WLC.

Answer: A

NEW QUESTION 38
A customer has determined that aesthetics is a primary concern for their upcoming guest deployment. Which design consideration can be leveraged to address
this concern?

A. Paint the access point to cover the LED from being noticeable.
B. Use enclosures to hide the wireless infrastructure in the surrounding environment.
C. Use AIR-AP-BRACKET-1 to allow for greater mounting locations
D. Deploy environmentally friendly cabling components to blend into the environment.

Answer: D

NEW QUESTION 40
A wireless deployment in a high-density environment is being used by vendors to process credit card payment transactions via handheld mobile scanners. The
scanners are having problems roaming between access points in the environment. Which feature on the wireless controller should have been incorporated in the
design?

A. RX SOP
B. 802.11w
C. AP Heartbeat Timeout
D. Application Visibility Control

Answer: A

NEW QUESTION 42
A university is in the process of designing a wireless network in an auditorium that seats 500 students and supports student laptops. Which design methodology
should the university implement in the auditorium?

A. roaming design model
B. voice design model
C. location design model
D. high-density design model

Answer: B

NEW QUESTION 44
A customer has two Cisco 550B WLCs that manage all the access points in their network and provide N+1 redundancy and load balancing. The primary Cisco
WLC has 60 licenses and the secondary Cisco WLC has 40. The customer wants to convert the N+1 model to an HA model and provide SSO. Configuration must
be performed during a maintenance window. After performing all the configurations on both controllers, the config redundancy unit secondary command is issued
on the secondary Cisco WLC and it fails. Which parameter needs to be in place to complete the configuration?

A. A cable in the RP port
B. The secondary Cisco WLC needs a minimum of 50 base licenses
C. The primary Cisco WLC is already set as the secondary unit.
D. SSO needs to be enabled

Answer: B

NEW QUESTION 45
......
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