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NEW QUESTION 1
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 2
- (Exam Topic 1)
You need to configure the detection of multi staged attacks to meet the monitoring requirements. What should you do?

A. Customize the Azure Sentinel rule logic.
B. Create a workbook.

C. Add an Azure Sentinel playbook.

D. Add Azure Sentinel data connectors.

Answer: D

NEW QUESTION 3

- (Exam Topic 1)

You need to configure the assignment of Azure AD licenses to the Litware users. The solution must meet the licensing requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Azure AD Connect settings to modify: v
Directory Extensions

Domain Filtering
Optional Features

Assign Azure AD licenses to: v
An Azure Active Directory group that has only nested groups

An Azure Active Directory group that has the Assigned membership type

An Azure Active Directory group that has the Dynamic User membership type

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Litware recently added a custom user attribute named LWLicenses to the litware.com Active Directory forest. Litware wants to manage the assignment of Azure
AD licenses by modifying the value of the LWLicenses attribute. Users who have the appropriate value for LWLicenses must be added automatically to a Microsoft
365 group that has the appropriate licenses assigned.

NEW QUESTION 4

- (Exam Topic 2)

You need to allocate licenses to the new users from A. Datum. The solution must meet the technical requirements.
Which type of object should you create?

A. a distribution group

B. a Dynamic User security group
C. an administrative unit

D.an OU

Answer: C

NEW QUESTION 5

- (Exam Topic 2)

You need to meet the planned changes for the User administrator role. What should you do?
A. Create an access review.

B. Modify Role settings
C. Create an administrator unit.

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

D. Modify Active Assignments.
Answer: B

Explanation:

Role Setting details is where you need to be: Role setting details - User Administrator Privileged Identity Management | Azure AD roles

Default Setting State

Require justification on activation Yes Require ticket information on activation No On activation, require Azure MFA Yes Require approval to activate No
Approvers None

NEW QUESTION 6

- (Exam Topic 3)

You implement the planned changes for SSPR.

What occurs when User3 attempts to use SSPR? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Mumber of authentication methods required: bt
suthentication methods that can be used: v
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Mumber of authentication methods required: | 2 -
Authentication methods that can be used: | Email and phone only X

NEW QUESTION 7
- (Exam Topic 3)
You need to implement the planned changes for Packagel. Which users can create and manage the access review?

A. User3 only
B. User4 only
C. User5 only
D. User3 and User4
E. User3 and Userb5
F. Userd4and User5

Answer: E

NEW QUESTION 8
- (Exam Topic 3)
You need to implement the planned changes for litware.com. What should you configure?

A. Azure AD Connect cloud sync between the Azure AD tenant and litware.com
B. Azure AD Connect to include the litware.com domain
C. staging mode in Azure AD Connect for the litware.com domain

Answer: C

NEW QUESTION 9

- (Exam Topic 3)

You need to modify the settings of the User administrator role to meet the technical requirements. Which two actions should you perform for the role? Each correct
answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Select Require justification on activation

B. Set all assignments to Active

C. Set all assignments to Eligible

D. Modify the Expire eligible assignments after setting.
E. Select Require ticket information on activation.

Answer: AB

NEW QUESTION 10
- (Exam Topic 4)
You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy SC-300 dumps

@ 2 P QsseaQs LJ https://www.2passeasy.com/dumps/SC-300/ (192 New Questions)

external organization named Fabrikam. Fabrikam users must accept Terms1 before being allowed to use the access package. You need to identify which users
accepted or declined Termsl. What should you use?

A. provisioning logs

B. the Usage and Insights report
C. sign-in logs

D. audit logs

Answer: D

NEW QUESTION 10

- (Exam Topic 4)

You have an Azure AD tenant that contains a user named Userl Userl needs to manage license assignments and reset user passwords. Which role should you
assign to Userl?

A. License administrator
B. Helpdesk administrator
C. Billing administrator

D. User administrator

Answer: D

NEW QUESTION 15

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to an Azure AD tenant. Users sign in to computers that run Windows 10 and are joined
to the domain.

You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). You need to configure the Windows 10 computers to support Azure AD
Seamless SSO. What should you do?

A. Modify the Local intranet zone settings

B. Configure Sign-in options from the Settings app.

C. Enable Enterprise State Roaming.

D. Install the Azure AD Connect Authentication Agent.

Answer: B

NEW QUESTION 20

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory domain.

The on-premises network contains a VPN server that authenticates to the on-premises Active Directory

domain. The VPN server does NOT support Azure Multi-Factor Authentication (MFA). You need to recommend a solution to provide Azure MFA for VPN
connections.

What should you include in the recommendation?

A. Azure AD Application Proxy

B. an Azure AD Password Protection proxy
C. Network Policy Server (NPS)

D. a pass-through authentication proxy

Answer: C

NEW QUESTION 25

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Active Directory forest that syncs to an Azure Active Directory (Azure AD) tenant.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure Azure AD Password Protection. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 27

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:

 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than
once, or not at all. You may need to drag the split bar between panes or scroll to view content.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Features Anwer Area
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NEW QUESTION 29
- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled. You are creating a conditional access policy as shown in the following

exhibit.
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New

Conditional access policy

Control user access based on conditional
access policy te bring signals together, to
make decisions, and enforce organizational

policies. Learn more

Name *
Policy |
Assignments
Users and groups () S
Specific users included
Cloud apps or actions () 5
All cloud apps
Conditions () S
0 conditions selected
Access controls
Grant (D
>
0 controls selected
Session ()
>

0 controls selected

Enable policy

(Report-only

Use the drop-down menus to select the answer choice that completes each statement based on the information

presented in the graphic.

NOTE: Each correct selection is worth one point.

Control user access based on users and groups
assignment for all users, specific groups of users,

directory roles, or external guest users.
Learn more

Include Exclude

('\} None

() All users

(®) Select users and groups
I:] All guest users (preview) @
|:| Directory roles (preview) @

Users and groups

Select (O

1 user

Userl .
userl@sk200922outlook.onm...

To ensure that User1 is prompted for multi-factor authentication (MFA)
when accessing Cloud apps, you must configure the [answer choice]. [Conditions settings

Enable paolicy setting
Grant settings

Sessions settings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

Enable policy setting
Grant settings

Sessions settings

Users and groups setting

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all
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NEW QUESTION 31

- (Exam Topic 4)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.

* A device named Devicel

» Users named Userl, User2, User3, User4, and User5

* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1. User3, Group2, Group4
Group2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Groupd4 | Microsoft 365 Assigned Groups
Groupd Microsoft 365 Assigned Userb
How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl?
A.2
B.3
C.4
Answer: B
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 36

- (Exam Topic 4)

Your company purchases 2 new Microsoft 365 ES subscription and an app named App. You need to create a Microsoft Defender for Cloud Apps access policy for
Appl.

What should you do you first? (Choose Correct Answer based on Microsoft Identity and Access Administrator at microsoft.com)

A. Configure a Token configuration for Appl.

B. Add an API permission for App.

C. Configure a Conditional Access policy to use app-enforced restrictions.

D. Configure a Conditional Access policy to use Conditional Access App Control.

Answer: C

Explanation:

https://learn.microsoft.com/en-us/defender-cloud-apps/access-policy-aad

To create a Microsoft Defender for Cloud Apps access policy for Appl, you should configure a Conditional Access policy to use app-enforced restrictions. This will
allow you to control access to your cloud apps based on conditions such as user, device, location, and app state. You can also use app-enforced restrictions to
control access to your cloud apps based on the state of the app, such as whether it's running on a managed or unmanaged device.

NEW QUESTION 41
- (Exam Topic 4)
You have an Azure AD tenant that contains the users shown in the following table.

Mame Role

v o Il st Al eI
O apICaton aSmimisirator

Adming Applcation agmimistrator

|

{

|

. _ |
Userl e |

. 4

You add an enterprise application named Appl to Azure AD and set Userl as the owner of Appl requires admin consent to access Azure AD before the app can
be used.
You configure the Admin consent requests strong as shown in the following exhibit. Admin consent requests.

A. Admm1 only
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B. Admm1 and Admin2 only

C. Admm1 Admmz2 and Admin3 only

D. AdmInl, Admin2. and Userl only

E. Admm1l Admm2. Admm3, and Userl

Answer: B

NEW QUESTION 43

- (Exam Topic 4)

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
« Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
* Resource roles

o Name: All Company

o Type: Group and Team o Role: Member

* Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

Name Email address

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

- = -

On May 5. 2022, the Guest1 account is in contoso.com

L]

e y i ] PO . .
On N av 3 ZUZZ the Gluests account 1% In contoso.com

On May 5, 2022 the Guest3 account is in contoso.com

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 46

- (Exam Topic 4)

You have an Azure AD tenant

You configure User consent settings to allow users to provide consent to apps from verified publishers. You need to ensure that the users can only provide consent
to apps that require low impact permissions. What should you do?

A. Create an access package.

B. Configure permission classifications.

C. Create an enterprise application collection.
D. Create an access review.

Answer: B

NEW QUESTION 49

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
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The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report
the fraud attempt using the Microsoft Authenticator app or through their phone.
The following fraud alert configuration options are available:

> Automatically block users who report fraud.

> Code to report fraud during initial greeting. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 53

- (Exam Topic 4)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 56
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following objects:

> A device named Devicel
> Users named User1, User2, User3, User4, and User5
> Groups named Groupl, Group2, Group3, Group4, and Group5 The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1, User3, Group2, Group3
Group?2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 Microsoft 365 Assigned Userd
Group5 Microsoft 365 Dynamic User Userd

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

A. Groupl and Group4 only

B. Groupl, Group2, Group3, Group4, and Group5
C. Groupl and Group2 only

D. Groupl only

E. Groupl, Group2, Group4, and Group5 only

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

NEW QUESTION 59

- (Exam Topic 4)

You have an Azure AD tenant and a .NET web app named Appl. You need to register Appl for Azure AD authentication.
What should you configure for Appl1?

A. the executable name
B. the bundle ID

C. the package name
D. the redirect URI

Answer: D

NEW QUESTION 62
- (Exam Topic 4)
A user named Userl attempts to sign in to the tenant by entering the following incorrect passwords:

Pa55w0rd12
Pa55w0rd12
Pa55w0rd12
Pa55w.rd12
Pa55w.rd123
Pa55w.rd123
Pa55w.rd123

VWV NVNNVNVNNVY
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2 Pa55word12
> Pas5word12
> Pas5word12
2 Pas5w.rd12

You need to identify how many sign-in attempts were tracked for Userl, and how Userl can unlock her account before the 300-second lockout duration expires.
What should identify? To answer, select the appropriate

NOTE: Each correct selection is worth one point.

Tracked sign-in attempts v
4
5
10
11
Unlock by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Clearing the browser cache
Signing in by using inPrivate browsing mode
Performing a self-service password reset (SSPR)

Graphical user interface, text, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment

NEW QUESTION 63
- (Exam Topic 4)

You need to support the planned changes and meet the technical requirements for MFA.

Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 67
- (Exam Topic 4)

Feature: | T

An authentication T'?":':Th.'.-r} policy

& Conditional Access policy

An MFEA registration pohcy

The Multi-Factor Authentication Server settings

Grace period. |

14 days E

28 days

Feature: [

An authentication Miethod policy
| A Conditional Access policy

An MEA registration pohicy

The Multi-Factor Authentication Server settings

Grace period: |

14 days E

£8 days

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using
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Azure AD Connect.
You need to prevent the synchronization of users who have the extensionAttributel5 attribute set to NoSync.
What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 69

- (Exam Topic 4)

You have an Azure subscription that uses Azure AD Privileged Identity Management (PIM). You need to identify users that are eligible for the Cloud Application
Administrator role. Which blade in the Privileged Identity Management settings should you use?

A. Azure resources

B. Privileged access groups
C. Review access

D. Azure AD roles

Answer: D

NEW QUESTION 74

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 78

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant. You open the risk detections report.
Which risk detection type is classified as a user risk?

A. impossible travel

B. anonymous IP address
C. atypical travel

D. leaked credentials

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

NEW QUESTION 81

- (Exam Topic 4)

A user named Userl receives an error message when attempting to access the Microsoft Defender for Cloud Apps portal.
You need to identify the cause of the error. The solution must minimize administrative effort. What should you use?

A. Log Analytics

B. sign-in logs

C. audit logs

D. provisioning logs

Answer: B

NEW QUESTION 86

- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following
conditions;

« A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool
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B. sign-ins logs in Azure AD
C. access reviews in Azure AD
D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
NEW QUESTION 91

- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

e ) p—
| "% | _— . el o e
&
Adminl | Account Administratorn
Admin. e Aaministrator
: - o |
AUIMIN:S shareroint Aaministrator

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 93

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

The users have the devices shown in the following table. You create the following two Conditional Access policies:

* Name: CAPolicyl

 Assignments

0 Users or workload identities: Group 1

o Cloud apps or actions: Office 365 SharePoint Online o Conditions

Filter for devices: Exclude filtered devices from the policy Rule syntax: device.displayName -starts With "Device*"

0 Access controls Grant: Block access

Session: 0 controls selected o Enable policy: On

* Name: CAPolicy?2

 Assignments

0 Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication o Session:

0 controls selected

 Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo
User? can access Sitel from Device!
Jser? can access Sitel from Device?

from Dewice:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screenshot of a computer Description automatically generated

NEW QUESTION 97

- (Exam Topic 4)

Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the company have permanent security administrator rights.
You need to ensure that the IT department users only have access to the Security administrator role when required.

What should you configure for the Security administrator role assignment?
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A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 101
- (Exam Topic 4)
You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server Windows Server 2019 Domain controller
Server? Windows Server 2019 Domain controller
Serverd Windows Server 2019 Azure AD Connect

The domain controllers are prevented from communicating to the internet. You implement Azure AD Password Protection on Serverl and Server2. You deploy a

new server named Server4 that runs Windows Server 2019.

You need to ensure that Azure AD Password Protection will continue to work if a single server fails. What should you implement on Server4?

A. Azure AD Connect

B. Azure AD Application Proxy

C. Password Change Notification Service (PCNS)
D. the Azure AD Password Protection proxy service

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premisesdep

NEW QUESTION 106
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to identify which users access Facebook from their devices and browsers. The solution must minimize administrative effort.

What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, unsanctioned Facebook.
B. Create an app configuration policy in Microsoft Endpoint Manager.

C. Create a Defender for Cloud Apps access policy.

D. Create a Conditional Access policy.

Answer: C

NEW QUESTION 110
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the following group:

> Name: Groupl
> Members: Userl, User2

> Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Review name *

Description (1)

Start date *

Frequency

Dwration (in days) (i)

End O

Mumber of times

End date *

Users
Users to review

Scope

Group *
Grou o)
Reviewers

Reviewers

Programs

Link to program

Default Business Flow

| Review1
[ 011572021 @ |
l Monthly Rt ‘
MNever T Cccurrences
0
021572021 £
Members of a group s
(_ ) Guest users only
) Everyone
Members (self ~ |
>

v Upon completion settings

v  Advanced settings

Users answer the Reviewl question as shown in the following table.

User Date Do you still need access to Group1?
User1 | January 17, 2021 Yes
User2 | January 20, 2021 No

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Yes

On February 5, 2021, User1 can answer the Review1 questionagain. O

On January 25, 2021, User2 can answer the Review1 question again. O

On January 22, 2021, User3 can answer the Review1 question.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

A screenshot of a computer Description automatically generated with low confidence
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/review-your-access

NEW QUESTION 114

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.

What should you implement?
You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C
NEW QUESTION 118

- (Exam Topic 4)
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

| Name Role

[ Agminl | Global Administrator 'l
| Adming | Apphication Administrator |
!. Admn3 -Jr:uq-: Appl :é*.u-'_-n Adminustrator [
| Aamind | Application Developer ===
| User1 | None i

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle

of least privilege.

Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

User that should perform the installation: | Admn v |

Admin]

Telsil 2P
L .dﬂ__

Admin4

Assign User1 the role of | Application Developer

Application Administrator

2!- (L ‘ L™

Cloud Application Admunistratos

Global Admorastiaton

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

User that should perform the installation; | Admun -

_Apphcatan Admynisirator

| pplcatic | e lon

wd Apphcation Administraton

slobal Admunistratorn
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NEW QUESTION 120

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

From Microsoft Cloud App Security, create
a session policy

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has @

session controls configured

O

From Microsoft Cloud App Security, modify
the Connected apps settings for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A picture containing application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

NEW QUESTION 123

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains the following:

* An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

* A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Teaml1. What should you do first?

A. Create an access package.
B. Create a catalog.

C. Create an administrative unit.
D. Configure an app registration.

Answer: A

NEW QUESTION 127

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You need to create a dynamic user group that will include all the users that do NOT have a department defined in their user profile.

How should you complete the membership rule? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

{user.de rtméent i i
W [ F'a =ilL . -'-1 l 1 - i
A 4

-ne Srull

-notin "null”

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

(user.department

(ol - |

NEW QUESTION 131

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)

Il
u['lzlihw”!h

| i
Ihl]l”

You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)
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For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 136

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps. You need to group related apps into categories in the My Apps
portal.

What should you create?

A. tags
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B. collections
C. naming policies
D. dynamic groups

Answer: B

Explanation:
Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-apps-portal-2dae6b8a

NEW QUESTION 139

- (Exam Topic 4)

You plan to deploy a new Azure AD tenant.

Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator
B. SMS

C. voice call

D. email OTP

Answer: B

NEW QUESTION 143

- (Exam Topic 4)

You have an Azure AD tenant

You open the risk detections report.

Which risk detection type is classified as a user risk?

A. password spray

B. anonymous IP address

C. unfamiliar sign-in properties
D. Azure AD threat intelligence

Answer: A
NEW QUESTION 145

- (Exam Topic 4)
You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD). Appl is configured as shown in the following exhibit.

il TR TR

| '!1
| % l
il

Hill Il

] | EEEELH

b

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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[answer choice] can access App1 from the v
homepage URL. | Al users

No one

Only users listed on the Owners blade

Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app -
launcher for [answer choice].

all users

no one

only users listed on the Owners blade

only users listed on the Users and groups blade

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

NEW QUESTION 150

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own. What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entitlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Answer: B

NEW QUESTION 154

- (Exam Topic 4)

You have an Azure subscription.

You need to create two custom roles named Rolel and Role2. The solution must meet the following

requirements:

* Users that are assigned Rolel can create or delete instances of Azure Container Apps.

« Users that are assigned Role2 can enforce adaptive network hardening rules.

Which resource provider permissions are required for each role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Role1: -
[ Microsoft. Compute
Microsoft Management
Microsoft.5ecurity
Role2: .

MicrosoftApp
Microsoft. Compute
Microsoft.Metwork
Microsoft.Security

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Rolet: v
Microsoft Compute
Microsoft Management
Microsoft.Security

Roled: x

MicrosoftApp

Microsoft.Compute
L Micrasoft. Network
: h Icros r.?fT_ Secunty

NEW QUESTION 155

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Eﬂnﬁgllm "‘“ﬂhﬂ.lﬂ{. ouniries h}!‘ usIng: LA cloud app or action
A condition
A grant control
Jl-\. LSRN O I'I.l"lr'l'['r]-

Conhgure Signon frecquency by usindg: | A cloud app or action
A condition
A grant conlrol
A session control

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-session

NEW QUESTION 158
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
> Scope: Everyone
> Group: Groupl

> Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 159

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.
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You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.
You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 164

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).
What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 169

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.
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.+ . ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD > User Administrator :

Role setting details - User Administrator
Privileged [dentity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administratar role, the activation must be approved by a [answer choice]. | giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION 172

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named Appl.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to Appl. The contractor must be able to authenticate as userl@outlook.com.
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What should you do?

A. Run the New-AzureADMSInvitation cmdlet.
B. Configure the External collaboration settings.
C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-add-guest-users-portal https://docs.microsoft.com/en-
us/powershell/module/azuread/new-azureadmsinvitation?view=azureadps-2.0

NEW QUESTION 176

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure pass-through authentication. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 181

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Department1.
Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

- - = - - o B | T P 1 A ok e ® - -
A T— - _ b o " T e Tevid
eparg L ONIOS0ATUrEAL) Lnal entl Ag strative L

& Departmentl Administrative Unit | Users (Preview)

A

add membar 1 Bulk operations J Refresh Columns [5s Preview features %) Got feedback?
a This page includes previews available for your evaluation. View previews =3

-i:-:j-' Add filters

2 users found

Mame T User principal nams Ti User type Directory synced
{:| . Userl Userl @m365x629615.onmicrosoft.com Member Mo
D . User2 User2 @m365x529615.onmicrosaft.com htemiber [y ls

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)

] Y Pp—— A — L reaeeap—y =+1 A= - oo iy L
Dashboard ContosofzureAD veparimenti Administralive ik

o Departmentl Administrative Unit | Groups

e
= ATEL LIS

b ! . | ; [ [F) 1
1 Add Remon U Refresh == Columns +s.  Preview features 5. Got feedback?

+= Add filters

I.lr.'_lfl: B o

Name Group Type Membership Type

[:l Group1 Security Assigned
D Group? Security Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)
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Dashboard > ContosoAzureAD > Identity Governance » Privileged Identity Management » ContosoAzureAD >

&, User Administrator | Assignments

Privileged Identity Management | Anure AD roles

> + Add assignments &) Settings () Refresh 4 Bxport = P Got feedback?

Eligible assignments  Active assignments  Expired assignments

,9 Se.il{h h:,r memb-rn name of pnnupal name

Name Principal name Type Scope

User Administration
Adminl Adminl @m365x629615 onmicrosoft.com User Departmentl Administrative Unit (Administrative unit)
Admin2 Admin2 @m365x629615 cnmicrasofL.com User Directory

The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)
Dashboard » ContosoAzureAD > Groups » Group2

Group2 | Members
m-13:‘|t:u_||;:| p I

el

» <+ Add members [5] Remove O Refresh D Bulk operations v

o This page includes previews available for your evaluation. View previews =

Direct members

User type
O . User3 Member
] o Userd Member

= Columns 3 Preview features < Got feedback?

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

Admin1 can reset the passwords of User3 and User4.

Admin1 can add User1 to Group 2

Admin 2 can reset the password of User1.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units

NEW QUESTION 186
- (Exam Topic 4)
You create the Azure Active Directory (Azure AD) users shown in the following table.

T
_IIHH' it}
pITTE

=ﬂ]_| T
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The users authentlcatlon to Azure AD on their dewces as shown in the following table.

Yes

O

O

No

O

O

1

On February 1, 2021, you conflgure the multi- factor authentlcatlon (MFA) settings as shown in the foIIowin
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e Slpt A=l e g at B R 3]
¢ LERE

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 190

- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Type Membership type
Group1 Security Assigned
Group2 Security Dynamic User
Groupd Security Dynamic Device
Group4 Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:
You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 192

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not initiate. Solution: From the Azure portal, you configure the
Notifications settings for multi-factor authentication

(MFA).
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Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to configure the fraud alert settings. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

NEW QUESTION 194

- (Exam Topic 4)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 198

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant. Users connect to the internet by using a hardware firewall at your
company. The users authenticate to the

firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

Answer: A

NEW QUESTION 200

- (Exam Topic 4)

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While working from the remote locations, the users
connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app
B. email

C. security questions

D. a verification code from the Microsoft Authenticator app

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-authenticator-app

NEW QUESTION 204
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