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NEW QUESTION 1
- (Topic 6)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

* Assign licenses to users.

* Procure apps from Microsoft Store.

» Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview

NEW QUESTION 2
DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.
You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move

the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions

| Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.

Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

_—E e

R W W W Ry

NEW QUESTION 3
HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.

| Answer Area
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Name Operating system Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server

Server3 | Server Core installation of Windows Member server
Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: | .'.

{The Azure AD Application Proxy connector |
Azure AD Connect i ’

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: | v

Serverl only

‘Server2 only

Server3 only

‘Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 4

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list. What should you use?

A. the Exchange admin center

B. the Microsoft Purview compliance portal
C. the Microsoft 365 admin center

D. the Microsoft 365 Defender portal

E. the Microsoft Entra admin center

Answer: D

Explanation:

Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal In the Microsoft 365 Defender portal at https://security.microsoft.com, go to
Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

NEW QUESTION 5

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:
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? ldentify when a user's credentials are compromised and shared on the dark web.
? Provide users that have compromised credentials with the ability to self-remediate.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

To identify when users have compromised credentials, configure: | 3 ¥

v registration policy &

=

[ A sign-in nsk policy |

| A user nisk policy |

| A multifactor authentication registration policy |

To enable self-remediation, select: -

I
| Generate a termporary password

i Require multi-factor authentication

|Require password change

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A user risk policy

Identify when a user's credentials are compromised and shared on the dark web.

User risk-based Conditional Access policy

Identity Protection analyzes signals about user accounts and calculates a risk score based on the probability that the user has been compromised. If a user has
risky sign-in behavior, or their credentials have been leaked, Identity Protection will use these signals to calculate the user risk level. Administrators can configure
user risk-based Conditional Access policies to enforce access controls based on user risk, including requirements such as:

Block access

Allow access but require a secure password change.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators.

Box 2: Require password change

Provide users that have compromised credentials with the ability to self-remediate.

A secure password change will remediate the user risk and close the risky user event to prevent unnecessary noise for administrators

NEW QUESTION 6

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

* Minimizes user interaction

» Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enroliment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 7

- (Topic 6)

Your company has 10,000 users who access all applications from an on-premises data center.

You plan to create a Microsoft 365 subscription and to migrate data to the cloud. You plan to implement directory synchronization.

User accounts and group accounts must sync to Azure AD successfully. You discover that several user accounts fail to sync to Azure AD.
You need to resolve the issue as quickly as possible. What should you do?

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user accounts.
B. Run idfix.exe, and then click Edit.

C. From Windows PowerShell, run the start-AdSyncSyncCycle -PolicyType Delta command.

D. Run idfix.exe, and then click Complete.

Answer: B

Explanation:

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active Directory environment in preparation for
migration to Azure Active Directory. IdFix is intended for the Active Directory administrators responsible for directory synchronization with Azure Active Directory.
Reference:

https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for- synch-with-idfix

NEW QUESTION 8
- (Topic 6)
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You have a Microsoft 365 tenant.
You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 9

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:
Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 10
- (Topic 6)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global securnty group
User1 Enabled user account
User2 Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Groupl only

B. Userl and User2 only

C. Groupl and Userl only

D. Groupl, Userl, and User2

Answer: D

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The
exception is users with a linked mailbox; as previously mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the
userPrincipalName and sourceAnchor found. In case another active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor
will be used.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connect-sync-user-and-contacts

NEW QUESTION 10
- (Topic 6)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)
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SharePoint Content Export

L Restart report + Download report i Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be

unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/export-a-content-search- report

NEW QUESTION 15

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 17
HOTSPOT - (Topic 6)
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You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:
? Deploy a VPN connection by using a VPN device configuration profile.
? Configure security settings by using an Endpoint Protection device configuration profile.

You support the management tasks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

VPN device configuration profile:

Endpoint Protection device configuration profile:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3d

Device1 only
Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3

VPN device configuration profile:

Endpoint Protection device configuration profile:

NEW QUESTION 21
- (Topic 6)

Device1 only
Device1 and Device2 only
Device1 and Device3 only _

Device1, Device2 and Device3 !

Device1 and Device2 only
Device1 and Device3 only

Device1, Device2 and Device3

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.

What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.

B. install the West feature update and the latest quality update only.
C. install all the feature updates released since version 2004 and the latest quality update only.
D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 24
- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Anti-malware
B. Anti-phishing
C. Safe Attachments
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D. Anti-spam
E. Safe Links

Answer: CE

NEW QUESTION 27

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A

NEW QUESTION 28

- (Topic 6)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies
Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 32
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distnibution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels ?view=0365- worldwide

NEW QUESTION 37

- (Topic 6)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?
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A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 39

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Privileged Identity Management (PIM), you configure Role settings for the Global Administrator role as shown in the following exhibit.

Activation
Setting State
ACthvation maximum duration (howrs) 8 howur(s)
On activatoon, require Azure MFA
Reguire justification on activation Yes
Reguire ticket informathon on actvabion Mo
Require approval 1o Ctivate No
ApProvers Mone
Assignment
Setting State
Allow permanent eligible assignment Mo
Expire eligible assignments after 3 monthis)
Allpw permanent aCtive assigrment Mo
Expire active assignments after 15 day(s)
Require Azure Multi-Factor Authentication on Sctive assignmaent Ve
Require justification on active assignment Yes

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.
Answer Area

A user that is assigned the Global Administrator role as active [answer cholce].

will lose the role aftefaght hours

can reactivate the role every eight hours

can reactivate the role every 15 days

will lose the role after 15 days

You can make the Global Administrator role available to activation requests [answer choice]. |

for up to eight hours

for up to three months

for up to 15 days

until the requests are revoked manually

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: will lose the role after eight hours

From exhibit: Activation, Activation maximum duration (hours): 8 hour(s)

Box 2: for up to three months

We see from exhibit: Assignment, Expire eligible assignment after: 3 month(s)

NEW QUESTION 42

- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
Name | Severity Status Comment Category
Alert1 | Medium Active Comment! | Threat management
Alert2 Low Resolved Comment2 | Other

Which properties of the alerts can you modify?
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A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 46
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Role

Group1 | Security Helpdesk
Administrator

Group2 | Security None

Group3 | Microsoft 365 User Administrator

The subscription contains the users shown in the following table.

Name | Member of
User1 | Group1

User2 | Group?2

User3 | Group3

In Azure AD, you configure the External collaboration settings as shown in the following exhibit.

Guest user access

QUi UL CCEES restnctiong

Léarn maore
O Guest users have the same access a3 members (most inchusive)
i: Guest users have kmited acceis to propertses and memberships of directory obyects

O Guest user acoess is restricted 1o properties and memberships of their own directory objects (most restrictive)

Guest invite settings

-

Guest mote nestnchons (1)
LEMT mong

O Anyone in the organization can imite guest users including guests and non-admieng (Most inchusive)
O Member wiers and users assgned to specific agmin roles can mate guest users including guests with member permessions
'@," Only users assigned 1o specific admin roles Can imate guest users

O Ko ong in the organzation can invite guest users inCluding admins (Mos! restnclive)

Enable guest seif-serace sign up via user flows
LB MGTe

o D

External user leave settings
Allow external users to remove themselves from your organcation irecommended) O

Learn maore

Collaboration restrictions

(®) Aliow invitations to be sent to any domain (most inclusive)

O Deny imvtations to the specfied domains

I:]I Allow imatations only to the specified domains (most restnictive]

For each of the following statements, select Yes if the statement is true. Otherwise, select No,

NOTE: Each correct selection is worth one point.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can invite guest users.
User2 can invite guest users.
User3 can invite guest users.
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Answer Area

Statements Yes Mo

User1 can invite guest users,

UserZ can invite guest users. I |

User3 can invite guest users. |

NEW QUESTION 50

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Administralors |

User2 | Defender for identity Contoso Users | None

User3 | None Security admarustrator
Userd | Defender for identity Contoso Users - Global adminestrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 53

- (Topic 6)

Your network contains an Active Directory forest named Contoso. Local. You have a Microsoft 365 subscription.
You plan to implement a directory synchronization solution that will use password hash synchronization.

From the Microsoft 365 admin center, you successfully verify the contoso.com domain name.

You need to prepare the environment for the planned directory synchronization solution. What should you do first?

A. From Active Directory Domains and Trusts, add contoso.com as a UPN suffix.

B. From the Microsoft 365 admin center verify the Contos

C. Local domain name.

D. From the public DNS zone of contoso.com, add a nhew mail exchanger (MX) record.
E. From Active Directory Users and Computers, modify the UPN suffix for all users.

Answer: A

NEW QUESTION 57

DRAG DROP - (Topic 6)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.
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You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.
What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used

once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution
A compliance policy
A configuration profile
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Solutions Answer Area
| . = |
 An app configuration policy | Company-owned devices: | A compliance policy

NEW QUESTION 62
- (Topic 6)

|
Personal devices: |An app protection policy
I

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint. You plan to perform device discovery and authenticated scans of network

devices. You install and register the network scanner on a device named Devicel.

What should you do next?

A. Connect Defender for Endpoint to Microsoft Intune.

B. Apply for Microsoft Threat Experts - Targeted Attack Notifications.
C. Create an assessment job.

D. Download and run an onboarding package.

Answer: C
NEW QUESTION 63
- (Topic 6)

You have a Microsoft 365 subscription.
You view the Service health Overview as shown in the following exhibit.
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18, 2022 4:20 PM

Service health Octobes

Overview e histon, Renorted

Active issues

Microsoft service health (&)

Issues in your environment that require action (Q)

Microsoft service health

hows the current health status of yvour Microsoft services. and updates when we fix 155u¢

AT

Exchange Online i ]
Microsoft 365 suite o
Microsoft Teams O
OneDrive for Business 0
SharePoint Online o

You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:
- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 68

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.
You need to identify the following information:
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» The number of email messages quarantined by zero-hour auto purge (ZAP)
» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one

point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Arca

To identify the number of emails quarantined by ZAP:  Theeat protechion status = ™

Mailflow status report
Spoof detections
Threat protecton status
URL threat protection

To identify the number of times users clicked a malicious link ~ Mailfiow status report ¥

DL 1 il status repart
Spoof detections
Threat protection status
URL threat protection

To identify the number of emails quarantined by ZAP:  Theeat protection status ™

Mailflow status report
 Threat protectson status
URL threat protection

To identify the number of times users clicked a malicious link = Mailfiow status report b

NEW QUESTION 73

- (Topic 6)

LEUE Y il flow status report
T Spoof detections

Threat protection status
URL threat pratécton

Your network contains three Active Directory forests. There are forests trust relationships between the forests.
You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a

single server fails.

What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform
directory synchronization.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 77

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel | Windows 10 Enterprise
Device2 | i0S
Device3 | Android
Deviced4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.

You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4
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C. Devicel, Device3, and Device4
D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 79
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name | Member of
User1 Group1

User2 | Group?2
User3 | None

You create an administrative unit named AU1 that contains the members shown in the following exhibit.

AU1

Members Role assignments

Add users and groups, or select and remove them, The administrators assigned to this unit will
manage these users and groups. Adding groups doesn’t add users to the unit, it lets the assigned
admins manage group settings,

<, Addusers * Addgroups T Upload users - S Fiter | O Search this list —
D Membiers Ermanl address Last ssgri=eni Yemser type

D Userl User 15 k2 2091 2outiook onmicrosoft.com November d 2022 2t 1025 PM User

D User3 User3Gsk2 2091 2outiook onmicrosoftcom Nowember 4, 2022 at 10:27 PM User

General Assigned Permissons

You can assgn this role 1o users and groups. and $eect users and groups 1o remove
or manage them

Learn mofe about assigning admin roles

= Add users W, Add groups

O Admin name Lkt pgn-m Scope (U
[:] Group1 Unavailable for groups Crganization
O Group2 Unavailable for groups ALIT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes Neo
User1 can reset the password of User3. .
User? can reset the password of User3,
UserZ can reset the password of User1.,
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

NEW QUESTION 82
DRAG DROP - (Topic 6)

Statements Yes Mo

User1 can reset the password of User3.
UserZ can reset the password of User. 1o

UserZ can reset the password of User. ' |

You have a Microsoft 365 subscription.
You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI | BitLocker Drive Encryption (BitLocker) |
Devicel | TPM 1.2 wWindows 10 Pro BIOS Enabied

Device? | TPM 2 Windows 10 Home | BIOS Not applicable

Device3 | TPM 2 Windows £.1 Pro UER Frabled

You plan to join the devices to Azure Active Directory (Azure AD)
What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Aetion

| Comabie Bt ke
Limnatri FPhL {J
Samrty 1 LIEF|

Liporacde b Wirsdows W Enferproe.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

T i i S T Skl S e Sl

(oprade o Wikows NEvps_ _ _ {

NEW QUESTION 87
HOTSPOT - (Topic 6)
HOTSPOT

Arvwes Ares

Do e Ty

[erm} ot By

D1 | Dieaite Btt ncices i
Dy | Sewich o LR ]

Devige} " Upsrade i Wiraomt 10 Emterprise 1

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.
A user signs in to the tenant for the first time.
Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate

options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

MFA method: " v
;Call to phone E

Email message ]

Secunty questions

Text message to phone

Notification to Microsoft Authenticator app

MNumber of days: -

14
30
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Box 1: Notification to Microsoft Authenticator app

Do users have 14 days to register for Azure AD Multi-Factor Authentication?

Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security
defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD ldentity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete
the sign-in process.

NEW QUESTION 90

- (Topic 6)

You have a Microsoft 365 subscription.

You need to configure a compliance solution that meets the following requirements: Defines sensitive data based on existing data samples
Automatically prevents data that matches the samples from being shared externally in Microsoft SharePoint or email messages

Which two components should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a trainable classifier

B. a sensitive info type

C. an insider risk policy

D. an adaptive policy scope

E. a data loss prevention (DLP) policy

Answer: AE

Explanation:

A: Classifiers

This categorization method is well suited to content that isn't easily identified by either the manual or automated pattern-matching methods. This method of
categorization is more about using a classifier to identify an item based on what the item is, not by elements that are in the item (pattern matching). A classifier
learns how to identify a type of content by looking at hundreds of examples of the content you're interested in identifying.

Where you can use classifiers

Classifiers are available to use as a condition for: Office auto-labeling with sensitivity labels

Auto-apply retention label policy based on a condition Communication compliance

Sensitivity labels can use classifiers as conditions, see Apply a sensitivity label to content automatically.

Data loss prevention

E: Organizations have sensitive information under their control such as financial data, proprietary data, credit card numbers, health records, or social security
numbers. To help protect this sensitive data and reduce risk, they need a way to prevent their users from inappropriately sharing it with people who shouldn't have
it. This practice is called data loss prevention (DLP).

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dip

NEW QUESTION 94

- (Topic 6)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B

NEW QUESTION 96

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. yes
B. No

Answer: B
NEW QUESTION 99
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint and contains the devices shown in the following table.
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Name Operating system Tag
Devicel Windows 10 Inventory
Computer1 | Windows 10 Inventory?2
Device3 Android Inventory3

Defender for Endpoint has the device groups shown in the following table.

Rank Name Matching rule

1 Group1 Tag Contains Inventory
And 05 in Android

2 Group2 Name Starts with Device

And Tag Conteins Inventory

Last Ungrouped devices
(default)

Not applicable

You create an incident email notification rule configured as shown in the following table.

Setting

Value

Name Rulel

Alert severity Low

Device group scope Group1, Group2
Recipient email address | User1@contoso.com

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

If a high-severity incident is triggered for Device1, an incident email notification will be sent.

If a low-severity incident is triggered for Computer1, an incident nofification email will be

sent.

If a low-severity incident is tnggered for Dewvice3, an incident notification email will be sent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No

Devicel is in Group2 as Name starts with Device and Tag contains Inventory. However, the Group2 has alert severity low.

Box 2: No

Computerl does not belong to either Groupl or Group2

Box 3: Yes

Device3 belongs to both Groupl and Group2.

Note: Understanding alert severity

Microsoft Defender Antivirus and Defender for Endpoint alert severities are different because they represent different scopes.

b0
e () 2
o—0—3a

The Microsoft Defender Antivirus threat severity represents the absolute severity of the detected threat (malware), and is assigned based on the potential risk to

the individual device, if infected.

NEW QUESTION 103
- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy
B. a device compliance policy
C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
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NEW QUESTION 108
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

Your network contains an Active Directory forest. You deploy Microsoft 365.
You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

* Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.
» User passwords must be 10 characters or more.

Solution: implement password hash synchronization and modify the password settings from

the Default Domain Policy in Active Directory. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 112

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.

All the devices in your organization are onboarded to Microsoft Defender for Endpoint.

You need to ensure that an alert is generated if malicious activity was detected on a device during the last 24 hours.
What should you do?

A. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.
B. From Alerts queue, create a suppression rule and assign an alert.

C. From Advanced hunting, create a query and a detection rule.

D. From the Microsoft Purview compliance portal, create an audit log search.

Answer: C

NEW QUESTION 115
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name | Group MFA
Status
User1 | Group1 | Enabled

Userd | Group1, | Enforced
GroupZ

You have the named locations shown in the following table.

Named location IP range
Montreal 133.107.0.0/16
Toronto 193.77.10.0/24

You create a conditional access policy that has the following configurations:
* Users or workload identities: o Include: Groupl

0 Exclude: Group2

* Cloud apps or actions: Include all cloud apps

» Conditions:

o Include: Any location o Exclude: Montreal

* Access control: Grant access, Require multi-factor authentication Userl is on the multi-factor authentication (MFA) blocked users list.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an |P address of

133.107.10.20

User1 can access Microsoft Office 365 from a device that has an |P address of

193.77.10.15

User2 can access Microsoft Office 365 from a device that has an |P address of

193.77.10.20

A. Mastered

B. Not Mastered

Answer: A
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Explanation:
Answer Arca

Statements Yes Mo

User1 can access Microsoft Office 365 from a device that has an P address of :
133.107.10.20

User! can access Microsoft Office 365 from a device that has an |P address of |

193.77.10.15

User2 can access Microsoft Office 365 from a device that has an [P address of
193.77.10.20

NEW QUESTION 119
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members

Group1 User1
Group?2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:

? MDM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e72e0

? MAM user scope: Some

? uk.co.certification.simulator.questionpool.PList@184e7360 You purchase the devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment O O
User1 can enroll Device2 in Intune by using automatic enroliment O @)
User2 can enroll Device2 in Intune by using automatic enroliment (@) O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
User1 can enroll Device1 in Intune by using automatic enroliment 'l—(j: O
User1 can enroll Device2 in Intune by using automatic enroliment 'LQ I @)
User2 can enroll Device2 in Intune by using automatic enroliment &, r_ 1'

NEW QUESTION 121

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

* Report a Microsoft 365 service issue.

* Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
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NOTE: Each correct selection is worth one point.

Features Answer Area

Message center

| MWew senice re-fuuﬁt
[ Product feedback

Senvice health

A. Mastered
B. Not Mastered

Answer: A

Explanation:

| Message center B

L

e

{Nﬁ'ﬂ SETVICE request i

NEW QUESTION 123
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

To report BSues regarding a Microsoft 365 service:

To request help on how to add & New user 1o the tenant

To report Bhues regarding a Microsoft 365 sem:e:f “New 'Hé'reqma

To request help on how 1o add a new user to the tenant: { | Message center

Name | Member of

User1 Group1 User Administrator
User2 Group1 None
User3 Group2 None

Userd None

Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer

area.

NOTE; Each correct selection is worth one point.

Answer Area

Users that can use SSPR: User1, User2, and Userd only
User1 and User2 only
Userl, User2, and User3 only

|User1, User2, User3, and Userd

Users that must answer security questions to | User! and User2 only
reset their password: | User1 only

UserZ only

User1, User2, and User3 only
User1, User2. and Userd only
User1, User2. User3, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Users that can use SSPR. ser1, User2, and Userd only w |
User1 and User2 only

: User1, User2, and User4 only
|UserT, OsérZ User3, and Dserd ™

Users that must answer securty questions to i User! and User2 only 'd
réeset their password: iUseH only -
| User2 only
| Userland Userzonly |
:*U:Ter"l. UserZ and User3 only
| User1, User2, and Userd only
iUser‘I. User2, Userd, and Userd

NEW QUESTION 124

HOTSPOT - (Topic 6)
You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.

ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ASR1; v

Device control

Exploit protection

Application control

App and browser isolation
Attack surface reduction rules

ASRZ: v

Device control

Exploit protection
Application control

App and browser isolation
Attack surface reduction rules

A. Mastered
B. Not Mastered

Answer: A

Explanation:

ASR1: v
Device control
Exploit protection
Application control
\App and browser isolation |
Attack surface reduction rules

ASR2: -
Device control _ _ _

| Exploit protection |
Application control

App and browser isolation
Attack surface reduction rules
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NEW QUESTION 128

- (Topic 6)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 133
- (Topic 6)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 Exchange Administrator
UserZ User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

» Guest Inviter

* Helpdesk Administrator

» Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 135

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the filtering settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 139

DRAG DROP - (Topic 6)

You have an Azure subscription that is linked to a hybrid Microsoft Entra tenant.

All users sync from Active Directory Domain Services (AD DS) to the tenant by using Express Settings in Microsoft Entra Connect.

You plan to implement self-service password reset (SSPR).

You need to ensure that when a user resets or changes a password, the password syncs with AD DS.

Which actions should you perform in sequence? To answer, drag the appropriate actions to the correct order. Each action may be used once, more than once, or
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not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Actions Anmawer Ares
From the MicrosoRt Entra admin cender Step 11 Validate perméssions for the Microsoll Entra
onfigure on-premises integration pasyword Connect Bccoant
wiitelack
Ctap 2
Froem the Migrodsol Entra admin cender
conbigune the authenticalion methods bor
S5PR
o
Frodn the Mitiosalt Entra sdmiln oenle
conbigune the registration seftings for 35PR
Select Group witeback in Microsalt Entra
Lol
Selert Paspward winteback i Microdolt Entra
Connpit

B. Not Mastered
Answer: A

Explanation:
Actions Answer Area

Fraim the Micoasdt Entia admin center e 1 Valdate pormigaons for the M

Coenfipure OR-pTEmsE iniegraton paseeord Connect aoooun

————————————————— Sten 2 = From Ehee Microsoli Entra admin cende ¥
:’:‘-.-'- the M :-'-l" f:.':.t T o e "-r- ) ] il arligwis of-premised intearation pattiverd )

configure the suthentication methods for  rieDack !

S1eg 3 | Select Paspaord writeback in Miorosoft Entra

Select Group writeback in Micrasoft Entra

Conngct

_________________

NEW QUESTION 142

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 144

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the

Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 149

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only
B. Microsoft Teams only
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C. Microsoft Exchange Online and SharePoint Online only
D. Microsoft Teams and SharePoint Online only
E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in

Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 153
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
Admin1 | Global Administrator
Admin2 | Security Administrator
Admin3 | Security Operator
Admind | Security Reader
Admin5 | Application Administrator

You ate implementing Microsoft Defender for Endpoint
You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal.

Which users can enable RBAC, and winch users will no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the
appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Answer Area
L'SGE'TS- 1mt Can Erlﬂl.ﬂf RBAC J Admanl and ;'il.:'"“?‘n.;' ._'.rl_i'J' ’_1' |
Admin only
Admint and Admin? only
Adman1, Admind, and Admin5 only
Admin1, Admin, Admind, and AdminS only
Lisers that will no longer hanve access 1o the
Microsofi 365 Defender portal: | Admin3, Admind, and Admin5 cnly >
AdminS anly
Admind and Admind only
Admmnd and Admind only
Admin3, Admind, and Admin5 only
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Lisers that can enable RBAC: | Admin1 and Admin2 only x|
Admmn1 only

Admin and Adming only
ABnfin 1T Admit2, &fid BdiffinS only
Admin1, Admin2, Admin3, and Admin5 only

Users that will no longer have acoess to the
Microsoft 365 Defender portak [ Admind, Admind, and Adrmins only £ |

Admins only
AdminZ and Admind only

Admind and AdminS only
Admin3, Admind, and Admind only

NEW QUESTION 157
HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.
You plan to implement directory synchronization.
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You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.
What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool: ) v

EﬁtccessChk : %
Azure AD Connect
Active Directory Explorer
IdFix

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: IdFix

Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window's Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you're not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 162

- (Topic 6)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide
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NEW QUESTION 165

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device
User1 Group1 Device1
User2 Group1 Devicel, Device3

The devices are configured as shown in the following table.

Name Platform Azure AD join type
Device1
Device2 | Windows 10

Device3 | Android

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl

? Cloud apps or actions: Office 365 SharePoint Online

? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls

? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Site1 from Devicel. i, O

User2 can access Site1 from DeviceZ2. O

User2 can access Site1 from Device3. ) )

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.

Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.

Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

NEW QUESTION 168
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.
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Name Platform
Device1 Windows 10
Device?2 Android
Device3 macQOS
Deviced 10S

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only
B. Devicel and Device3 only
C. Device2 and Device4 only

D. Devicel, Device2. and Device3 only
E. Devicel, Device2, Device3, and Device4

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 173
- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.

You need to ensure that Userl can label email messages by using Retentionl as soon as possible.
Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan

B. Start-Process

C. Start-ManagedFolderAsslstant
D. Start-AppBackgroundTask

Answer: C

NEW QUESTION 177
- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.
When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

Microsolt Defender SmartSoreen

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting
E. Indicators

Answer: E

Explanation:
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twatter.con

This Website Is Blocked By Your Organization
Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference: https://jadexstrategic.com/web-protection/

NEW QUESTION 179

HOTSPOT - (Topic 6)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
Site owner Prvi
Site member | Userl
Site visitor User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

= SharePoint
SItE‘] ¥ Share
Search Documents == Mew T Upload ~ £ Quick édit oo Sync  -°- = All Documents Y © 7
Documents
[ MName Modified Madified By Add column

ﬂ. Fillel.docx Abaaut & Paiute g0
[+ File2 docx A fiew seconds ago

File3.docx a2

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1:

UserZ:

A. Mastered

File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

File1.docx only

File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

B. Not Mastered

Answer: A

Explanation:

User1:

File1.docx only

File1 .docx and File2.docx nnly

F|Ie1 .dncx and Fllez.dﬂcx only
File1.docx, File2.docx, and File3.docx

NEW QUESTION 183

ngoﬁfvg)a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Passwordless Multi-factor authentication (MFA) method
authentication registered
User1 | Not configured Microsoft Authenticator app (push notification)
User2 | Configured Microsoft Authenticator app (push notification)
User3 | Not configured Mobile phone
Userd | Not configured Email

You plan to create a Conditional Access policy that will use GPS-based named locations. Which users can the policy protect?

A. User2 and User4 only
B. Userl and User3 only

C. Userll only

D. Userl, User2. User3. and User4

Answer: C

NEW QUESTION 185
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription and an Azure AD tenant named contoso.com.
All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption (BitLocker).
You plan to create a user named Admin1 that will perform following tasks:
« View BitLocker recovery keys.
« Configure the usage location for the users in contoso.com.
You need to assign roles to Adminl to meet the requirements. The solution must use the principle of least privilege. Which two roles should you assign? To
answer, select the appropriate roles in the answer area.
NOTE: Each correct selection is worth one point
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Devices

[] Cloud Device Administrator ()

[ ] Desktop Analytics Administrator ()

[] Intune Administrator (i)

[] Printer Administrator (i)

[[] Printer Technician ()

[] windows 365 Administrator ()

Global

[] Global Administrator (7

Identity

[] Application Administrator ()

[] Application Developer (i

[ ] Authentication Administrator ()

[[] cloud Application Administrator (| )

[] conditional Access Administrator ()

[] Domain Name Administrator (i)

[[] Extemal identity Provider Administrater ()

[ ] Guestimviter (i}

[] Helpdesk Administrator (i

[ ] Hybrid identity Administrator ()

[] License Administrator (i)

[ ] Password Administrator ()
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Answer Area

NEW QUESTION 186
- (Topic 6)

Devices

[[] Cloud Device Administrator ()

[_] Desktop Analytics Administrator ()

[ ] intune Administrator ()

[] Printer Administrator ()

[ ] Printer Technician (i)

[] windows 365 Administrator (7 )

Global

[7] Global Administrator ()

Identity

[ ] Application Administrator ()

[] Appiication Developer ()

[[] Authentication Administrator (1

]j Cloud Application Administrator (] )

[ ] Conditional Access Administrator ()

[ ] Domain Name Administrator ()

[[] Extemal identity Provider Administrator ()

[(] Guestimater (i)

: D Helpdesk Administrator ()

[] Hybrid Identity Administrator ()

[[] License Administrator (| )

T TR T —

[] Password Administrator (1)

You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.
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=

Status m On

Description
Seventy % Mediur

Category nfarmation governance

Conditions Actovity i FileModified
Aggregation Aggregated

Threshold 5 activities Edit
Window o) minutes

Scope
Email
reCipients
Dauly

notification
limit

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
.1
. 25

o0 w>

Answer: D

NEW QUESTION 188

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention.

What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate-unblock

NEW QUESTION 193

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.
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Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 196
- (Topic 6)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

* Windows 10
» Android
*«0OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: D

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 201
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.

Name | Priority

Action

Rulel |0

Notify users by using email and policy tips.

Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1

Notify users by using email and policy tips.

Customize the policy tip as RuleZ tip.
Restrict access 10 the content.
Disable user overrides.

Rule3 | 2

Notify users by using email and policy tips.

Customize the policy tip as Rule3 tip.
Restrict access to the content.
Enable user overrides.

Ruled | 3

Notify users by using email and policy tips.

Customize the policy tip as Rule4 tip.
Restrict access to the content.
Disable user overrides.

Sitel contains the files shown in the following table.

Name

Matched DLP rule

File1.docx | Rulel, Rule2, Rule3

File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Filel.docx: | Vv |
Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only
Rulel tip, Rule2 tip, and Rule3 tip

File2.docx: v

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 205

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with
idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 206

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.
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v

Alertinfo
DeviceEvents
Devicelnfo

| | W ActionType startswith ‘ASR’
lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

= = e = = o ==

DeviceEvents |

Devicelnfo

| |"’ ActionType startswith ‘ASR’
lookup
project
render

'where |

NEW QUESTION 209
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains

- Add domain =5 Buydomain () Refresh

Domain name | Status R Choose columns
[J  contoso221018.onmicrosoft.com (Default) @ Healthy
D contoso.com : . Incomplete setup
O east.contoso221018.onmicrosoft.com : @ Nosenvces selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.

Andwer Area
An admanistrator can create usemares that | contogold 2 10N A onmicrosch com domain only -
gontain the |arswer ehobee]. | 1L e 0 =
oontosod 2 10T E.onmitrosoft.oom domain and a1 s subdomains only
eantesold 1N Sonmitresoft com and eastoonosnl 210t 8.onmacrcsaft.oom domains only

contgsod2 101 A onmicrosoft.com. eastoontosa22 101 B.onmicrodsaftoom. and contoso.com domams

Bxchange Online can receha inbound email
messages sent 10 the [answer cholee].

consoned2 101 B anmicrasalt com domain anl
confogod 2 101 Bonmicrosalt.com damain only
| contoso22 101 8.onmicrasoft.com domain and all its subdomains ondy

contosol 2 10 Eonmicrosolt.com and sast.oontosodd 101 Banmicrosaftcom domaing anly
| conta2022 1018 onmicrosolt.com, aaLeonosa21018.o0nmiciosol.com, and CONLOLO.COm domains

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Area

An adrministrator can create usermames that Qpé‘gj, 101 igjm;rgtﬂ ;g___qgnu -
cmum:htllmummpl.mr' _ okt S oy =

ﬂ-:-n:h:.:,!_lh:ﬁ!au-n-:mﬁc-:m and H-I.I!"nh.-:r:.-:l_" e pRmacrasafuoom domaint only
| fontosodd 101 onmicrasolt. oom. eastoontosa22 101 B.onmicrodaft com. and conloso.com domdmns

Bxchange Online can receha inbound email 2 G . ;
messages sent 10 the [answer choleg]. | JENTRSCREE [ T i p——— anly
TennTosn? TO TR onmicrasofLinm damainant 5 its subdomains ondy
. contoso 2 101B.onmicrosolt.com and eastoontosad 101 Lanmizrosoftcom domamns only
| €ontos022 1 B.ONMICrosOM.COM. #aMLoontosad 1018.0nmiciosof.com. and CONOLO.COM domdins

NEW QUESTION 211
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Portak  Microsoft 365 Defender portal b
Microsoft 265 admin center

Microsoft 365 Defender portal

Microsoft Purview compliance portal

Feature: Configuration analyzer o

Configuration analyzer

Preset secunty policies
Threat tracker

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Portatk  Microsoft 365 Defender portal i
Microsoft 365 admin center

Microsoft 365 Defender portal

Microsoft Purnew compliance portal

Feature: Configuration analyzer
Configuration analyzer

Preset secunty policies
Threat tracker

NEW QUESTION 214

- (Topic 6)

You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
Home > ety

Labels Label policies  Auto-labeling (preview)

Sensitraty labals are used 1o clagsify email mestages. documents. ties. and more. When a label it apphed (sutomatcally of by the user), the content of Lite 1t protected
based on the setfings you choose, For example you can create labels that encrypt fled add content marking. and control user access 1o specific sites. Learm mors sbout

sandifivity fabeh

=+ Create s label 2 Publish labets () Refresh

Mame T Orchin Croated by Last musclifeed
Label ¥ 0 - gkt Pra G2 2020
Labsed 1 Pra B2/ 2020
Labei® 0« gkt Pr [ TP T amic e
Labweid 0 = hagharit Pro Ol 2 0
Labeed% . Prt LA 20
laterila 0 - haghwit Pra <0 S iy

Which labels can users apply to content?

A. Labell, Label2, and Label5 only
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B. Label3. Label4, and Label6 only
C. Labell, Label3, Labe2, and Label6 only
D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C
NEW QUESTION 219

- (Topic 6)
You have the sensitivity labels shown in the following exhibit.

Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Leam more

- . L e T Ny
-\'_-'l-_,“jn_i.. wl v !:._‘-:I.I'.I'rllll. :JI-L)GI:_‘

-+ Create alabel © Publish labels ") Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
— Label2 =l - Prvi 04/24/2020
Label3 ... 0-highest Prvi 04/24/2020
Labeld ... 0-highest Prvi 04/24/2020
= Label5 -+ B Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 223

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: From Device Manager, you view the computer properties. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 227
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
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Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
User4 | User4@outiook.com Guest
User> | User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.
To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 232

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint.
You need to configure Defender for Endpoint to meet the following requirements:

? Block a vulnerable app until the app is updated.

? Block an application executable based on a file hash.

The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Block a vulnerable app until the app is updated: | N |
'An alow or block [LI;- E
A file indicator
A remediation request
An update ring
Block an application executable based on a file hash: | !- v
An alow or block file
A file indicator
A remediation request
An update ring
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated.

Block vulnerable applications

How to block vulnerable applications

? Go to Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

? Select a security recommendation to see a flyout with more information.

? Select Request remediation.

? Select whether you want to apply the remediation and mitigation to all device groups or only a few.

? Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.

? Pick a Remediation due date and select Next.

? Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

? Review the selections you made and Submit request. On the final page you can

choose to go directly to the remediation page to view the progress of remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

NEW QUESTION 235
- (Topic 6)
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You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.

What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 237
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:

* Create a sensitive info type named SIT1 based on a regular expression.
» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

If

Microsoft Purview

(R Home

%P Compliance Manager
< Data classification

& Data connectors

b~ Reports

Solutions

BR Catalog

HR App governance

[ Audit

Content search

Communication compliance

Data loss prevention

eDiscovery

Data lifecycle management

Information protection

B (6| I B | B 8| ©

Information barriers

B

Insider risk management

&7

Records management

=)

Privacy risk management

Subject rights requests

A. Mastered
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B. Not Mastered
Answer: A

Explanation:

Answer Area

Microsoft Purview

Home

i)
T Compliance Manager
D

Data classification

! E—" Data connectors

Solutions

B catalog

HR App governance

Audit

®
L Content search
=

Communication compliance

| [@ Dataloss prevention

£ eDiscovery v
= Data lifecycle management v
[& Information protection

[& Information barriers %
& Insider nsk management

[% Records management

# Privacy risk management v
Ea Subject rights requests

NEW QUESTION 239

- (Topic 6)
You have a hybrid deployment of Microsoft 365 that contains the users shown in the following table.
Name Source Last sign in
User1 | Azure AD Yesterday
User2 | Active Directory Domain Services Two days ago
(AD DS)
User3 | Active Directory Domain Services | Never
(AD DS)

Azure AD Connect has the following settings:
? Password Hash Sync: Enabled
? Pass-through authentication: Enabled
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You need to identify which users will be able to authenticate by using Azure AD if connectivity between on-premises Active Directory and the internet is lost.
Which users should you identify?

A. none
B. Used onlyl

C. Userl and User2 only
D. Userl. User2, and User3

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn”

NEW QUESTION 243

- (Topic 6)

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance
C. Compliance Manager
D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 247
HOTSPOT - (Topic 6)

uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

-You have a Microsoft 365 E5 subscription that

Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1:

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only
Device2:

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Device1: v

No profiles

Profile1 only

Profiledonly  _ _ _ _ _ _
[Profile1 and Profile4 only _ i
Profile1, Profile1, and Profile4 only

DeviceZ2: v

No profiles

Profile1 only

Profile2 only _ _
Profile3 only |
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 250

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATI the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 253

- (Topic 6)

Your on-premises network contains an Active Directory domain.

You have a Microsoft 365 subscription.

You need to sync the domain with the subscription. The solution must meet the following requirements:

On-premises Active Directory password complexity policies must be enforced. Users must be able to use self-service password reset (SSPR) in Azure AD. What
should you use?

A. password hash synchronization

B. Azure AD Identity Protection

C. Azure AD Seamless Single Sign-On (Azure AD Seamless SSO)
D. pass-through authentication

Answer: D

Explanation:

Azure Active Directory (Azure AD) Pass-through Authentication allows your users to sign in to both on-premises and cloud-based applications using the same
passwords.

This feature is an alternative to Azure AD Password Hash Synchronization, which provides the same benefit of cloud authentication to organizations. However,
certain organizations

wanting to enforce their on-premises Active Directory security and password policies, can choose to use Pass-through Authentication instead.

Note: Azure Active Directory (Azure AD) self-service password reset (SSPR) lets users reset their passwords in the cloud, but most companies also have an on-
premises Active Directory Domain Services (AD DS) environment for users. Password writeback allows password changes in the cloud to be written back to an on-
premises directory in real time by using either Azure AD Connect or Azure AD Connect cloud sync. When users change or reset their passwords using SSPR in
the cloud, the updated passwords also written back to the on-premises AD DS environment.

Password writeback is supported in environments that use the following hybrid identity models:

Password hash synchronization Pass-through authentication

Active Directory Federation Services

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-
sspr-writeback
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NEW QUESTION 257

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

» Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
sutions Answer Area

MNad PR B
Uata loss prevention denhity, monitor, and automatically protect

sensitree informaton

AfSITAtGn GOvEInande

Capiune employee COMMUnCations fol
arrunidticd By defignaled reve £

PsseT Tisk Management examination by designa [ et

Use & file plan 1o manage relénion labels
Recofds mansgemen

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Hutions Answer Afca
Clata ot eremyertie
| Qaa fogs prevegtion__ | dentily, monitor, and auvtomatcally proted | Data loss prevention
sensitive information
g = g
AfGMMaton Govemande e T T
—— e — e — Capture employes communications fo4) Indider fitk Management i
T . | alans i R ; :
!_ﬁ'_-:{l! risk management examination by designated reviewers
Rt . B B e
o ———— .-.|.I Use & e plan o manage relenton labels I Informatson poveImands j

NEW QUESTION 260

- (Topic 6)

You have a Microsoft 365 subscription.

You have a data loss prevention (DLP) policy that blocks sensitive data from being shared in email messages.

You need to modify the policy so that when an email message containing sensitive data is sent to both external and internal recipients, the message is only
prevented from being delivered to the external recipients.

What should you modify?

A. the policy rule exceptions
B. the DLP policy locations
C. the policy rule conditions
D. the policy rule actions

Answer: C

NEW QUESTION 264

- (Topic 6)

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:

? Require complex passwords.

? Require the encryption of data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. a configuration policy

B. a compliance policy

C. a security baseline profile
D. a conditional access policy
E. a configuration profile

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 267

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP. Which tool should you use?

A. the Security & Compliance admin center
B. Microsoft Defender Security Center
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C. the Microsoft 365 admin center
D. the Azure Advanced Threat Protection portal
E. the Cloud App Security portal

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 268

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:

* Name: AntiSpam1

* Priority: O

* Induce these users, groups and domains o Users: User3

0 Groups: Group!

 Exclude these users, groups and domains o Groups: Group2

* Message limits

0 Set a daily message limit 100

» Name: AntiSpam2

* Priority: 1

« Include these users, groups and domains o Users: User! o Groups: Group2

 Exclude these users, groups and domains o Users: User3

» Message limits

0 Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

User1 can send a maximum of 150 email messages per day

User2 can send a maximum of 50 email messages per day

User3 can send 8 maximum of 100 email mes539€s per day

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

= -

User1 can send a maximum of 150 email messages per day I

User2 can send a maximum of 50 email messages per day L2 4

User3 can send 8 maximum of 100 email mes539€s per day [

NEW QUESTION 272

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You need to access service health alerts from a mobile phone.
What should you use?

A. the Microsoft Authenticator app

B. the Microsoft 365 Admin mobile app
C. Intune Company Portal

D. the Intune app

Answer: B

NEW QUESTION 274

HOTSPOT - (Topic 6)

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization. You automate the creation of 100 new user accounts.
You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.

Which command should you run? To answer, select the appropriate options in the answer area.
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Answer Area
Start-ADSyncSyncCycle - -Palicy Type !I—D':::J —
Set-ADSyncScheduler initial
| Invoke-ADSyncRunProfile Full
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
ARy TP Jelta -
Set-ADSyncScheduler Tinmal
| Invoke-ADSyncRunProfile Full

NEW QUESTION 276

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 278

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
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passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the
Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-
through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account. Not F. Modify the User logon
name for each user account.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta- quick-start

NEW QUESTION 281
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the security groups shown in the following table.

Name Membership type Membership rule
Group1 Assigned INot applicable
GroupZ Dynamic (user.department -eq "Finance")
Group3 Dynamic (user.department -eq "R&D")

The subscription contains the users shown in the following table.

Name Department |Assigned group membership
User1 Finance Group1
UserZ Technical WNone
User3 R&D Group1

You have a Conditional Access policy that has the following settings:

» Assignments o Users

Include: Groupl

Exclude: Group2. Group3 o Target resources

Cloud apps Appl

Access controls Grant

Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

Useri can sign in to App1
User2 can sign in 1o App1

User2 can sign in to App1

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area

Statements Yes Mo

Userl can sign in to App1 i

UserZ can sign in 1o App1 |

User2 can sign in to Appi |

NEW QUESTION 285

- (Topic 6)

Your company has three main offices and one branch office. The branch office is used for research.

The company plans to implement a Microsoft 365 tenant and to deploy multi-factor authentication.

You need to recommend a Microsoft 365 solution to ensure that multi-factor authentication is enforced only for users in the branch office.
What should you include in the recommendation?
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A. Azure AD password protection

B. a Microsoft Intune device configuration profile
C. a Microsoft Intune device compliance policy
D. Azure AD conditional access

Answer: D

NEW QUESTION 287
- (Topic 6)

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.

Company policy requires that the devices have the following configurations:
? Require complex passwords.

? Require the encryption of removable data storage devices.

? Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements.

What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 288
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
User1 Global Administrator
User2 Billing Administrator
User3 None

You enable self-service password reset for all users. You set Number of methods required to reset to 1, and you set Methods available to users to Security

guestions only.

What information must be configured for each user before the user can perform a self- service password reset? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Usert: l:'hcwle number and email address - ]
Email address only
Phone number only
=ecunty questions only
Phone number and email address

UserZ: Phone number and email address baifl
Email address only
Phone number only
Security questions only
Phone number and email address

User3:  Security questions only hind
Email address only
Phone number only
Security questions anly
Fhone number and email address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 289
HOTSPOT - (Topic 6)
HOTSPOT

Userl: | Phone number and email address v
Email address only
Phone number only
Security questions only
Phone number and email address

UserZ: Phone number and email address i
Email address only
Phone number only
| Secunty questions onl
ey —
User3:  Security questions only -
Email address only
Phone number only
Security questions only

 Phone number and email address

e

You have a Microsoft 365 tenant.
You plan to create a retention policy as shown in the following exhibit.

INAGIME TGN (e f nanoe Create retennen policy

Finmse
Locatsnng
Retertion wetings

-
|
L]
|
-]
|
L

Finlsh

Review and finish

it might take wp 10 one day 10 apply thit pobicy 10 the: lpcanons you seliected
Policy rdefri

CENSDED

Eit

Deaoription
Edit

Locations 1o apply the policy
Exchange email (AR Recipeents)
SharePomt Libes AR Sited)

Ol ive SCEchaitl (AN Addoints)
Microsoft 365 Groups (AN Groups)
(8-

Reteniion weings

Dalate Aars 81 énd of Mebehlion P
Delece e tht are obder than 7 years bated an when They wens Cresied

Estit

.ﬂ. Aven P e utretly oloer Thaes Pty vl bet derlariind sl o B o thea pooday Tl i gy sTape Lo 1o die B oo scoepnd] B0 A0

woures (for evsmpie, A Tesma chabs | bevsse al erighciurg Semnd o (Pwas Mcatoed S0an e o g nEt0n el e peeveanently dielebed

w [

Caecel

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the policy wall | x -

Once the policy is created, [answer cholee]. : some data may be deleted immediately

A. Mastered
B. Not Mastered

Answer: A

Explanation:

be [answer chaice]. § recoverable for up to seven years -
deleted seven years after they were created
retained for only seven years from when they were created

| iy ; :
| diata wall be retamed for a minamum of seven years
| users will be preventad from permanently deleting email messages for seven years

Box 1: Deleted seven years after they were created. From the exhibit:

The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created.
Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until

the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an

item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
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label to all documents in that site. However, if some documents in that site should be retained for 5

years and others retained for 10 years, a retention policy wouldn't be able to do this. When you need to specify retention settings at the item level, use retention

labels.

NEW QUESTION 292
HOTSPOT - (Topic 6)

You have device compliance policies shown in the following table.

| Name | ___Plotform Assignment
| Policy1 | Windows 10 and later Devicel
| Polcy? | _'@-_'_rmiowi 10 and later | Devicel
| Policyd | Windows 10 and later | Device2_
w Windows 10 and later Devicel

| Policy5 | I03/1Pad0S Dewice3
Policyt | 1 105/1Pac0s Devicel

The device compliance state for each policy is shown in the following table.

Policy

| Polcy1 Comphant

| Policy2 In grace penod |
Policy3 Compliant
PolicyS In grace pencod
Polacy€ Compliant |

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anvwer Arca

NEW QUESTION 297
- (Topic 6)

Demace | huds an overall compliance state of Compiant

Device2 has an cwerall compliance state of Not compliant

Devaced has an overall complisnce state of In grsce penod

Demace 1 has an overall complisnce state of Compiant

Devdced has on ovedrall complance state of hNot oomplant

Devaced has an oversl comphance state of In grace penod

Seatements

Statements

Yes

I—
e

1
-

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

| Adminstrators |

User2 | Deflender for identity Contoso Users | None

User2 | None | Secunty admanistrator
Userd | Defender for identity Contoso Users Global adminestrator

You need to modify the configuration of the Defender for identify sensors.

Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 298

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to review reports to identify the following:

» The storage usage of files stored in Microsoft Teams

» The number of active users per team

Which report should you review for each requirement? To answer, drag the appropriate reports to the correct requirements. Each report may be used once, more

than once, or not at all. You may need to drag the split bar between panes or scroll to view content
Report Requihements

The Sevice usage fepor @ Tesms Thee storage usage of fles stored in Microsoft Teams:

The Cmeleive usage eport ~
MNumbes of Ol st Doy Rcrosofy Team

The SharePoin] L ULage repoet
The Tedemd USBGE FEPOIT N TEamE

Thee Liser activity report in Teams

A. Mastered
B. Not Mastered

Answer: A

Explanation:
R podt Reguirements

| Thee cevice usage report in Teams The siorage weage of fles siored in Microsol Teama || The Shanefoint ife ukage report

f
Powmber of acthve ppees pec Micropoft Teary | The Teama pusge repoet in Seamd

;;;;;;;;;;;;;;;;;;

NEW QUESTION 303

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview])

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No
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Answer: B

Explanation:

This is not a permissions issue.
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 305
HOTSPOT - (Topic 6)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name

Platform

BitLocker Drive
Encryption (BitLocker)

Member of

Devicel | Windows 10 | Disabled Group3
Device2 | Windows 10 | Disabled Group2, Group3
Device3 | Windows 10 | Disabled Group2

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name

Platform

Assigned

Policyl | Windows 10 and later | Require Yes
Policy2 | Windows 10 and later | Not configured Yes
Policy3 | Windows 10 and later | Require No

The device compliance policies have the assignments shown in the following table.

Name

Assigned to

Policy1

Group3

Policy?2

Group?2

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area

Passing Certification Exams Made Easy

Statements

Device1 is comphant.

Device2 is compliant.

Dewvice3 is compliant.

Statements

Device1 is comphant.

Device2 is compliant.

Device3 is comphiant.

Yes

L
S

Yes
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NEW QUESTION 310

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview Improvement actions History Metncs & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items £ Search 7 Filter (= Group by ~
Applied filters:
Rank © Improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/
3 Enable policy to block legacy authentication +13.56% 0/8
4 Turn on user risk policy +11.86% o7
5 Turn on sign-in risk policy +11.86% 077
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
7 Enable self-service password reset +1.69% on
8 Turn on customer lockbox feature +1.69% 01
9 Use limited administrative roles +1.69% 0N
10 Designate more than one global admin +1.69% on

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 311

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
table.

Name Platform

Device1 Windows 10
Device?2 Windows 8.1
Device3 10S

Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing
corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Dewvices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Dewice 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint security policies v
that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device compliance policy, and conditional access policy

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Text, table Description automatically generated with medium confidence

NEW QUESTION 314
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.

Home / Policy Management [l Notifications

Policy configurations

<+ Create [ Copy 1l Reorder priority & Remove Total policy configurations: 3
Name Priority 1 Recommendation status
Office Users Policy 0
Sales Team Policy 1
All users 2
The policies use the settings shown in the following table.
Policy Default Shared Folder Location Default
Office
Theme
Allusers | https://sharepoint contoso.com/addins_all_users Colorful
Office hitps.//sharepoint contoso.com/addins_office_users White
Users
Policy i
Sales hitps /isharepoint contoso.com/addins_sales_team_users_ Dark
Team Gray
Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

The default shared folder location for User1 is v

hittps./fsharepoint.contoso.com/addins_all_users
hitps //sharepoint contoso.com/addins_office_users
hitps://sharepoint contoso.com/addins_sales_team_users_

The default Office theme for User 2 is: v
Colorful

Dark Gray
White
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

The default shared folder location for User1 i1s

The default Office theme for User 2 is

NEW QUESTION 315
DRAG DROP - (Topic 6)

https:/fsharepoint. contoso.comfaddins_all_users

(=

[Colorful _1

Dark Gray
White

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.
Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may
be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area
I: H -
Anti-malware Customize the common attachments filter: [ ]
[ Anti-phishing _ : P
Enable impersonation protection for sender domains: | ]
F Anti-spam
"Safe Attachments
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:

Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.
Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365
The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature

Automatically created default policy
Create custom policies

Common policy setrmgs'

Spoof settings

First contact safety tip

Anti-phishing policies
in EOP

v

Anti-phishing policies
in Defender for Office 365

¥

l Impersonation settings

Advanced phishing thresholds
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NEW QUESTION 319
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
User1 UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.

Name

Type

App1

10S store app

App2

Android store

app

App3

Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:

Statements Yes No
App1 can be assigned as a required install for User3. O 10!
AppZ2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O 'L_Q_.
App3 can be installed automatically for UserGroup1. 0! )

NEW QUESTION 321

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

A. From the Cloud App Security admin center, select Users and accounts.

B. From the Microsoft 365 security center, view the Threat tracker.

C. From the Microsoft 365 admin center, view the Security & compliance report.
D. From the Azure Active Directory admin center, view the Risky sign-ins report.

Answer: A
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NEW QUESTION 324

- (Topic 6)

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD. You purchase a Microsoft 365 E3 subscription.
You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.

What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profil

B. Assign the profile to all the computer

C. Instruct users to restart their computer and perform a network restart.

D. Enroll the computers in Microsoft Intun

E. Create a configuration profile by using the Edition upgrade and mode switch templat

F. From the Microsoft Endpoint Manager admincenter, assign the profile to all the computers and instruct users to restart their computer.
G. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft
SharePoint Online sit

H. Instruct users to run the provisioning package from SharePoint Online.

I. From the Azure Active Directory admin center, create a security group that has dynamic device membershi

J. Assign licenses to the group and instruct users to sign in to their computer.

Answer: B

NEW QUESTION 325

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the
Sensitivity label tab.)

Review your settings and finish

Name

Sensitivity1

Display name

- el A el
SENSHIVITY T

Description for users

Sensitivity 1

Scope

File Email
Encryption

Content marking

VAT~ i

| g - - A F o
Watermark: Waternmark

Header: Header
Auto-labeling
Group settings
Site settings

Auto-labeling for database columns

ki
One
—

o L]

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)
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Auto-labeling policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity 1

Info to label
IP Address

Apply to content in these locations
Exchange emall All

Rules for auto-applying this label
Exchange email 1 rule

Mode

wn

Comment

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment Filel docx | Yes

Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements

Sensitivity1 is applied to the email

A watermark is added to File1.docx.

A header Is added to File2.xml.

NEW QUESTION 327
DRAG DROP - (Topic 6)
DRAG DROP
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Your network contains an on-premises Active Directory domain that syncs to Azure Active
Directory (Azure AD). The domain contains the servers shown in the following table.

Name Operating system Configuration
_ File Server Resource
Server1 Windows Server 2016
Manager (FSRM)
Server2 Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.

Actions
Authorize Serverl.

Answer Area

Install the Microsoft Rights Management connector on

Servers,

Install a certificate on Server2.

Install a certificate on Senverl.

Register a service principal name for Serverl.

Run GenConnectorConfig. psl on Senverl.

Run GenConnectorConfig.psl on Senvers.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

T R T T

| Server?.

e e et M =

. .-

NEW QUESTION 332
HOTSPOT - (Topic 6)

e e S S e e o s e e

_______________ ; Senerd,

Answer Area

e P C P ——

St L R T o - o) ol e e i il o - Wl

..

Your company has a Microsoft 365 E5 tenant.
Users at the company use the following versions of Microsoft Office:
* Microsoft 365 Apps for enterprise

« Office for the web
« Office 2016
« Office 2019

The company currently uses the following Office file types:

» .docx
 XIsx
 .doc
* Xls

You plan to use sensitivity labels. You need to identify the following:

» Which versions of Office require an add-in to support the sensitivity labels.
» Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 334

HOTSPOT - (Topic 5)

You need to ensure that Admin4 can use SSPR.

Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Action:  Enahle password writeback. R4
Enable app registrations.

Enable password writeback
Disable password hash synchronization.

Took Azure AD Connect | » ]

Synchronization Rules Editor
Microsoft Entra admin center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Action: ' Epable password wntehack B g
]_Enable_anp_[eglﬂrajnqni .
Enable password writeback.

| Enable password hash 5';,-ncl!rs_n|zat|on
| Disable password hash synchronization.

Tool: _ Azyre AD Connpect
i Azure AD Connect
1-:—Str'nehrem-zaxmn Rules-Edutbr

Microsoft Entra admin center

NEW QUESTION 336

- (Topic 4)

Which role should you assign to Userl?

Available Choices (select all choices that are correct)

A. Hygiene Management
B. Security Reader

C. Security Administrator
D. Records Management

Answer: C

Explanation:
A user named Userl must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft 365 security center, Azure
Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure Active Directory sign-in reports and audit logs, and in

Office 365 Security & Compliance Center.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory- assign-admin-roles

NEW QUESTION 340
HOTSPOT - (Topic 3)
You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements.

To which role group should you add User2, and what should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Role group: v
Reviewer

Global reader

Data Investigator
Compliance Management

Tool v
Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Role group: v
Reviewer

Global reader
Data Investigator

SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

NEW QUESTION 345
- (Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 350
HOTSPOT - (Topic 2)
You need to meet the technical requirement for the SharePoint administrator. What should

you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center, v
perform a search by using: Audit log

Data governance events
DLP policy matches
eDiscovery

Filter by: hd
Activity
Detail
Item

User agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance#step-3-filter-the-search-results

NEW QUESTION 351
- (Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. Userb5

Answer: C

Explanation:
References:
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https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for- business

NEW QUESTION 355

HOTSPOT - (Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle: Y
6 months
18 months
24 months
30 months
5 years

New York: Y
6 months
18 months
24 months
30 months
5 vyears

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 360

- (Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager.

Solution: You create a device configuration profile from the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl -
Auto-enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD- join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager https://docs.microsoft.com/en- us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 362

HOTSPOT - (Topic 1)

You need to meet the technical requirements and planned changes for Intune. What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

settings to configure in Azure AD: |Device settings

P-.-"{!-l}lllT‘:,-' (MDM and MAM)
Organizational relationships
User settings

settings to configure in Intune: |Device compliance
Deviice {f-nf1gu!’a‘flﬂr‘-
Dewice enroliment

Mobile Device Management Authornty
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Settings to configure in Azure AD: [Device settings

?:!rg anizational relationships
User settings

settings to configure in Intune: |Device compliance

rDe_vlcg configuration
Device enrallment |

B s § b i, " i 1 il * ) - s

NEW QUESTION 367
- (Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enrollment-manager

NEW QUESTION 368
- (Topic 1)

You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C
NEW QUESTION 369

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

You plan to implement identity protection by configuring a sign-in risk policy and a user risk policy. Which type of risk is detected by each policy? To answer, select

the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Sign-in fisk policy: | I coved credentials = L]

Atypical travel
Leaked credentals
Possible atterpt 1o access Pnimary Refrech Token (PRT)

User risk pelicy:  Malicious [P address St
| Leaked credentials
Malicious IP address
| Suspicious browser

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
o .
Sign-in fisk pORCY: - [Teaked cregential |
Atypical travel

l Leaked credentials

[ Possible attempt 1o access Primary Refresh Token (PRT)

User risk policy:  Malicious IP address v
| Leaked credentials
Malicious IP address
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NEW QUESTION 373

- (Topic 6)

You are testing a data loss prevention (DLP) policy to protect the sharing of credit card information with external users.

During testing, you discover that a user can share credit card information with external users by using email. However, the user is prevented from sharing files that
contain credit card information by using Microsoft SharePoint.

You need to prevent the user from sharing the credit card information by using email and SharePoint.

What should you configure?

A. the status of the DLP policy

B. the user overrides of the DLP policy rule
C. the locations of the DLP policy

D. the conditions of the DLP policy rule

Answer: D

NEW QUESTION 376
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